IPv4 va IPv6 - Khai Niém Va So Sanh Hai Giao
Thuaec Mang

Internet dang ngay cang bung né trong nhiing ndm gan déy, dac biét la su bung n6 cua
mang ludi céng nghé théng tin va cac thiét bj dién tu. Bi kém vdi d6, la hai giao thuc
internet pho bién IPv4 va IPv6. Vay cu thé, IPv4 va IPv6 la gi? 2 giao thirc nay cé gi
giéng va khdc nhau? Cing BKNS tim hiéu trong bai viét dudi ddy nhé?

Su phat trién manh mé cda loT kéo theo ndi sg can kiét cac dia chi IP. Vi thé, nguai
ta giai quyét van dé giam thiéu sé luong dia chi IPv4 bang su ra doi cla IPv6. Bai viét
nay sé chi ra mot s van dé lién quan dén s6 lugng dia chi cé thé tao ra. Cung véi do
la dé cap dén cac van dé can giai quyét dé co thé bat kip vdi su tang trudng phi ma
cua loT. Ngoai ra con giai thich nhitng cai tién ctia phién ban mdi so véi IPv4. Hay
cung tim hiéu vé IPv4 va IPv6 ngay trong bai viét nay nhé!

IPv4

IPv4 hay Internet Protocol version 4 la moét giao thirc quen thudc trong truyén thong
dit liéu. N6 dugc phat trién nhu mét giao thirc khong hudng két ndi (connectionless).
Va dugc dung trong cac mang chuyén mach goi hay con goi la network packet
switching nhu Ethernet. Nhiém vu cua né la cung cap két ndi logic gilra cac thiét bi

mang. Trong dé bao gom viéc cung cap nhan dang cho céc thiét bi.

IPv4 dua trén mo hinh best-effort, dam bao khong phan phoi hodc tranh viéc phan
phai trung lap. IPv4 rat linh hoat, c6 thé cau hinh tw dong hay thi céng véi nhiéu thiét

bi khac nhau, tuy vao tirng loai mang khac nhau.

>>>Poc thém: Fake IP la gi?


https://www.bkns.vn/ip-la-gi.html
https://www.bkns.vn/fake-ip-la-gi.html

IPv6

IPv6 hay Internet Protocol version 6 con goi la “Giao thirc lién mang thé hé 6”. bay la
mot phién ban cua giao thirc lién mang (IP) véi muc dich nang cap giao thirc lién
mang phién ban 4 (IPv4). Phién ban nay hién dang truyén dan cho hau hét luu lugng

truy cép Internet nhung da hét dia chi.

Cung phan tich uu va nhugc diém cuda IPvé:

IPv6 bu dap duoc moi 16 hdng trong k§ thuat & IPv4. Viéc cung cap dia chi 128 bit

(16 byte) lam cho téng sé lugng dia chi [én dén khoang 340 nghin nghin ty.

Thay ré rang nd 1én hon rat nhiéu so véi IPv4 vi dugc tao nén bdi 16 bit. Day la ly do
cac mang nén bat dau st dung IPv6 ngay tlr lic nay. Tuy nhién, viéc thuc hién viéc

dé dén nay kha kho khan. Cac nha trién khai mang quen vdi IPv4 chua c6 dong thai
rd rang vé cach tiép can IPv6. Nhiéu ngudi danh gia IPv4 1ot cho tuong lai gan hon.

Nhung thuc té viéc str dung IPv4 chi cang lam cho sé luong cia né giam di.

Mot vi du dé thay vé kha nang vugt troi clia IPv6 so vdi IPv4 la nd khong can chia sé
dia chi IP va nhan dia chi riéng biét cho céac thiét bi. St dung IPv4 dong nghia voi
viéc mot nhém cac may tinh mudn dung chung moét dia chi IP cong cong sé phai

dung dén NAT.

Mat khac la van dé truy cap truc tiép vao mét trong so ching. Ban sé can phai thiét
lap céc cau hinh phirc tap. N6 bao gém chuyén tiép, thay doi tuong Itra...Dai vai IPv6
c6 nhiéu dia chi d€ str dung hon. Vi thé, cac may tinh str dung IPv6 c6 thé truy cap

cong khai ma khéng can c4u hinh ba sung, tiét kiém dugc tai nguyén.

>>> C6 thé ban quan tdm: Téng dai IP |3 gi?


https://www.bkns.vn/tong-dai-ip-la-gi.html

IPv4 va IPv6 La Gi?

IPv4 va IPv6 la 2 phién ban cua giao thirc mang Internet. IPv4 |a phién ban cii cé do
dai dia chi 32 bit va tao ra 4.29 x 1019 dia chi (hay duong dan) mang duy nhat. IPv6
la phién ban nang cao dugc phat trién vé sau, coé do dai 128 bit, tao ra 3,4 x 1038 dia
chi.

IPv4 va IPv6 Khac Nhau Nhu Thé Nao?

IPv6 - Internet Protocol version 6 - |a giao thirc mang mdi nhat hién tai. Chirc ndng
cua no la truyén dir liéu trong cac goi tlr mot nguén dén dich qua cac mang khac
nhau. IPv6 dugc nhan xét la mot phién ban cai tién cua IPv4. N6 ho tro so lugng

node I6n hon nhiéu so véi phién ban trude dé.

IPv6 ho tro dén 2128 t6 hop kha thi cta céc node dia chi. N6 dugc goi la Giao thirc
Internet Thé hé ndi tiép (Internet Protocol Next Generation — IPnG). Ltc dau IPv6
dugc phat trién vai dinh dang thap luc phan, chira tdm octet dé cung cap kha néang
m& réng khéac nhau. Bugc ra dgi vao 06/06/2012, né cling dugc thiét ké dé xur ly viéc

broadcast dia chi ma khong bao gém cac dia chi broadcast trong bat ky 1&p nao.

So Sanh IPv4 va IPv6

Tém tat diém khac biét gilra IPv4 va IPv6 qua bang sau:
Su khac nhau IPv4 IPv6

Kha nang tuong thich véi | Dia chi str dung ky hiéu Dia chi dugc phéan tach

thiét bi di dong dau thap phan, khong phu  bang dau hai cham -
hop véi mang di déng thap luc phan. Tuong
thich t6t hon véi cac
mang di déng
Anh xa Address Resolution Neighbor Discovery

Protocol - anh xa dén cac  Protocol - anh xa dén dia
dia chi MAC chi MAC



DHCP

Bao mat IP

Céac truong tuy chon

Quan ly nhém mang con
cuc bo

Phan giai IP thanh MAC

Cau hinh dia chi

DNS Record

Packet Header

Packet Fragmentation

Kich thudc goi

Khi két ndi mang, clients
dugc yéu cau tiép can véi
DHCP

Tuy chon

Co

Str dung Internet Group

Management Protocol
(GMP)

Broadcasting ARP

Thuc hién tht céng hoac
qua DHCP

Dia chi A

Khoéng xac dinh dugc
packet flow dé xir ly QoS.
Bao gém ca cac tuy chon
ki€ém tra checksum.

Cho phép tlr cac router
truyén dén may cha

T6i thi€u 1a 576 byte

Clients dugc cung cap
dia chi, khong can phai
lién hé bat budc véi may
chu nao khac

Khong. Thay vao do la
cac tiéu dé tién ich mé
réng.

Str dung Multicast
Listener Discovery (MLD)

Multicast Neighbor
Solicitation

St dung tu dong cau hinh
dia chi khéng trang thai
bang ICMP hoac DHCP6.

Dia chi AAAA

Flow Label Fields chi dinh

lubng gdbi dé xir ly QoS

Chi truyén dugc dén may

chu

T6i thi€u 1a 1208 byte



Bao mat

Tinh di dong va kha nang
tuong tac

SNMP

Address Mask

Address Features

C&u hinh mang

Giao thirc dinh tuyén
thong tin (RIP)

Phan manh

VLSM

CAau hinh

Chu yéu dya vao tang
Ung dung

Céc cau truc lién két
mang tuong doéi han ché.
Do d6, lam giam tinh di
dong va kha nédng tuong
tac

Ho tro

Dung cho mang duoc chi
dinh tlr phan mdy chu

Network Address
Translation dugc st
dung, cho phép NAT mot
dia chi dai dién cho hang
ngan dia chi
non-routable.

DPuogc cau hinh thia cong
hoac vGi DHCP

Ho trg

Puagc thuc hién trong qua
trinh routing.

HoO trg

DE giao tiép vai cac hé
thong khac, moét hé théng
m&i phai duoc cau hinh

C6 giao thirc Bao mat
riéng dugc goi la IPSec

Cung cap tinh di dong va
kha nang tuong tac dugc
nhdng trong céc thiét bi
mang

Khong ho trg

Khoéng duoc str dung

Direct Addressing la kha
thi vi khong gian dia chi
rong lon.

Cau hinh tu dong

Khong ho trg

Duagc thuc hién bdi nguoi
guri

Khong ho trg

Tuy chon c4u hinh



So 16p

Loai dia chi

Truong Checksum

Chiéu dai Header

So lugng Header field

Address method

Kich thudc dia chi

Nam I6p (A-E)

Multicast, Broadcast va
Unicat

Co

20

Dia chi s6

32 bit

Khoéng gidi han luu trir dia
chi IP

Anycast, Unicast va
Multicast

Khong

40

Dia chi chir va s6

128 bit

>>> Co6 thé ban quan tdm: Danh sach cac dai IPv6 twong trng véi dai IPv4 trén hé théng

BKNS

Dia Chi IP Hoat Pong Nhu Thé Nao?

Muén hiéu hon vé IPv4 va IPv6, ching ta nén tim hiéu vé cach thic hoat déng cda

dia chi IP. Cing BKNS tim hi€u cu thé hon & phia dudi nhé:

IP (Internet Protocol — Giao thirc internet), nhac dén moét tap hop cac nguyén tac chi

phoi cach goi dit liéu dugc truyén qua mang internet.

Thoéng tin truc tuyén hay luu lugng truy cap qua internet str dung nhirng dia chi duy

nhat. Maoi thiét bi khi két ndi mang internet hay mang may tinh déu dugc gan mét

nhan sd. Do la dia chi IP, dung dé xac dinh né nhu mot diém dén cla giao tiép.


https://www.bkns.vn/danh-sach-cac-dai-ipv6-tuong-ung-voi-dai-ipv4-tren-he-thong-bkns.html
https://www.bkns.vn/danh-sach-cac-dai-ipv6-tuong-ung-voi-dai-ipv4-tren-he-thong-bkns.html

IP xac dinh danh tinh cua céac thiét bi trén mét mang cu thé. Day dugc xem nhu ID &
dang k¥ thuat cho cac mang két hop IP véi TCP. Ngoai ra né cho phép két ndi ao gitra
nguon va dich. Khi khéng co dia chi IP dac trung, cac thiét bi khong thé lién lac véi

nhau.

Dia chi IP cé chirc ndng chudn hda céch giao tiép gitra céc thiét bi véi nhau. Ching
trao doi goi dir liéu (cac bit dir liéu), déng vai tro quan trong trong viéc tai website,

email, tin nhan...va cac &ng dung khac lién quan dén viéc truyén dir liéu.

Mot s6 thanh phan cho phép luu luvong truy cap dugc qua mang internet. Tai diém
xuat phat, dir liéu duogc dong goi khi lvu lrgng bat dau. Qua trinh nay goi la

“datagram” — mot goi dit liéu, va la mot phan cua IP.

Dé truyén dir liéu qua mang internet, mét mang full stack |a can phai cé. IP chi la mét
phan trong dé. Stack cé thé duoc chia thanh 4 16p (layer), véi tang Ung dung

(Application) & trén cung va tang Lién két (Link) & dudi cung.

Cau trdc cla mot Stack gom céc tang:

e Application — Cac giao thure: HTTP, FTR, POP3, SMTP
e Transport — TCP, UDP
e Networking — IP, ICMP

e Link — Ethernet, ARP

N&u 1a mot ngudi truy cép internet, han cac ban sé quen véi tang ng dung. Pay la
noi ma ban giao ti€p hang ngay. Khi truy cap mét website, cac ban can phai nhap dia

chi ctia né. Vi du nhu https://bkns.vn — day chinh la mét tang (ng dung.



Két Luan

Dén day co I1& ban da hiéu dugc khai niém IPv4 va IPv6, so sanh diém khac nhau va phan
biét gitra ching. Hy vong kién thirc nay sé gilp ich dugc cho ban trong viéc tiép céan cac kién
thirc vé dia chi IP.

Dbirng quén ghé tham website chinh ciia BKNS d€ cap nhat thém nhiéu kién thirc hitu ich
cung nodi dung khuy&n mai nira khac ban nhé.


http://bkns.vn
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