Configuring Provisioning for Malt

This guide provides the steps required to configure provisioning for Malt.
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Features

The following provisioning features are supported:
e Push Users
o Users in Okta that are assigned to the Malt application are
automatically added as members to your organization in Malt
e Import Users
o Users created in Malt can be imported into Okta and either matched
against existing Okta users or created as new Okta users.
e Push Profile Updates
o Updates made to the user's profile through OKTA will be pushed to the
third party application.

Currently, Malt provisioning app does not support the following Okta provisioning
features, but may in the future:

e Deactivate Users
e Import Groups
e Sync password

Requirements

Before you configure provisioning for Malt, you must reach out to the Malt Support
team to activate the feature. (scim-support@malt.com)

Step-by-Step Configuration Instructions

In order to access Malt API to integrate your identity management system to our
platform, you'll need an access token. You need to reach out to the Malt Support
team to enable the public API feature (scim-support@malt.com).
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You may access the access token management screen via the "Access rights" entry
of your company's menu:

o
Dashboard Messages Projects Your freelancers ~@ Add '..‘A Malt Community SA @

Reports

Invoices and payments

ects and proposals
\ Company Members

= Access rights

You're up to date! 550
Kick back and relax.
Company details

My other spaces

At the bottom of the screen that appears, you'll find a section dedicated to the Malt
API:

Malt API

Access tokens

NAME HINT NOTE CREATED ON ACTIONS

Generate a new token

Token name:

Name this token as you wish

Note (optional):

Any note that you find useful...

Generate token

To create a new token, enter a name that makes sense to you (and optionally a more
detailed note), and click on "Generate token". Your new token will then be displayed
to you. Make sure to copy that token at that moment and store it safely, as it won't
be displayed ever after!



Your new access token

Make sure to copy your new access token now. You won't be able to see it again!

deb48193-97ad4-4c8a-8adb-cfldceddde2s

In Okta, after generating the token, access the Malt application and complete the
following steps.

e In Settings, select Integration from the left hand menu and then check the
Enable API Integration box

e Fill the API Token field with the generated token. Click on the “Test API
Credentials” button to check that everything went well.

You can now assign users to the Malt application and finish the application setup.

Settings

Tonee okta = P

To Okta

Integration .
Provisioning to App Edit

Create Users Enable

Creates or links a user in Malt when assigning the app to a user in Okta.

| The default username used to create accounts is set to Emal’l,l

Important: Ensure that the “default username” used to create accounts in Okta is set
to “Email”

Troubleshooting Tips

e |Initial activation of Okta provisioning in Malt requires contacting the Malt
Support Team, (scim-support@malt.com). Please reach out with any
questions during your configuration process.

e The re-provisioning of a user that already exists at Malt will raise an error

e Malt scim integration does not support the modification of the username
(email address).

e If you have questions or difficulties with your Malt/Okta SCIM integration,

please contact Malt support via scim-support@malt.com
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