Install and verify Docker Container based NGINX, MODSECURITY WAF,
OWASP Core Rule Sets and SSL

Tested Operating System and Architecture,

7w . ubuntu

T Uuname -m

Steps to Install docker,
apt update && apt upgrade -y
sudo apt install apt-transport-https ca-certificates curl software-properties-common

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -0
lusr/share/keyrings/docker-archive-keyring.gpg

echo "deb [arch=$(dpkg --print-architecture)
signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu $(Isb_release -cs) stable" | sudo tee
/etc/apt/sources.list.d/docker.list > /dev/null

sudo apt update

apt-cache policy docker-ce

sudo apt install docker-ce -y

sudo systemctl status docker

docker container Is -a (Ensure no container exists)



PORTS NAMES

Find the below Docker Hub link to install NGINX OWASP MODSEC WAF CRS RULES
container,

https://hub.docker.com/r/bit3/nginx-waf

Run the container image with the below command,

docker container run -d --name jegan -p 8443:443 bit3/nginx-waf

Run the container in detached mode

docker container run

Docker Hub Image

Custom container name Internal port mapping

External port mapping


https://hub.docker.com/r/bit3/nginx-waf

Note : By default the above command will install all needed NGINX OWASP MODSEC WAF
CRS RULES components.

Log Into the container for SSL (Self Signed certificate example) configuration with the below
command,

docker exec -it e9072970dae?2 bash

“REATED
13 minutes ago  Up 13 minutes

docker exec -it|e9072970dae2|bash

Container ID

Important directories in this container are /etc/nginx, /etc/nginx/modsec, /etc/nginx/modules,
/etc/nginx/conf.d

All the modsecurity owasp crs rules will reside inside
/usr/local/owasp-modsecurity-crs-3.2.0/rules/ directory




Module (load_module modules/ngx_http_modsecurity_module.so;) is the interface of NGINX
and MODSEC WAF available in file /etc/nginx/nginx.conf




Install vim and nano (text editor) using the below commands inside the container,

apt update -y
apt install vim nano -y

File /etc/nginx/modsec/modsecurity.conf represents the MODSEC WAF
File /etc/nginx/modsec/main.conf holds both rules files and MODSEC WAF file
File /etc/nginx/conf.d/default.conf binds SSL, MODSEC WAF and OWASP CRS RULES

From file /etc/nginx/conf.d/default.conf,

MODSEC WAF to 'ON'

ile /etc/nginx/modsec/main.conf;

This engages MODSEC WAF, OWASP CRS Rules with NGINX

Remove this line (listen 80;) and add the below lines in the file /etc/nginx/conf.d/default.conf,

listen 443 ssl default_server;
listen [::]:443 ssl default_server;

c/main.cont;

Remove this line

Create the certificate/key files server.crt and server.key inside /etc/nginx/ and add the below
lines in the file /etc/nginx/conf.d/default.conf,

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout server.key -out server.crt

ssl_certificate letc/nginx/server.crt;
ssl_certificate_key /etc/nginx/server.key;



Reload nginx with the below command,

docker exec -it jegan nginx -s reload

t an hour

Container name

docker exec -it nginx -s reload

Let's do the Testing of NGINX default page and with ATTACK URL like the below,

https://15.207.55.167:8443

Accept the exception, due to self signed server certificate, you will get the default NGINX page


https://15.207.55.167:8443

B; Not Secure  htips://15.207.55.167:8443

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 15.207.55.167. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

15.207.55.167:8443 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Welcome to nginx! X +

&= C QO Ga| https://15.207.55.167:8443

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Note : In the file /etc/nginx/conf.d/default.conf, if you replace the server.crt with Godaddy or any
Public Certificate authority signed server.crt , you will not get the exception, you will get a green
lock.

Execute ATTACK URL => https://15.207.55.167:8443/?exec=/bin/bash in browser and check the
container log using 'tail -f /var/log/modsec_audit.log' command



https://15.207.55.167:8443?exec=/bin/bash

Attack

403 Forbidden b -+

c O G hitpsy//15.207.55.167:8443/%

403 Forbidden

nginx/1.23.1

You will get 403 forbidden page in the browser and logs for the same at container level

Done!!!






