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Al image generation is a powerful accelerant in the existing mis/disinformation crisis, leaving governments
and firms scrambling for solutions. We analyze one such proposed solution, the Secure Evidence Attribution
Label (SEAL), a protocol designed to establish provenance of digital media. SEAL allows signers to attest
the provenance of media cryptographically by signing a hash of a digital asset, then distributing the public
key used to verify the signature in a DNS TXT record. The name of the domain, where the public key is
stored is hashed with the asset and protected under the signature, giving cryptographic proof of file integrity
and the identity of the signer.

We perform the first independent security analysis of the SEAL protocol, in which we assess the
specification for structural weaknesses. We also test for implementation errors in its two first-party
signature verifiers: SEAL-C and the online SEAL Validator. We identify and formalize SEAL’s stated
security goals (record integrity, file integrity) and define an additional necessary security goal (domain
authentication). Using the Cryptographic Protocol Shapes Analyzer (CPSA) we model the protocol and
determine whether the model meets the stated security goals. Additionally, we evaluate whether the two
signature verifier reference implementations adhere to the specification.

Our investigation concludes that SEAL currently neither satisfies record integrity, file integrity, nor
domain authentication goals. Because SEAL relies on a DNS root of trust and does not attempt to mitigate
the unsecured nature of DNS over UDP, it is vulnerable to simple man-in-the-middle (MITM) and DNS
cache-poisoning attacks. Additionally, SEAL allows signers to sign only parts of a file yet have the
signature validated as if they had signed the entire file. This property permits a malicious actor to sign only
certain parts of a file and change the content of unsigned portions without detection. We propose and
formally verify several mitigations to address these challenges.
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