PE CUONG ON TAP TOT NGHIEP
NGHE QUAN TRI MANG

Noi dung on tap

1. Chirc ning cia mang LAN

° Mang LAN (viét tit cua Local Area Network) 13 mot hé thong giao tiép cho
phép cac mdy tinh két ndi voi nhau dé cung 1am viée va chia sé dir liéu. Két nbi nay duoc
thuc hién qua cap LAN hodc wifi khong day trong khong gian hep, nhu phong lam viéce,
trong nha, truong hoc, hodc cac cong ty.

° Mang LAN gitip chia sé dir liéu va tai nguyén, lam cho viéc va truyén thong
gilta cac may tinh trong cung mot khu vuc trd nén thuan tién va hiéu qua.

2. Chirc nang cia card mang (NIC) trong Ethernet

° Card mang (Network Interface Card - NIC) la mot thanh phan phan cing
quan trong trong may tinh va cac thiét bi dién tr khac, gitip cung cap kha nang két ndi
mang. Du cé nhiéu tén goi khac nhau nhu bd diéu khién giao dién mang, card Ethernet,
card LAN, hay card adapter mang, chung déu dé cap dén bang mach cho phép may tinh
va may chu két ndi qua mang.

° Céc chirc ning cta card mang NIC dung dé truyén dir liéu: Card NIC hoat
dong nhu mot giao dién & 16p TCP/IP, c6 thé truyén tin hidu & 16p vat 1y va cung cp cac
g6i dir liéu ¢ 16p mang. Khi ching ta yéu ciu truy cip mot trang web, card LAN s& lay
dir liéu tir thiét bi cua minh va gui ching dén may chu trén internet, sau d6 nhan lai dir
lidu can thiét dé hién thi cho may tinh nguoi dung.

3. Hat man
Thudc tinh Mo ta

Tén goi Dau cim mang RJ45

Hinh dang [Hinh chir nhat voi 8 chan dong (pins) ¢ bén trong

S6 lwong chan [8 chan dong

Kiéu két ndi [Két ndi cap mang Ethernet (Cat5, CatSe, Cat6, Cat6a, Cat7)

Két nodi mang LAN, két ndi thiét bi mang nhu may tinh, router, switch,

Ung dyng modem

Tiéu chudn [Tiéu chuin TIA/EIA-568-B, hd tro hai kiéu dau day T568A va T568B

Kiéu cap s

dung UTP (Unshielded Twisted Pair), STP (Shielded Twisted Pair)




Thudc tinh

Mo ta

Cach diu day

- T568A: 1. Trang/Xanh 14, 2. Xanh 14, 3. Trang/Cam, 4. Xanh duong, 5.
Trang/Xanh dwong, 6. Cam, 7. Tring/Nau, 8. Nau <br> - T568B: 1.
Trang/Cam, 2. Cam, 3. Tring/Xanh 14, 4. Xanh duong, 5. Tring/Xanh
duong, 6. Xanh 14, 7. Trang/NAau, 8. Nau

Toc do hd tro

10/100 Mbps (Fast Ethernet), 1 Gbps (Gigabit Ethernet), 10 Gbps (10
Gigabit Ethernet)

Kha nang
twong thich
ngugc

Tuong thich véi cac tiéu chudn Ethernet cii hon

Cong nghé lién

Ethernet, Power over Ethernet (PoE)

quan
- D& dang két nbi va cai dat
Loi ich - Pho bién rong rai
- HO tro toc d6 mang cao
) L Yéu cau dung cu dau day dac biét
Han cheé

- D2 bi hong néu str dung khong ding cach

4. Mo hinh

mang OSI

Mo hinh OSI 1a mot mé hinh phan 16p gitp tiéu chuan héa cac chirc ning cua hé
thong mang, tao di€u kién thuan lgi cho su tuong tac gitra cac h¢ thong mang khac nhau
va ho trg viéc phat trién cac cong nghé mang mdi.

Tang | Tén goi Chirc nang chinh Vi du giao thirc/cong nghé
- [Appication S}E‘iga%f;c i‘ci‘évi‘ihffnigfc gt)flp HTTP, FTP, SMTP, POP3,
(Ung dung) HNE CURE NEUOT CUNE, BA0 £ IMAP, DNS
email, truyén file, va truy cap web.
¢ [Presentation Chuyén d6i, ma hoa, va nén dit liéu dé |[SSL/TLS, JPEG, GIF,
(Trinh bay) [truyén tai qua mang. ASCII, EBCDIC
Session Quan 1y cac phién giao tiép, thiét 1ap,
5 (Phién) duy tri va két thuc két ndi giira cac ing [NetBIOS, RPC, PPTP
dung.




Tang| Tén goi Chirc nang chinh Vi du giao thirc/cong nghé
Dam bao truyén tai dir liéu toan ven va
Transport dung thr tu giita cac diém cubi, cun
4 |(Van (18 U T 818 cac CEM Cudl, SIS irep, uDP
2 cap co che kiém soat 161 va luong dir
chuyén) A
licu.
Network |-y trach nhigm dinh tuyén dir licu 1\ 1o 1pocc ARP, RIP,
3 gilra cac thi€t bi trong mang khéc nhau,
(Mang) e OSPF
quan ly dia chi logic.
s oy i i o G e, vt
ligu) Iy (MAC). 802.11), PPP, Switch, MAC
: . [Truyén tai cac bit dit liéu qua phuong L ar , .
Physical (Vat| .. A X a1y a .z, |Cap dong, cap quang, khong
1 1) tién truyén dan vat ly, dinh nghia két day, USB, Hub, Repeater

noi dién va co hoc cua h¢ thong mang.

5. Mo hinh TCP/IP
M6 hinh TCP/IP 1a mot mo6 hinh phan 16p thuc té duoc sur dung rdng rai trong
cac mang may tinh, dic biét 14 trén Internet. N6 gitp tiéu chuan hoa cac giao thirc va quy
trinh truyén tai dir lidu, tao diéu kién thuén loi cho sy tuong tac gilra cac hé¢ théng mang
khac nhau va hd trg viéc phat trién cac cong nghé mang méi.

A A . L , Vi du giao
Tang Tén goi Chirc nang chinh thitc/cong nghé

Application Cung cap céac dich vu mang tryc tiép cho  [HTTP, HTTPS, FTP,

4 (UI,)II: dung) tmg dung ngudi ding, bao gom email, SMTP, POP3, IMAP,
g dung truyén file, truy cap web. IDNS, Telnet, SSH
. [Pam bao truyén tai dir liéu toan ven va ding

T ) 5 i ; ,
3 ranipon (Van thir tu gitta cac di€m cudi, cung cap co ché [TCP, UDP

chuyén) 2 o 1Xe a1 A e

kiém soat 161 va ludng dir licu.

Internet (Lién  [Pinh tuyén cac goi dir liéu giita cac mang 1P, ICMP,  ARP,
2 , s s a1 <+ ... |[RARP, RIP, OSPF,

mang) khac nhau, quan ly dia chi IP va dia chi hoa. BGP




Tang Tén goi

Chirc nang chinh

Vi du giao
thirc/cong nghé

(Network

1 |Access (Truy

cap mang)

cap va truyén tai dir liu.

Ethernet, Wi-Fi, PPP,

Quan 1y viéc truyén tai dir liéu qua phuong |[DSL, Token Ring,
tién vat ly, bao gém ca viéc diéu khién truy [FDDI, cac giao thirc

tang lién két dir liéu
va vat 1y

6. Cac loai méi trudng két noi Ethernet

Phwong tién truyén
Loai Ethernet Toc do dan Khoing cach t6i da

Cap xodn doi (Cat3

10BASE-T 10 Mbps hodc cao hon) 100 mét
Cap xodn doi (Cat5

100BASE-TX 100 Mbps hodc cao hon) 100 mét
Cap xoan doi (CatSe

1000BASE-T 1 Gbps hodc cao hon) 100 mét
Cap xo0dn doi (Cat6a

10GBASE-T 10 Gbps hodc Cat7) 100 mét

100GBASE-T 100 Gbps | Cap xodn doi (Cat8) 30 mét
Cap dong truc mong

10BASE-2 10 Mbps (Thinnet) 185 mét

Cap dong truc day

10BASE-5 10 Mbps (Thicknet) 500 mét

100BASE-FX 100 Mbps | Cép quang multimode 2 km

1000BASE-SX 1 Gbps Céap quang multimode 550 mét

1000BASE-LX 1 Gbps | Cép quang singlemode 10 km

10GBASE-SR 10 Gbps | Cap quang multimode 300 mét

10GBASE-LR 10 Gbps | Cap quang singlemode 10 km




7. Phan biét diém khac biét giira cap thang va cap chéo, giai thich cach sir dung
phu hop cho turng loai

Pac diem

Ciap thang Cap chéo
(Straight-through Cable) (Crossover Cable)

CAu hinh day [T568A hoic T568B - T568B) dau (T568A - T568B)

Cung thir tur ddy & ca hai dau (T568A - |[Thi tu day khac nhau ¢ hai

Muc dich sir dung [Két ndi cac thiét bi khac loai véi nhau  [v6i nhau

Két ndi cac thi€t bi cung loai

- May tinh véi hub/switch - May tinh véi may tinh
- Router voi switch - Switch véi switch
Vidukétndi | May tinh véi router (cong LAN) - Router v6i router

Chuan két ndi  [T568A hodc T568B T568B

Mot dau T568A, dau kia

Kha ning ty diéu
chinh (Auto  [Khong can thiét néu thiét bi hd tro Auto |[Khong can thiét néu thiét bi
MDI/MDI-X) MDI/MDI-X hd tro Auto MDI/MDI-X

Ung dung ph6 [Mang LAN, két nbi thiét bi mang thong |mang cuing loai khong thong
bién

Két ndi truc tiép hai thiét bi

qua hub hoac switch qua switch

8. Nhiém vu cud HUB, Router, Repeater, Modem, Switch trong Ethernet LAN

Thiét bi

Chirc nang

HUB

- La thiét bi mang co ban dé két ndi nhiéu thiét bi mang v4&1 nhau trong mot
mang LAN.
- Chuyén tiép dit liéu dén tat ca cac cong, khong phan biét dia chi dich, dan
dén viéc chia sé bing thong gitra tat ca cac thiét bi két ndi.

Router

- Két ndi nhiéu mang v&i nhau, chang han nhu mang LAN v6i mang WAN
(Internet).

- Dinh tuyén géi dir liéu dya trén dia chi IP, quyét dinh duong di t6t nhét cho
dir liéu trong mang.

- Cung cap chirc ning bao mat nhu tudng lira va dich vu NAT (Network
Address Translation).

Repeater

- Khuéch dai va tai tao tin hiéu mang dé mo rong khoang cach truyén dir liéu

ma khong lam giam chat luong tin hidu.




Thiét bj

Chirc nang

- Str dung trong cic mang 16n dé dam bao tin hiéu manh mé va dang tin cay
trén khoang cach xa.

Modem

- Chuyén doi tin hiéu sd tir may tinh thanh tin hiéu analog dé truyén qua céc
duong day dién thoai hodc cap dff)ng truc va nguoc lai.

- Két nbi mang gia dinh hodc van phong nhé véi nha cung cap dich vu
Internet (ISP).

Switch

- Két ndi nhiéu thiét bi mang trong mQt mang LAN va chuyén tiép dir liéu dua
trén dja chi MAC cua thiét bi dich.

- Cung cap bang thong riéng biét cho mbi cong, gitp cai thién hiéu sudt mang
so véi HUB.

- H6 trg cac tinh ning mang nang cao nhu VLAN (Virtual LAN) va QoS

(Quality of Service).
9. Cau tric dia chi mang Ipv4
Lop - . Dia Chi Pia chi mang két|_ S6 host mdi| Muc dich sir
. .| Pham vi dia chi | mang bat : . SO0 mang :
dia chi ‘ ’ Y thuc ‘ mang dung
dau
0.0.0.0 - Dung cho céc
A 127255255255 0.0.0.0 127.255.255.255 128 16,777,214 mang 16n
128.0.0.0 - Dung cho céc
B 191.255.255.255 128.0.0.0 191.255.255.255 | 16,384 65,534 mang vira
192.0.0.0 - Dung cho céc
C 993.255.255.255 192.0.0.0 | 223.255.255.255 |2,097,152 254 mang nho
224.0.0.0 - A , A , Dung cho
D 239255 955.955 224.0.0.0 239.255.255.255 |Khong c6| Khong co multicast
240.0.0.0 - N . A , | Dung cho muc
E 155955 955955 240.0.0.0 255.255.255.255 |Khong c6| Khong co dich nghién ciru

10. Lgi ich cua viéc Chia mang con

Loi ich:

+ T6i wu héa Sir dung Pia chi IP

- Quan ly hi¢u qua dia chi IP

- Giam lang phi dia chi IP

+ Cai thién Hiéu suit Mang

- Giam luu lugng broadcast.

- Quan 1y luu lugng hiéu qua hon

+ Téang cuwong Bao mat

- Kiém so4t truy cap tot hon




- Phan doan mang cho bao mat.
+ Don gian hoa Quan ly Mang

- Dé dang xac dinh va khéc phuc su cd

- Phan vung mang hop ly
+ Hb tro cho Mang Lém

- Mé& rong mang dé dang.

- Cai thién hi¢u qua cua cac thi€t bi mang
Vi du vé Logi ich Cu thé

- Doanh nghi¢p v6i nhiéu phong ban: Mot cong ty co thé chia mang cuia
minh thanh céc subnet riéng cho tung phong ban (vi du: ké toan, nhan sy, IT), gitp
quan ly truy cap va bao mat tot hon.

- Mang truong hoc: Truong hoc c6 thé tao cac subnet riéng cho cac toa nha
hodc cac tang khac nhau, gidm luu lugng broadcast va tang hi€u suat mang.

- Mang ludi ban 1¢é: Cac cua hang ban 1¢ co6 thé st dung subnetting dé tao ra
cdc mang riéng cho cac cira hang khac nhau, giap quin ly dé dang va bao mat tot
hon.

11. Cho dia chi :192.168.1.165: Chia ba mang con
Nhom Ban hang (60 may):

Muon 6 bit dé tao mang con: 192.168.1.0/26, 192.168.1.64/26, 192.168.1.128/26,
va 192.168.1.192/26.

Dia chi kha dung trong mang con:

192.168.1.1 - 192.168.1.62

Nhom Quan ly (25 may):

Muon 5 bit dé tao mang con: 192.168.1.64/27 va 192.168.1.96/27.
Dia chi kha dung trong mang con:

192.168.1.65 - 192.168.1.94

Nhom Giam sat (20 may):

Muon 5 bit dé tao mang con: 192.168.1.96/27.

bia chi kha dung trong mang con:

192.168.1.97 - 192.168.1.126

Duéi déy 1a bang tom tit:



Nhom Mang con Subnet Mask Broadcast bia chi kha dung
Ban hang 192.168.1.0/26 | 255.255.255.192 192.168.1.63 192.168.1.1 - 192.168.1.62
Quan ly 192.168.1.64/27 | 255.255.255.224 192.168.1.95 192.168.1.65 - 192.168.1.94
192.168.1.97 -
Giam sat 192.168.1.96/27 | 255.255.255.224 192.168.1.127 192.168.1.126

12.Cho vi du vé mang con )
Chung ta c¢6 16p mang 192.168.1.0/24 va mudn chia thanh cac nhom mang con

sau:
Nhom A (60 may):

Muon 6 bit dé tao mang con: 192.168.1.0/26, 192.168.1.64/26, 192.168.1.128/26,
va 192.168.1.192/26.

bia chi kha dung trong mang con:

192.168.1.1 - 192.168.1.62

Nhom B (25 may):

Muon 5 bit dé tao mang con: 192.168.1.64/27 va 192.168.1.96/27.
Dia chi kha dung trong mang con:

192.168.1.65 - 192.168.1.94

Nhom C (20 may):

Muon 5 bit dé tao mang con: 192.168.1.96/27.

Dia chi kha dung trong mang con:

192.168.1.97 - 192.168.1.126

13.Co ché phan giai tén mién
DNS giup dich tén mién thanh dia chi IP va nguoc lai. Vi du, www.example.com
dich thanh 208.77.188.166 (IPv4) hodc 2001:db8:1f70::999:de8:7648:6e8 (IPv6). HE
théng nay giap lién két voi cac trang thiét bi mang cho cac muc dich dinh vi va dia chi
hoéa cac thiét bi trén Internet.
14.Cac bién phap biao miat mang
Pit mat khau cho thiét bi ca nhén:



- Cai dat khoa man hinh cho laptop, smartphone, may tinh bang 1a diéu
quan trong. Diéu nay giip ngdn chan nguoi khéc tiép cin thong tin trén
thi€t bi cia chiing ta va lam kho khan cho hacker.

- Nén cai thoi gian khdéa man hinh cang ngan cang tot.

Chia sé thong tin c6 chon lgc:

- Tranh chia sé qua nhiéu thong tin ca nhan trén internet, nhat 1a mat khau,
sO thé tin dung, hinh anh, dia chi riéng, giay to qua email.

- Khong két n61 vao cac mang WiFi cong cong khi ddng nhap vao tai khoan
mang xa hoi hodc ngan hang tryc tuyén dé tranh ro ri thong tin.

Kich hoat tinh nang xac thuc 2 buwéc (2FA):

- Tinh nang ndy giri ma xac minh qua thiét bi di dong, email hodc s6 dién
thoai dé dam bao an toan cho tai khoan.
- Kich hoat tinh ndng nay trén cac dich vu ma ching ta st dung.

Thwong xuyén cip nhat h¢ thong:

- Cap nhat phan mém, hé thong dé bao vé khoi cac 16 hong bao mat mdi.
- Diéu nay giup thiét bi ti€p can vdi ban va 161 mai nhat.

Can trong khi dung dich vu lwu trit va dong bd dam may:
- St dung dich vu VPN dé dam bao thong tin cd nhan cua chung ta.

15.Co ché tan cong mang, c6 bao nhiéu cach tin cong mang, cach phong chdng
Co ché tin cOng mang, cac cach tin cOng mang pho bién

Cach Tén
Cong Mang Co Ché Phong Chéng
Gui email gia mao tur cac to chire| St dung b0 loc email, kiém tra ky dia
tin cdy dé lira nguoi nhan cung | chi email ngudi giri, khong nhap vao
Phishing | cip thong tin c4 nhan, mat khau. lién két dang ngo.

Cai dat ph?ln mém doc hai nhu
virus, worm, trojan trén thiét bi
ma khong cé su déng ycua |Cai dat va cap nhat phén mém diét virus,
ngudi dung dé danh cip dir liéu | khong tai xudng phan mém tir ngudn
Malware hoic gay hai cho hé théng. khong tin cay, sir dung tuong lura.




Cach Téan

Cong Mang Co Ché Phong Chong
Lam qua tai hé théng bé‘mg cach | Sir dung céc dich vu bao vé DDoS, ciu
gii mot luong 16n yéu cau, 1am | hinh tudng ltra dung cach, sir dung hé
DoS/DDoS hé thdng ngimg hoat dong. théng can bang tai.
Str dung ma hoa (SSL/TLS) cho giao
Man-in-the- | Chen giita giao tiép cua hai bén [tiép, xac thyc hai yéu t6 (2FA), tranh két
Middle |dé€ nghe 1én hodc thay do6i dir liéu| noi vao cac mang Wi-Fi cong cong
(MitM) truyén di. khong an toan.
Chén ma SQL vao cac bieu miu | St dung cic cau 1énh chuan bi sin
nhap liéu dé truy cap vao co sd | (prepared statements), kiém tra va 1am
SQL dir liéu va danh cap hoic thay |sach ddu vao, cdu hinh dung quyén truy
Injection d6i dir lidu. cap co s6 dit liéu.

Cross-Site
Scripting
(XSS)

Chén ma doc vao trang web dé
chay trén trinh duyét ciia nguoi

Kiém tra va lam sach dau vao, stir dung
ma hoa dau ra, cau hinh dang CSP

dung khéc. (Content Security Policy).

Brute Force
Attack

khau cho dén khi tim ra mat khau

Str dung mat khau manh, khéa tai khoan
sau mot sO lan thir khong thanh cong, str
dung x4c thyc hai yéu to.

Thir tit ca cac kha nang mat

ding.

Bién Phap Phong Chong Chung

Bién Phap

Mo Ta

Giao duc va Pao
tao

Dao tao nhan vién vé nhan dién cdc cudc tan cong pho bién nhu
phishing, ting cudng nhan thuc veé bado mat.

St dung Phan
Mém Béo Mat

Cai dat va cap nhat phén mém diét virus, st dung tuong Itra va hé th6ng
phat hién xam nhap (IDS).

Ma hoéa Dir Li€u

St dung ma hoa cho céc dir liéu nhay cam va trong qué trinh truyén tai,
ap dung céc giao thirc bao mat nhu SSL/TLS.

Quan 1y Quyén
Truy Cap

Thiét 1ap quyén truy cép hop 1y, chi cap quyén truy cip khi can thiét, sir
dung xéc thuc hai yéu t6 (2FA) cho céc tai khoan quan trong.

Cap nhat va Va
L Héng

Thudng xuyén cip nhat hé diéu hanh va phin mém dé va cac 16 hong
bdo mat, kiém tra va danh gia bao mat dinh ky.




Bién Phap

Mo Ta

Sao luu Dir liéu

Thuc hién sao Iuu dit liéu dinh ky va luu trir ¢ nhiéu vi tri khac nhau,
kiém tra kha ndng khoi phuc dir li¢u tir ban sao luu.

Thiét 1ap Chinh
Sach Bao Mat

Xay dung va thyuc hién cac chinh sdch bdo mat o rang, danh gia va diéu
chinh chinh sach bao mat dinh ky.

16. Mang riéng 4o la gi

Thudc tinh

Mo ta

Dinh nghia

Cong nghé tao ra mot két ndi mang an toan qua mot mang cong cong
nhu Internet.

- Ma hoa dir li€u trude khi guri qua Internet.

- Tao dudng ham bao mat gitra thiét bi ciia nguoi dung va may chi VPN.

Cach hoat q
dong - Thay doi dia chi IP ctia nguoi dung.

- Bao mit va quyén riéng tu.

- Truy cap ndi dung bi chan.

- An dia chi IP.

Loi ich - Két ndi an toan khi str dung Wi-Fi cong cong.
- Remote Access VPN (VPN truy cap tu xa).
Cac l(}gi YPN - Site-to-Site VPN (VPN két ndi mang noi bo giita cac dia diém khac
pho bién  nhau).

Cac giao thuc
VPN phd bién

- PPTP (Point-to-Point Tunneling Protocol).
- L2TP/IPsec (Layer 2 Tunneling Protocol with IPsec).
- OpenVPN. <br> - IKEv2/IPsec (Internet Key Exchange version 2).

Han ché

L Toc d6 két ndi co thé giam.
- Chi phi dich vu.

- D9 tin cdy phu thudc vao nha cung cép VPN.







Cau truc ngan hang cau héi trac nghiém

STT NOI DUNG sO cAu
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4 | M6 hinh mang OSI 10
5 | Mo hinh TCP/IP 25
6 | Cac loai moi trudng két ndi Ethernet 20

Phén biét diém khac biét giita cap thang va cap chéo, giai thich cach sir
7 | dung phu hop cho tirng loai 10
Nhiém vu cua HUB, Router, Repeater, Modem, Switch trong Ethernet
LAN 30
Céu trac dia chi mang Ipv4 15
10 | Loi ich cua viéc Chia mang con 10
11 | Cho dia chi :192.168.1.165: Chia ba mang con 10
12 | Cho vi du vé mang con 5
13 | Co ché phan giai tén mién 10
14 | Céc bién phép bao mat mang 10
Co ché tan cong mang, co bao nhiéu cach tin cong mang, cach phong
15 | chong 15
16 | Mang riéng 4o la gi 10
Téng 50 190




