Attention students:

In order to demonstrate successful completion of all components in

the project, please use screenshot(s) to show each completed action
step as specified on the instructions page.
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E Custom security attributes
(preview)
& Assigned roles
8 Administrative units
& Groups
i Applications
% Licenses
Ol Devices
Azure role assignments
© Authentication methods
Troubleshooting + Support
8 New support request
A Winifred - Microsoft Azure X  + v = X
& G @ portalazure.com/#view/Microsoft AAD_UsersAndTenants/UserPr i userld f70c-Ace2-b8b 7380a471c ey v O

P search resources, services, and docs (G+/)

Home > Users > Winifred

F X Winifred | Assigned roles - X

User
€ adassigments O refesh | A Gotfecdback
& Overview . X . .
Eligible assignments  Active Expired 1t
Audit logs -
£ search by role
D Ssign-in logs |
Role 14 Principal name Scope 14 Membership T, State Start time End time Action
2 Diagnose and solve problems
Message Center Rea... Winifred@cldudacity... Directory Group Active - Permanent Remove | Update

Manage

M Custom security attributes
(preview)

Be

. Assigned roles
& administrative units

& Groups

Applications
% Licenses
Cd Devices

Azure role assignments
©  Authentication methods
Troubleshooting + Support

A New support request

2. Proof of Global Administrator setting with duration, eligibility, expiration



A Edit role setting - Global Adminic X 4 ~ -

< c @ portal.azure.com/#view/Microsoft_Azure_PIMCommon/RoleSettingsEdit/policyld/d203b66b-f434-482a-93f8-a7af90a7012f/roleName/Global%20Administrator [£4

Microsoft Azure P search resources, services, and docs (G+/) el
UDACITY 1016 (CLAUDACITY10W

Home > Privileged |dentity Management | Azure AD roles » Udacity 1016 | Roles > Global Administrator | Role settings >

Edit role setting - Global Administrator - X

Privileged Identity Management | Azure AD roles

Activation  Assignment  Motification

Activation maximum duration (hours)

On activation, require O None
(®) Azure MFA

Require justification on activation
[ Require ticket information on activation

[ Require approval to activate

Next: Assignment

A Edit role setting - Global Adminic X+ v - X

&« (¢} @ portal.azure.com/#view/Microsoft_Azure_PIMCommon/RoleSettingsEdit/policyld/d203b66b-f434-4823-33f8-37af90a701 2f/roleName/Global%20Administrator (R1

P search resources, services, and docs (G+/)

Home > Privileged Identity Management | Azure AD roles > Udacity 1016 | Roles > Global Administrator | Role settings >

Edit role setting - Global Administrator - %

Privileged Identity Management | Azure AD roles

[
X+
u
o
¢

Activation Assignment  Motification
D Allow permanent eligible assignment

Expire eligible assignments after

| 1 Year s

[ Allow permanent active assignment

Expire active assignments after

| 6 Months ~

Require Azure Multi-Factor Authentication on active assignment

Require justification on active assignment

Prev: Activation Next: Notification



A Fole setting details - Global Adr X =+ v =

portal.azure.com/#view/Microsofi_Azure | ommon/RoleSettingsView/policyl A -482a-! -a7af90a roleName/Global ministrator 1=
<« c ] ! /#view, Mi ft_A; PIMC: /RoleSettingsView/policyld/d203b66b-f434-482a-938-a7afa0a7012f/roleN. /Global?%20Ad Q2

Home > Udacity 1016 | Settings >

Role setting details - Global Administrator - X
Privileged Identity Management | Azure AD roles
£ Edit
Activation
Setting State
Activation maximum duration (hours) 3 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate No
Approvers None
Assignment
Setting State
Allow permanent eligible assignment No
Expire eligible assignments after 1 year(s)
Allow permanent active assignment No
Expire active assignments after 6 month(s)
Require Azure Multi-Factor Authentication on active assignment Yes
Require justification on active assignment Yes
Send notifications when members are assigned as eligible to this role:
M Role setting details - Global Adr X =+ v - x
&« (¢} @ portal.azure.com/#view/Microsoft_Azure_PIMCommon/RoleSettingsView/policyld/d203b66b-f434-482a-93f8-a7af90a7012f/roleName/Global%20Administrator e 2w = 0O 6 H

Microsoft Azure P search resources, services, and docs (G+/)
UDACITY 1016 (CLAUDACITY 10

Home > Udacity 1016 | Settings >

Role setting details - Global Administrator %
Privileged Identity Management | Azure AD roles

& Edit

Require Azure Multi-Factor Authentication on active assignment Yes -
Require justification on active assignment Yes

Send notifications when members are assigned as eligible to this role:
Type Default recipients Additional recipients Critical emails only
Role assignment alert - None False
Notification to the assigned user (assignee) - None Falze
Request to apprave a role assignment renewal/extens... - None False

Send notifications when members are assigned as active to this role:

Type Default recipients Additional recipients Critical emails only
Role assignment alert - None Falze
Notification to the assigned user (assignee) - None False
Request to apprave a role assignment renewal/extens.. - None Falze

Send notifications when eligible members activate this role:

Type Default recipients Additional recipients Critical emails only
Role activation alert - None False
Notification to activated user (reguestor) - None False

Request to approve zn activation - None False



3. Proof of Conditional Access policy all users

M Multifactor authentication - Micr X @ Multi-factor authentication X o+ v - x
(¢} @ account.activedirectory.windowsazure.com/usermanagement/mfasettings.aspx?tenantld=bccdb0fb-238d-403f-b3de-40fc9c306964& culture=en-us&requestInitiatedContext=u.. 12 Y = O 6 H
multi-factor authentication
users service settings

app passwords

O Allow users to create app passwords to sign in to nan-browser apps

@ Do not allow users to create app passwords to sign in to non-browser apps

Skip multi-factor authentication for requests from federated users on my intranet

Skip multi-factor authentication for requests from following range of IP address subnets

143.52.0.0/24

verification options (earn mare)

Methods available to users:

O call to phone

O Text message to phone

Notification through mabile app

Verification code from mobile app or hardware token

remember multi-factor authentication on trusted devic

Allow users to remember multi-factor authe

Number of days users can trust devices fo

A Enable security defaults - Micros X @3 Multi-factor authentication x | + v - x

&« (¢} @ portal.azure.com/#view/Microsoft_AAD_|AM/TenantPropertiesBlade
P search resources, services, and docs (G+/)
UDACITY 1016 (CLAUDACITYI016
flome > Enable security defaults X
Properties
Azure Active Directory
security defaults are basic identity security mechanisms

E| X 'Rj Got feedback? recommended by Microsoft. When enabled, these recommendations

THame will be automatically enforced in your organization. Administrators
- = and users will be better pratected from common identity-related

[ udecity 1016 ke

Learn more &
Country or region

United States Enable security defaults

Location (v G

United States datacenters

Notification language

| English ~ ‘
Tenant ID
| beedb0fb-238d-403f-b3de-40fc9c306964 D ‘

Technical contact

[ amit@doudlabs.ai -]

Global privacy contact

| v]

Privacy statement URL

| v]

Access management for Azure resources

ODL_User 208305 {odl_user_208305@cl4udacity1016.onmicrosoft.com) can manage access to all Azure
subscriptions and management groups in this tenant. Learn more

T o )

Manage security defaults
hitps://aka.ms/securitydefaults




M AllUsers MFA - Microsoft Azure X @ Multi-factor authentication X | +

&« c @ portal.azure.com/#view/Microsoft_AAD_ConditionalAccess/PolicyBlade/policyld/300f3932-ada8-4427-8d96-b84a73163bee/appld ~/null/policyName~/null

' search resources, services, and docs (G+/)

Home > Conditional Access | Policies >

All Users MFA

Conditional Access policy
i Delete

Control access based on Conditional Access

policy to bring signals together, to make

decisions, and enforce organizational policies.

Learn more

Name *

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or external guests.
Learn more

What does this policy apply to?

All Users MFA

| Users and groups ~

Assignments

Include  Exclude

Users or workload identities (O

All users included and specific users excluded

O mone
© All users

O Select users and groups

Cloud apps ar actions (@

All cloud apps

Conditions @

0 conditions selected

A\ Don'tlock yourself out! This policy will
affect all of your users. We recommend
applying a policy to a small set of users
first to verify it behaves as expected.

Access controls

Grant @

1 control selected

Enable policy
(reservonty QETED  of
Save

hitps:f/aka.ms/CalsersGroups

A Al Users MFA - Microsoft Azure X @ Multi-factor authentication x| +

&« c @ portal.azure.com/?

Microsoft_AAD_ConditionalAccess/PolicyBlade/policyld/300f3932-ada8-4427-8d96-b84a73163beefappld ~/null/policyName~/null

Home > Conditicnal Accass | Policies »

All Users MFA

Conditional Access policy

Iil Delete

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *

Control access based on all or specific cloud
apps or actions, Learn more

select what this policy applies to

EEETS) User actions

All Users MFA

\_Authentication context (preview)

Assignments

Include  Exclude

Users or workload identities (@

All users included and specific users excluded

O mone
© All cloud apps
O Select apps

Cloud apps or actions @

All cloud apps

Conditions @

0 conditions selected

A\ Don'tlock yourself out! This policy
impacts the Azure portal. Before you
continue, ensure that yeu or somecne
else will be able to get back into the

Access controls

portal
Disregard this warning if you are
configuring persistent browser session

Grant @

1 control selected

Enable pelicy

report-only (I  off )
Save

https://aka.ms/CaCloudActionsAuths

policy that works correctly only if “All
cloud apps” are selected

UDACITY 1016 (CLAUDACITYION

er_208305@ck4ud

UDACITY 101

(CLAUDACITYS




A Grant - Microsoft Azure X @ Multi-factor authentication x| +

< c @ portal.azure.com/#view/Microsoft AAD_ConditionalAccess/PolicyBlade/policyld/300f3932-ada8-4427-8d96-b84a73163bee/appld~/null/policyName~/null =

Home > Conditional Access | Policies >

UDACITY 1016 (CLAUDACITY1OW

Grant X
All Users MFA
Conditional Access policy
Control access enforcement to block or
[ Delete grant access. Learn more
Name () Block access
[ i users mFa

@ Grant access
Assignments

Require multifactor ®

Users or workload identities @ authentication

All users included and specific users excluded [ Rrequire device to be marked @
as compliant

Cloud apps or actions @

[] require Hybrid Azure AD ®
All cloud apps joined device

Conditions @ [ Require approved clientzpp @

See list of approved client apps
0 conditions selected PP PR

[ Require app protection policy @

See list of policy protected client
Access controls pelere

apps
Tz (0 [ Require password change ©
1 control selected
Session (@ )
For multiple controls
0 controls selected
@ Require all the selected controls
O Require ane of the selected controls
Enable pelicy

(report-only (I  OFf

https://aka.ms/capolicygrant

4. Proof of Multi-factor authentication(14 days, Charlotte office info)

M Multifactor authentication - Micr X = @ Multi-factor authentication X  +

c

& accountactivedirectory.windowsazure.com/usermanagement/mfasettings.aspx?tenant|d=bccdb0fb-238d-403f-b3de-40fc9c3069648 culture =en-usirequestInitiatedContext=u... 1= s = 0O 6

multi-factor authentication

users  service settings

swords (esm mere)

app pas

O Allow users to create app passwords to sign in to non-browser apps

@ Do not allow users to create app passwords to sign in to non-browser apps
trusted ips deam more)

Skip multi-factor authentication for requests from federated users on my intranet

Skip multi-factor authentication for requests from following range of IP address subnets

143.52.0.0/24

verification options (eam more)

Methods available to users:

O call to phone

O Text message to phone
Notification through mabile app

Verification code from mobile app or hardware token

remember multi-factor authentication on trusted device

2rm more)

Allow users to remember multi-factor authen

tion on devices they trust (between one to 365 days)

Number of days users can trust devices for

MATE, Env thn anbimanl romas ~o

lfmtimann am bmimtnd dns







Network Security

1. Bastion overview

M Create a Bastion - Microsoft Azu. X +

&« (¢} & portal.azure.com/#create/Microsoft.BastionHost

P search resources, services, and docs (G+/)

Home > Bastions >

Create a Bastion X
@ Validation passed

Basics Tags Advanced Review + create

Summary

Basics

Name bastion-project
Subscription Udacity 1021
Resource group rg-core

Region East US

Virtual network VNet-core
Subnets AzureBastionSubnet
public IP address WNet-core-ip
Tier Standard
Instance count 2

Copy and paste Enabled
IP-based connection Disabled
Kerberos authentication (Preview) Disabled
Native client support Disabled

Download a template for automation

Previous

A bastion-project - Microsoft Azur X+ v = x

< C @ portalazure com/#@cldudacity1021 onmierosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2/ resourceGroups/rg-core/providers/MicrosoftNetwork... % 12 ¥ [0 @

Microsoft Azure P Search resources, services, and docs (G+/)
UDACITY 1021 (CLAUDACTTYI021... S

Home > Bastions >

Bastions « \{ bastion-project » =« - bt
Udacity 1021 {cl4udacity1021.0onmicrosoft.com) 4" Bastion
+ Creste @ Manageview v - < W O refesh
X4 i - A\ Essentials JSON View
‘Fi\tarinranyﬁe\dm >S5 EIEED
R Activity log Resource group (move) Virtual network/subnet
Mame rg-core VNet-core/AzureBastionSubnet
}( bastion-project wen B Access control (AM) Location Public DNS name
¢ ngs East US -
Subscription (move) Public IP address
Z? Diagnose and solve problems Udacity 1021 VNet-core-ip
Settings Subscription 1D Tier
9 2c660457-212e-48cd-9374-92dbad0ec2d2 Standard
X Sessions Provisioning state
Updating
& configuration
" ) Tags (edif)
I Properties Click here to add tags
B Locks
Sessions  Tutorials
Monitaring J—
il Metrics Sessionld StartTime (UTC) TargetSubscriptionld ~ ResourceType TargetHostName TargetResourceGi
i Logs Unable to get the sessions for the Bastion, please try again.
« »

& Diagnostics settings

B3 connection Troubleshoot
Automation

i Tasks (preview)

) Export template




A vm-wslbdevapp - Microsoft Azu X +

< Cc &

2. Proof of public IP addresses removed

portal.azure.com/#@cldudacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-32db8d0ec2d2/resourceGroups/rg-dev/providers/Microsoft. Compute...

Microsoft

Bl O Search resources, services, and docs (G+/)

Home > Virtual machines >

Virtual machines «
Udacity 1021 (cMudacity1021.onmicrosoft.com)

+ Creste v 2 Switch to classic

‘ Filter for any field...

Name *

B ymowst 6devapp
B3 yv-wsi6Deviveb
B3 yyvi-ws160pweb
B3 WS 18HRL-App
B3 yi-ws19HRL-Web

BB y-ws1sopapp

Page

EJ vm-wslédevapp # #

Virtual machine

G«

Overview

L]

Activity log
Access control (1AM)

Tags

T e P

Diagnose and solve problems
settings

& Networking

& Connect

B Windows Admin Center
(preview)

® Disks

B size

@ Microsoft Defender for Cloud
& Advisor recommendations
[ Extensions + applications

&% Continuous delivery

| Availability + scaling

& Configuration

Identity

& Connect v [> start

 Essentials
Resource group (move)
rg-dev

Status

Stopped (deallocated)
Location

East Us

Subscription (move)
Udacity 1021
Subscription ID
2cB6b487-2{2e-48cd-9374-92db8d0ec2d2

Tags (edit)
Click here to add tags

Prope

Monitering  Capabilities (&)

A Virtual machine
Computer name VM-WS18DevWeb

Health state -

Operating system Windows

Publisher

Offer WindowsServer

estat [ Stop B Capture

T Delete (O Refresh

Operating system

Windows

size

Standard 825 (2 vcpus, 4 GiB memory)
Public IP address

Virtual network/subnet
Vnet-Dev/default

DNS name

Recommendations Tutorials

& Networking
Public IP address -

Public IP address -
(IPv6)

Private IP address ~ 10.2.04

MicrosoftWindowsServer

Private IP address -
(1Pv)

UDACITY 1021 (CLAUDACITYIO:

Open in mabile B cuses

JSON View

A7 Give feedback



A VM-WS16DevWeb - Microsoft 24 X =

<« c

@ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b48&7-2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-dev/providers/Microsoft.Compute... [

Home > Virtual machines >

VM-WS16DevWeb =

Virtual machine

G«

O overview

Virtual machines «
Udacity 1021 (cMudacity1021.onmicrosoft.com)

+ create v &

Switch to classic & connect v [> start

‘ Filter for any field... A Essentials

Activity log
R
Name Resource group (move)
B s 6devapp ... Pa Access control (AM) rg-dev
& T Status
B yy-wsisDevweh Stopped (deallocated)
B yy-ws1s0pweb ... &7 Diagnose and solve problems Location
East US
B3 y-ws19HRL-App ces Settings i
Subscription (move]
B3 \ws19HRL-Web s & Networking Udaclty 1921
Subscription ID
B3 yi-ws190papp ses & Comnect "

2c66b487-2f2e-48cd-9374-92db8d0ec2d2
B Windows Admin Center

Tags (edit)
(preview) Click here to add tags
8 Disks
B size Properties  Monitoring  Capabilities (8)
©  Microsoft Defender for Cloud
n Virtual machine
@ Advisor recommendations

Computer name WVM-WS16DevWeb

[8] Extensions + applications Health state -

@& continuous delivery Operating system Windows

Restart D Stop E Capture ]il Delete O Refresh

Operating system

Windows

Size

Standlard B2s (2 vcpus, 4 GiB memary)
Public IP address

Virtual network/subnet
Vnet-Dev/default

DNS name

Recommendations  Tutorials

& Networking
Public IP address -

Public P address -
(1Pv)

Private IP address 10205

% Availability + scaling Publisher MicrosoftWindowsServer
Private IP address -
Offer windowsserver )
B Configuration
< | Page| 1 ~|oft | = Identity
https://portal.azure.com/#@cludacity1021. icrosoft.cc ns/2c66b487-2f2e-48¢d-9374 d| M-W516DeviWeb

A VM-WSI60pWeb - Microsoft Az X =+

<« c

@ portal.azure.com/#@cldudacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-operations/providers/Microsoft.C... [

Home > Virtual machines >

Virtual machines «
Udacity 1021 (cMudacity1021.onmicrosoft.com)

VM-WS160pWeb  # *

Virtual machine

EET—

O overview

-

-+ Create v 2 switch to dlassic

‘ Filter for any field... A Essentials

Activity log

+
Name Resource group (move)
BB imewst6devapp ... P’ Access control (AM) rg-operations
€ Tas Status
BB ym-wsi6Devveb 3 Stopped (deallocated)
e ... £? Diagnose and solve problems Location
n East US
E - e Settings
YM-WS1SHRL-App 9 Subscription (move)
B3 y\-ws1gHRL-Web s+ @ Networking Udacity 1021
Subscription ID
B w-ws190pApp & Connect 20661437 212e-48cd-9374-52dbBdDec2d2
[ N \tiw:gslzvv\:; Admin Center Tags (edi
P Click here to add tags
£ Disks
B size Properties  Monitoring  Capabilities (8)
©  Microsoft Defender for Cloud
n Virtual machine
@ Advisor recommendations

Computer name WVM-WS160pWeb

[8] Extensions + applications Health state -

@& Continuous delivery Operating system Windows

% Availability + scaling Publisher

Offer WindowsServer

Configuration

Page Identity

Y pramartios

& comnect v [> start C Restart [] stop & copture [H Delete (O Refresh

Recommendations

MicrosoftWindowsServer

Operating system

Windows

Size

Standard DS2 v2 (2 vcpus, 7 GIiE memory)

Public IP address

Virtual netwark/subnet
Vnet-operaticns/default

DNS name

Tutorials

& Networking
Public IP address -

Public IP address -
(IPv6)
Private IP address 10,005

Private IP address -
(1Pv)

UDACITY 1021 (CLAUDACITY10:

D Open in mobile E‘a CLI/PS

JSON View

A Give feedback

D Open in mobile E‘a CLI/PS

JSON View

A Give feedback



A VM-WST9HRL-App - Microsoft /. X =+

<« c

@ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-hrlegal/providers/Microsoft. Comp... [

Home > Virtual machines >

Virtual machines «
Udacity 1021 (cMudacity1021.onmicrosoft.com)

-

-+ Create v & Switch to classic

‘ Filter for any field...

Name T
B3 m-wst6devapp
B3 yi-ws16Deviveb
B8 \v-wsisopweb
3 yM-Ws19HRL-App
B3 y\-ws1gHRL-Web

B3 yi-ws130papp

Page

A VM-WSTOHRL-Web - Microsoft - X =+

<« c

VM-WS19HRL-App

Virtual machine

G«

B
L 4
2

Overview

Activity log

Access control (1AM)
Tags

Diagnose and solve problems

Settings

&

Networking
Connect

Windows Admin Center
(preview)

Disks

Size

Microsoft Defender for Cloud
Advisor recommendations
Extensions + applications
Continuous delivery
Availability + scaling
Configuration

Identity

Aranarkiac

=

& connect v [> start

A Essentials
Resouree group (move)
rg-hriegal

Status
Stopped (deallocated)

Location
East US

Subscription (move)

Udacity 1021

Subscription ID
2c66b487-2f2e-48cd-9374-92db8d0ec2d2

Tags (edit)
Click here to add tags

Properties  Monitoring  Capabilities (8)

n Virtual machine
Computer name WM-WS19HRL-Web

Health state -

Operating system  Windows

Publisher

Offer windowsserver

Restart D Stop E Capture ]il Delete O Refresh

Operating system

Windows

Size

Standlard B2s (2 vcpus, 4 GiB memary)
Public IP address

Virtual network/subnet
HRLegal/default

DNS name

Recommendations  Tutorials

& Networking
Public IP address -

Public P address -
(1Pv)

Private IP address 10,005

MicrosoftWindowsServer

Private IP address -
(1Pv)

& portal.azure.com/#@cldudacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-hrlegal/providers/Microsoft. Comp... [

Home > Virtual machines >

Virtual machines «
Udacity 1021 (cMudacity1021.onmicrosoft.com)

-

-+ Create v 2 switch to dlassic

‘ Filter for any field...

Name T
B3 m-wsi6devapp
B3 yi-ws16Deviveb
B \v-wsisopweb
B3 WS 19HRL-App
K3 y\-ws1aHRL-Web

B3 yi-ws190papp

Page

VM-WS19HRL-Web  #

Virtual machine

EET—

O overview

Activity log

Aa Access control (IAM)

¢ Tags

£? Diagnose and solve problems

Settings

& Networking

& Connect

B windows Admin Center
(preview)

£ Disks

B size

©  Microsoft Defender for Cloud

@ Advisor recommendations

[ Extensions + applications

& Continuous delivery

B Availability + scaling

Configuration

Identity

Aranarkiac

& comnect v [> start C Restart [] stop & copture [H Delete (O Refresh

A Essentials
Resource group (move)
rg-hrlegal
Status
Stopped (deallocated)

Location
East US

Subscription (move)

Udacity 1021

Subscription ID
2066b487-212e-48cd-9374-92dbBd0ec2d2

Tags (edit)
Click here to add tags

Properties ~ Monitoring  Capabilities (8)

n Virtual machine
Computer name WM-WS19HRL-Web

Health state -

Operating system  Windows

Publisher

Offer WindowsServer

Recommendations

MicrosoftWindowsServer

Operating system

Windows

Size

Standard 82s (2 vcpus, 4 GiE memory)
Public IP address

Virtual netwark/subnet
HRLegal/default

DNS name

Tutorials

& Networking
Public IP address -

Public IP address -

(IPv6)
Private IP address 10,004

Private IP address -
(1Pv)

=4

UDACITY 1021 (CLAUDACITY10:

=

D Open in mobile E‘a CLI/PS

JSON View

A Give feedback

D Open in mobile E‘a CLI/PS

JSON View

A Give feedback



A VM-WS190pApp - Micresoft Az X =+

<« c

@ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-32db8d0ec2d2/resourceGroups/rg-operations/providers/Microsoft.C...

Home > Virtual machines >
Virtual machines «
Udacity 1021 (cMudacity1021.onmicrosoft.com)

+ Create v ? Switch to classic

‘ Filter for any field...

Name T

B3 m-wst6devapp e
B3 yi-ws16Deviveb v
B8 \v-wsisopweb e
B3 y-ws19HRL-App e
B3 y\-ws1gHRL-Web
B3 ym-ws130papp e

Page

Data and Encryption

3 VM-WS190pApp = *

Virtual machine

«

O overview

Activity log

fa Access control (IAM)
¢ Tags

/? Diagnose and solve problems

Settings
& Networking
& Connect

B Windows Admin Center
(preview)

Disks
Size

Microsoft Defender for Cloud

$ o4 n

Advisor recommendations

=

Extensions + applications
& Continuous delivery

B Availability + scaling

B Configuration

» Identity

Aranarkiac

y

& comnect v [> start C Restart [] stop & capture [H Delete (O Refresh

A Essentials

Resource group (mave)
rg-operations

Status
Stopped (deallocated)

Location
East US

Subscription (move)
Udacity 1021

Subscription ID
2c66b487-2f2e-48cd-9374-92db8d0ec2d2

Tags (edit)
Click here to add tags

Properties  Monitoring  Capabilities (8)

n Virtual machine
Computer name VM-WS160pWeb

Health state -

Operating system  Windows

Publisher

Offer windowsserver

Recommendations

MicrosoftWindowsServer

e %w O

odl_user_208:

UDACITY 1021 (CLAUDAS

Operating system

Windows

Size

Standard DS2 v2 (2 vepus, 7 GIB memory)

Public IP address

Virtual network/subnet
Vnet-operaticns/default

DNS name

Tutorials

B Networking
Public IP address -

Public P address -
(1Pv)

Private IP address 10,004

Private IP address -
(1Pv)

1. Proof of Encryption types for VM ( devapp,DevWeb,0pWeb,HRL-App,OPApp, HRL-Web)

D Open in mobile E‘a CLI/PS

JSON View

A Give feedback



A vm-wsibdevapp-osdisk - Micro: X+ v =

« Cc @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/RG-DEV/providers/Microsoft.Co... & 12 ¢

2
Microsoft Azure P search resources, services, and docs (G+/) odl_user_208:
UDACITY 1021 (CLAUDY

Home > Virtual machines > vm-ws16devapp | Disks > vm-ws16devapp-osdisk

vm-wsl16devapp-osdisk | Encryption » - X
Disk
«  BEswe Xosad O refesh

2 Oveniew = Azure offers server-side encryption with platfarm-managed keys by default for managed disks. ou may optionally chocse ta

use a customer-managed key. Learn more
Activity log

Encryption type *

fa Access control (IAM)

| Encryption at-rest with a customer-managed key ~ |
¢ Tags

Disk encryption set * @
Settings [ ciskencryptiontheprojectizs ]

& Configuration

& Size + performance
Encryption

> Networking

E Disk Export

I properties

2 Locks

Monitoring

il Metrics

Automation

i3 Tasks (preview)

E Export template

Help
M VM-WS16DevWeb-osdisk - Micr X -+ v — X
&« 6] @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d?/resourceGroups/RG-DEV/providers/Microsoft.Co... & |12 H

P search resources, services, and docs (G+/)

Home > Virtual machines > YM-WS16DevWeb | Disks > VM-WS16DevWeb-osdisk

@ Successfully updated disk X
VM-WS16DevWeb-osdisk | Encryption oo Successfully updated disk "VM-WS16DevWeb-osdisk’.
Disk
8 Ovenview = Azure offers server-side encryption with platfarm-managed keys by default for managed disks. You may optionally choose to
use a customer-managed key. Learn more
Activity log

fa Access control (1AM) Encryption type

[ Encryption at-rest with a customer-managed key v]
@ Tags

Disk encryption set (D
Settings | diskencryptiontheproject123 ~ |

& Configuration

& Size + performance
Encryption

d> Networking

(3} Disk Export

il Properties

B Locks

Monitoring

A Metrics

Automation

Za Tasks (preview)

(3 Export template

Help



A VM-WS160pWeb-osdisk - Mice X =+ v =

« Cc & portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/RG-OPERATIONS fproviders/Mic.. & 12 ¢

2
Microsoft Azure P search resources, services, and docs (G+/) odl_user_208:
UDACITY 1021 (CLAUDACITY 1021

Home > Virtual machines > YM-WS5160pWeb | Disks > VM-WS5160pWeb-osdisk

@ Ssuccessfully updated disk X

VM-WS160pWeb-osdisk | Encryption  # Successfully updated disk "VM-WS160pWeb-osdisk'

Disk

Ea—

2 Oveniew = Azure offers server-side encryption with platfarm-managed keys by default for managed disks. ou may optionally chocse ta

use a customer-managed key. Learn more

X piscard () Refresh

Activity log
Encryption type
| Encryption at-rest with a customer-managed key ~ |

fa Access control (IAM)

¢ Tags
Disk encryption set ()

Settings | diskencryptiontheproject123 - |

& Configuration

& Size + performance
Encryption

> Networking

E Disk Export

I properties

2 Locks

Monitoring

il Metrics

Automation

i3 Tasks (preview)

E Export template

Help

A VMAWSTOHRL-App-osdisk - Mic X =+ v - X

&« [¢] @ portal.azure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-32db8d0ec2d?/resourceGroups/RG-HRLEGAL/providers/Micros.. [ 1=

Microsoft Azure P search resources, services, and docs (G+/)
UDACITY 1021 (CLAUDACITY 1021

Home > Virtual machines > VM-WS19HRL-App | Disks > VM-WS19HRL-App-osdisk

@ Successfully updated disk X
VM-WS19HRL-APP—OSdISk | Encrypﬂon *o Successfully updated disk "VM-WS19HRL-App-osdisk'.
Disk
8 Ovenview = Azure offers server-side encryption with platfarm-managed keys by default for managed disks. You may optionally choose to
use a customer-managed key. Learn more
Activity log

P Access control (1AM) Encryption type

[ Encryption at-rest with a customer-managed key v]
@ Tags

Disk encryption set (D
Settings | diskencryptiontheproject123 ~ |

& Configuration
& Size + performance
Encryption

d> Networking

T}

= Disk Export
il Properties

B Locks
Monitoring

A Metrics
Automation

Za Tasks (preview)

(3 Export template

Help



A VM-WS190pApp-osdisk - Micre. X = ~ -

« Cc & portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/RG-OPERATIONS fproviders/Mic.. & 12 ¢

2
Microsoft Azure P search resources, services, and docs (G+/) odl_user_208:
UDACITY 1021 (CLAUDACITY 1021

Home » Virtual machines > YM-WS5190pApp | Disks > VM-W5130pApp-osdisk

@ Ssuccessfully updated disk X

VM-WS190pApp-osdisk | Encryption  x - Successfully updated disk "VM-WS180pApp-osdisk

Disk

Ea—

2 Oveniew = Azure offers server-side encryption with platfarm-managed keys by default for managed disks. ou may optionally chocse ta

use a customer-managed key. Learn more

X piscard () Refresh

Activity log
Encryption type
| Encryption at-rest with a customer-managed key ~ |

fa Access control (IAM)

¢ Tags
Disk encryption set ()

Settings | diskencryptiontheproject123 - |

& Configuration

& Size + performance
Encryption

> Networking

E Disk Export

I properties

2 Locks

Monitoring

il Metrics

Automation

i3 Tasks (preview)

E Export template

Help

A VM-WS19HRL-Web-osdisk - Mic X -+ v - X

&« [¢] @ portal.azure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-32db8d0ec2d?/resourceGroups/RG-HRLEGAL/providers/Micros.. [ 1=

Microsoft Azure P search resources, services, and docs (G+/)
UDACITY 1021 (CLAUDACITY 1021

Home > Virtual machines > YM-WS19HRL-Web | Disks > VM-WS19HRL-Web-osdisk

@ Successfully updated disk X
VM-WS19HRL-Web-osdisk | Encryption oo Successfully updated disk "VM-WS19HRL-Web-osdisk'.
Disk
8 Ovenview = Azure offers server-side encryption with platfarm-managed keys by default for managed disks. You may optionally choose to
use a customer-managed key. Learn more
Activity log

fa Access control (1AM) Encryption type

[ Encryption at-rest with a customer-managed key v]
@ Tags

Disk encryption set (D
Settings | diskencryptiontheproject123 ~ |

& Configuration
& Size + performance
Encryption

d> Networking

T}

= Disk Export
il Properties

B Locks
Monitoring

A Metrics
Automation

Za Tasks (preview)

(3 Export template

Help



2. Firewalls and virtual networks page
a. Proof of no public access and TLS for SQL servers(prod, dev)

A sqldevdata-208323 - Microsoft X + vooo— X

Eowek O

< C @ portalazure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/3cb6b487-2f2e-48¢d-9374-92db8d0ec2d?/resourceGroups/rg-devdata/providers/Microsoft

Home > SOL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

(5] sql-devdata-208323 | Networking - X

SQL server

EETR—

Azure Active Directory -

A7 Feedback

B sQl databases Public access Private access Connectivity

® sl elastic pocls Public network access

@ DU quota Public Endpoints allow access to this resource through the internet using a public IP address. An application or resource that is granted access with the following network rules still requires proper
authorization to access this resource. Learn more@

il Properties

A Locks Public network access © Disable

Data management O Selected networks

(D Cnly approved private endpoint connections will be accepted by this resource. Any existing firewall rules or virtual network endpoints will be retained, but
disabled. Leamn moref

&

Backups

Deleted databases

Failover groups

1

Import/Export history

»
o

curity
Networking
Micrasoft Defender for Cloud

Transparent data encryption

$ @ @ @

Identity

. Auditing

Intelligent Perfarmance

Automatic tuning

A sqldevdsta-208323 - Microsoft X + voo— b

¢« C & portalazure.com/#@cldudacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d?/resourceGroups/rg-devdata/providers/Microsoft.. [% 12 ¢

Home > SOL databases » DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

(5] sql-devdata-208323 | Networking - x

SQL server

Fowa |«

Azure Active Directory -

A7 Feedback

SQL databases Public access Private access Connectivity

sQL elastic pools Private Access

@ DU quota Private endpoints allow access to this resource using a private IP address from a virtual network, effectively bringing the service into your virtual network. Learn more2
il Properties Private endpoint connections

B Locks —+ Create a private endpoint () Refresh " Approve X Reject [i] Remove

bata management £ Filter by name...

& Backups D Private endpoint Connection name Connection state  Description

W Deleted databases

L3

Failover groups

1

Import/Export history

»
b

curity
Netwaorking
Microsoft Defender for Cloud

Transparent data encryption

¥ @ @ @

Identity
fa Auditing
Intelligent Performance

Automatic tuning



A Crestea private endpoint - Micn. X =

< c @ portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2 FresourceG...

Home > SQL datat > DB-development-208323 (sql-devdata-208323/DB-d

Create a private endpoint

o=

UDACITY 1021 (CLAUDACITY1021

velopment-208323) » sql-devdata-208323 | Networking >

s
@ Basics ce DNS Review + c
Use private endpaints to privately connect to a service or resource, Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more
Project details
Subscription * © [ udacity 1021 ~ |
Resource group* @ ‘ rg-devdata ~ ‘
Create new
Instance details
Name * | privateendpoint-project \/l
Network Interface Name * ‘ privateendpoint-project-nic ~ ‘
Region * [Eastus ~ |
<previous | [ Next: Resource >
A Create a private endpoint - Micr. X =+ v - x

&« (¢} @ portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG...

P search resources, services, and docs (G+/)

Home > SQL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323 | Networking >
Create a private endpoint

Basics €9 Resource

Private Link offers aptions to create private endpoints for different Azure resources, like your private link service, a SQL server, or
an Azure storage accaunt. Select which resource you would like to connect ta using this private endpaint. Learn more

Subscription Udacity 1021 (2c66b4a7-2f2e-48¢d-9374-92dbad0eczd2)
Resource type Microsoft.Sgl/servers

Resource sql-devdata-208323

Target sub-resource * (@ sqlServer

<Previous | [ Next: Virtual Netwark >




M Crestza private endpoint - Mic. X 4 v = X
« Cc & portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG.. % 1© & = 0O 6 H
Home > SQL datat > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323 | Networking >

Create a private endpoint - X

~ Basics v/ Resource € Virtual Network

Networking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual network* (@ [[vnet-cev v

subnet* @ [ vnet-Dev/default (10.2.00/24) ~

Network palicy for private endpoints Disabled (edit)

Private IP configuration
@ Dynamically allocate IP address
() statically allocate 1P address

Application security group

Configure network security as a natural extension of an application’s structure, ASG allows you to group virtual machines and
define network security policies based on those groups. You can specify an application security graup as the source or
destination in an NSG security rule Learn more

+ Create

Applieation security group

[ &
[ <previous || Next:pns -~
M Create a private endpoint - Mice X v = X
&« C & portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F 2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG.. [ 12 & = 0O 6 :

P search resources, services, and docs (G+/)

Home > SQL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sgl-devdata-208323 | Networking >

Create a private endpoint - %

Basics ~/ Resource  / Virtual Network @) DNS

Private DNS integration

To connect privately with your private endpoint, you need 2 DNS record. We recommend that you integrate your private
endpoint with a private DNS zone. You can also utilize your own DNS servers or create DNS records using the host files on your
virtual machines. Learn more

Integrate with private DNS zone ® ves O o
Configuration name Subscription Resource group Private DNS zone
privatelink-database-win... ‘ Udacity 1021 v | | rg-dev ~ (new) privatelink.databas...

<previous | [ Next:Tags »




M Crestza private endpoint - Mic. X 4 ~ =

« Cc @ portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG... & 12

UDACITY 1021 (CLAUDACITY1021

Home > SQL datat > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323 | Networking >

Create a private endpoint - X
@ validation passed

“/Basics v/ Resource  ~ Virtual Network  ~/DNS  ~/Tags (@ Review + create

Basics

Subseription Udacity 1021

Resource group ro-devdata

Region EastUs

Name

Network Interface Name

Resource

Subseription ID
Link type

privateendpoint-project

privateendpoint-project-nic

2c66b487-2f2e-48cd-9374-92dbsd0ec2d2 (Udacity 1021)

Microsoft.5ql/servers

Resource group rg-devdata
Resource sgl-devdata-208323
Target sub-resource sqlserver

Virtual Network

Virtual network resource group rg-dev

Virtual network Vnet-Dev

Subnet

A privateendpoint-project - Micro: X

Vnet-Dev/default (10.2.0.0/24)

< Previous

4e

Download a template for automation

&« [¢] @ portal.azure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-32db8d0ec2d?2/resourcegroups/rg-devdata/providers/Microsoft.. [ |1

P search resources, services, and docs (G+/)

Home > Microsoft.PrivateEndpoint-20220925214743 | Overview >

A
[m]
&

(I, privateendpoint-project * - %

Private endpoint

[ —

<> Ovenview

Activity log

Access control (IAM)

@ Tags

/2 Diagnose and solve problems
Settings

@ Application security groups
@ DNs configuration

il Properties

B Locks

Meonitoring

@ Insights

E Alerts

A Metrics

Automation

Za Tasks (preview)

(3 Export template

Help

Tl pelete () Refresh
A Essentials

Resource group (move) : rg-devdata

Location : East US

Subscription (move) + Udacity 1021
Subscription ID 1 2c66b487-2f2e-48cd-9374-92dbad0ec2d2

Provisioning state : Succeeded

Tags (edit) : Click here to add tags

Virtual network/subnet :

Network interface
Private link resource
Target sub-resource
Connection status

Request/Response

Vnet-Dew/default

privateendpoint-project-nic

so|l-devdata-208323

: sglserver
: Approved

: Auto-approved

JSCN View



A sqi-devdata-208323 - Microsoft. X+ v =

&« C @ portalazure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-devdata/providers/Microsoft.. X 12 % = 0O ¢

Home > SQL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

(5] sql-devdata-208323 | Networking - X

SQL server

<

o 2w masu puuis

2 Feedback

&

© DU quota Public access  Private access Connectivity
il Properties

Public network access

8 Locks Public Endpoints allow access to this resource through the internet using 2 public IP address. An application or resource that is granted access with the following network rules still requires proper

authorization to access this resource. Learn more2
Data management

& Backups Public network access © Disable
W Deleted databases () selectad networks
@ Failover groups (D) Only approved private endpoint connections will be accepted by this resource. Any existing firewall rules or virtual network endpoints will be retained, but

= disabled. Learn more[?
22 Import/Export history

security

@ networking

©  Micrasoft Defender for Cloud

@ Transparent data encryption

% Identity

Auditing

Intelligent Performance
Automatic tuning

Ui Recommendations

Resclving host..
A sql-devdata-208323 - Microsoft X 4 ~ = x
&« [¢] @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d? /resourceGroups/rg-devdata/providers/Microsoft.. [ 122 ¥ = 0O 6 H

P search resources, services, and docs (G+/)

Home > SQL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

c] sql-devdata-208323 | Networking - %

SQL server

<

W SuL sasuL puuts

& Feedback

@ DU quota

Public access  Private access  Connectivity
Il properties
Private Access
£ Locks Private endpoints allow access ta this resource using a private IP address from a virtual network, effectively bringing the service inta your virtual network. Learn more=
Data management Private endpoint connections
& Backups - Create a private endpoint () Refresh ./ Approve X Reject il Remove

W Deleted datebases Private endpoint == (All)
w

Failover groups

B Frivate endpoint Connection name Connection state Description
52 Import/Export history

B e point-...  prit point-project-769c725...  Approved Auto-approved
Security
@ Networking

Q  Microsoft Defender for Cloud
@ Transparent data encryption
b Identity
B2 Auditing
Intelligent Performance
Automatic tuning

Ui Recommendations

Monitoring i



A sqi-devdata-208323 - Microsoft. X+ v =

&« C @ portalazure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 /resourceGroups/rg-devdata/providers/Microsoft.. & 12 s = 0O 6 H

Home > SQL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

(5] sql-devdata-208323 | Networking - X

SQL server

R

o 2w masu puuis

2 Feedback

&
© o quota Public sccess  Private access Conne
il Properties

Outbound networking
B Locks

Restrict network access to a specific set of resources by supplying their fully-qualified domain names. Learn more@

Data management icti i
9 Restrict outbound networking Restrictions disabled.

& Backups Configure outbound networking restrictions
W Deleted databases Connection Policy
. Configure how clients communicate with your SQL database server. Learn mare@
® Failover groups
22 Import/Export history Connection policy @ Default - Uses Redirect policy for all client cannections originating inside of Azure and Proxy for all client cannections ariginating outside Azure
Security O Proxy - All connections are proxied via the Azure SQL Database gateways
@ networking O Redirect - Clients establish connections directly to the node hosting the database
©Q  Microsoft Defender for Cloud Encryption in transit

This server supports encrypted connections using Transport Layer Connections (TLS). Any login attempts from clients using a TLS version less than the Minimum TLS Version shall be rejected. For

-] Transparent data encryption N .
information on TLS versicn and certificates, refer to connecting with TLS/SSL. Learn morel2

% Identity

Minimum TLS version TS 1.2 ~

Fa Auditing
Intelligent Performance

Automatic tuning

Ui Recommendations

Save card

Monitoring -
A sql-devdata-208323 - Microsoft X 4 ~ = x
&« [¢] @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d? /resourceGroups/rg-devdata/providers/Microsoft.. [ 122 ¥ = 0O 6 H

P search resources, services, and docs (G+/)

Home > SQL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

c] sql-devdata-208323 | Networking - %

SQL server

e —

W SuL sasuL puuts

& Feedback

&
© DU quota Public access  Private access  Conne
Il properties

Outbound networking
B Locks

Restrict network access to a specific set of resources by supplying their fully-qualified domain names. Learn mare@

Data management P i
9 Restrict outbound networking Restrictions disabled.

& Backups Configure outbound networking restrictions
W Deleted databases Connection Policy
Configure how clients communicate with your SQL database server. Learn mare[
® Failover groups
T3 Import/Export history Connection policy @ Default - Uses Redirect policy for all client connections originating inside of Azure and Proxy for all client connections originating outside Azure
Security () Proxy - All connections are proxied via the Azure SQL Database gateways
© Networking (O Redirect - Clients establish cannectians directly to the node hosting the database
O Microsoft Defender for Cloud Encryption in transit

This server supports encrypted connections using Transport Layer Connections (TLS). Any login attempts from clients using a TLS version less than the Minimum TLS Version shall be rejected. For

9 Transparent data encryption - ”
information on TLS version and certificates, refer to connecting with TLS/SSL. Learn more2

b Identity
Minimum TLS version TLS 1.2 ~
B2 Auditing
Intelligent Performance
Automatic tuning
Ui Recommendations
Save Discard

Monitoring i



B Selsctakey-Microsoft Azure X 4 9 _ %
« C @ portal.azure.com/#view/Microsoft_Azure_KeyVault/KeyPickerV2ViewModel/subscription|d/2c66b487-2f2e-48cd-9374-92db8d0ec2d2/showSubscriptionDropdown~/true/... & 2 v = 0O 6 H
Home » SQL datat > DB-development-208323 (sql-devdata-208323/DB-development-208323) » sql-devdata-208323 | Transparent data encryption >

Select a key %
Subscription * ‘ Udacity 1021 ~

Key store type (D (®) Keyvault

O Managed HSM

Key vault * [ theproject123 v
Create new key vault

Key [ keytheproject123 ~]
Create new key

Version © [ ffo7b2do7ectsst1ab1783fd2ca32a8d M
Create new version

A sql-devdsta-208323 - Microsoft X+ v = X

&« [¢] @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d? /resourceGroups/rg-devdata/providers/Microsoft.. [ 122 ¥ = 0O 6 H

P search resources, services, and docs (G+/)

Home > SQL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

c] sql-devdata-208323 | Transparent data encryption %

SQL server
Settings -
. Transparent data encryption encrypts your databases, backups, and logs at rest without any changes to your application. Ta enable
a4 Azure Active Directory encryption, go to each database, Lear more &2
B S0l databases Transparent data encryption (@

@ 5L elastic pools

)
© DU quota Key selection method

Il properties
Locks
8 Key*
Data management
& Backups Make this key the default TDE protector
W Deleted databases Auto-rotate key @ O
L 3

Failover groups

52 Import/Export history
A\ Cutting off access to the key may result in data [oss on this server. Learn about best practices here. Learn more ¢

Security

Q@ Networking @ 5L uses Get, Wrap Key, Unwrap Key permissions to access the selected key vault for TDE. These key vault permissions must be assigned to

the managed identity used for TDE (primary igned identity or the sy gned identity). If needed, we will try granting these
permissions on your behalf, Learn more

O Microsoft Defender for Cloud
@ Transparent data encryption
b Identity

P2 auditing

Intelligent Performance M



A Crestea private endpoint - Micn. X =

< c @ portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2 FresourceG... [

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323 | Networking >
Create a private endpoint

1

UDACITY 1021 (CLAUDACITY1021

s
@ Basics ce DNS Review + c
Use private endpaints to privately connect to a service or resource, Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more
Project details
Subscription * © [ udacity 1021 ~ |
Resource group* @ ‘ rg-prod ~ ‘
Create new
Instance details
Name * | privateendpoint-project \/l
Network Interface Name * ‘ privateendpoint-project-nic ~ ‘
Region * [Eastus ~ |
<previous | [ Next: Resource >
A Create a private endpoint - Micr. X =+ v - x

&« (¢} @ portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG...  [®

P search resources, services, and docs (G+/)

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323 | Networking >

Create a private endpoint

Basics €9 Resource

Private Link offers aptions to create private endpoints for different Azure resources, like your private link service, a SQL server, or
an Azure storage accaunt. Select which resource you would like to connect ta using this private endpaint. Learn more

Subscription Udacity 1021 (2c66b4a7-2f2e-48¢d-9374-92dbad0eczd2)

Resource type Microsoft.Sgl/servers

Resource sql-proddatz-208323

Target sub-resource * (@ sqlServer v

<Previous | [ Next: Virtual Netwark >




M Crestza private endpoint - Mic. X 4 ~ =

« Cc @ portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG... & 12

Microsoft Azure P Search resources, services, and docs (G+/) @
UDACITY 1021 (CLAUDACITY 1021

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323 | Networking >

Create a private endpoint - X

~/ Basics v/ Resource € Virtual Network DNS

Networking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual network* @ [ vNet-prod v
Subnet* @ ‘ VNet-prad/Operations (10.1.1.0/24) v |
Network palicy for private endpoints Disabled (edit)

Private IP configuration
@ Dynamically allocate IP address
() statically allocate 1P address

Application security group

Configure network security as a natural extension of an application’s structure, ASG allows you to group virtual machines and
define network security policies based on those groups. You can specify an application security graup as the source or
destination in an NSG security rule Learn more

+ Create

Applieation security group

[ &
[ <previous || Next:pns -~
M Create a private endpoint - Mice X v = X
&« C & portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F 2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG.. [ 12 & = 0O 6 :

P search resources, services, and docs (G+/)

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323 | Networking >

Create a private endpoint - %

Basics ~/ Resource  / Virtual Network @) DNS

Private DNS integration

To connect privately with your private endpoint, you need 2 DNS record. We recommend that you integrate your private
endpoint with a private DNS zone. You can also utilize your own DNS servers or create DNS records using the host files on your
virtual machines. Learn more

Integrate with private DNS zone ® ves O o
Configuration name Subscription Resource group Private DNS zone
privatelink-database-win... ‘ Udacity 1021 ~ | ‘ rg-prod ~ | (new) privatelink.databas...

<previous | [ Next:Tags= ]




M Crestza private endpoint - Mic. X 4 ~ =

« Cc @ portal.azure.com/#view/Microsoft_Azure_Network/CreatePrivateEndpointBlade/resourceld/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2FresourceG... & 12

Microsoft Azure P Search resources, services, and docs (G+/) @
UDACITY 1021 (CLAUDACITY 1021

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323 | Networking >

Create a private endpoint - X
@ validation passed

“/Basics v/ Resource  ~ Virtual Network  ~/DNS  ~/Tags (@ Review + create

Basics

Subseription Udacity 1021

Resource group rg-prod

Region EastUs

Name privateendpoint-preject
Network Interface Name privateendpoint-project-nic
Resource

Subseription ID 2c66b487-2f2e-48cd-9374-92dbsd0ec2d2 (Udacity 1021)
Link type Microsoft.5ql/servers
Resource group rg-data

Resource sgl-proddata-208323
Target sub-resource sglserver

Virtual Network

Virtual network resource group rg-prod
Virtual network VNet-prod
Subnet VNet-prad/Operations (10.1.1.0/24) A

Download a template for automation

Create < Previous

rivateendpoint2-project - Micre X v - X
P P Projt

&« [¢] @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 /resourcegroups/rg-prod/providers/MicrosoftNe.. & 12 ¥ = 0O 6

P search resources, services, and docs (G+/)

Home > Microsoft.PrivateEndpoint-20220925221418 | Overview >

(I, privateendpoint2-project # - %

Private endpoint

s Overview A Essentials JSON View
Activity log Resource group (move) : rg-prod Virtual network/subnet : Vhet-prod/Operations
. X oriv: 2-project-
Access control 1AM) Location : East US Network interface rivateendpaint?-project-nic
P Subscription (move) + Udacity 1021 Private link resource o|l-proddata-208323
Tags
Subscription ID 1 2c66b487-2f2e-48cd-9374-92dbad0ec2d2 Target sub-resource  : sqlServer
/2 Diagnose and solve problems R .
Provisioning state : Succeeded Connection status : Approved
Settings Request/Response : Auto-approved
@ Application security groups Tags (edit] : Click here to add tags
Pp! y group: 9 9

@ DNs configuration
il Properties

B Locks
Meonitoring

@ Insights

E Alerts

A Metrics
Automation

Za Tasks (preview)

(3 Export template

Help



A sqi-proddata-208323 - Microso’ X =+ ~ -

&« C @ portalazure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-data/providers/MicrosoftSql.. X 12 & = 0O ¢

Home » SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323

(5] sql-proddata-208323 | Networking X

SQL server

<

2 Feedback

B s5qL databases
Public access Private access Connectivity
@ 5L elastic pools -

& DTU quota Public network access
" Public Endpoints allow access to this resource through the internet using 2 public IP address. An application or resource that is granted access with the following network rules still requires proper
Il Properties authorization to access this resource. Learn more

B Locks

Public network access © Disable

Data management
O Selected networks

& Backups

_ (D Only approved private endpaint connections will be accepted by this resource. Any existing firewall rules or virtual network endpoints will be retained, but
W Deleted databases disabled. Learn morer

® railover groups
53 Import/Export history
security

@ networking

©  Microsoft Defender for Cloud

@ Transparent data encryption

% Identity

Auditing

Intelligent Performance

A sql-proddata-208323 - Microso” X+ v - X

&« (¢} & portal.azure.com/#@cldudacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92dbBd0ec2d?/resourceGroups/rg-data/providers/MicrosoftSal.. % 12 % = 0O 6 H

P search resources, services, and docs (G+/)

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323

c] sql-proddata-208323 | Networking %

SQL server

<

A Feedback
B SOL databases

Public access Private access Connectivity
@ sql elastic pools -
@& DIU quota Private Access
0 oropert Private endpoints allow access to this resource using a private IP address from a virtual network, effectively bringing the service inta your virtual network. Learn more =
il properties
8 Lock Private endpoint connections
ocks

- Create a private endpoint () Refresh ./ Approve X Reject il Remove

Data management
2 Filter by name. Private endpoint == (All)

& Backups
W Deleted databases [} rivateendpoint  Connection name Connection state  Description
® . §
? Failover groups [~ point2.  p point2-project-b73b3..  Appraved Auto-approved
53 Import/Export history

D pri dp pri dpoint-project-9cacasd...  Approved Auto-approved
Security
@ Networking

O Microsoft Defender for Cloud
@ Transparent data encryption
b Identity

F1 Auditing

Intelligent Performance

Automatic tuning



A sqi-proddata-208323 - Microso’ X =+ ~ -

&« C @ portalazure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 /resourceGroups/rg-data/providers/MicrosoftSgl.. & 12 s = 0O 6 H

Home » SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323

(5] sql-proddata-208323 | Networking X

SQL server

R

2 Feedback

B s5qL databases
Public access Private access Conne

@ 5L elastic pools

@ DU quota Outbound networking
"o " Restrict network access to a specific set of resources by supplying their fully-qualified domain names. Learn more@
il Properties

B Locks Restrict outbound networking Restrictions disabled.

Configure outbound networking restrictions

Data management . .
Connection Policy

& Backups Configure how clients communicate with your SQL database server. Learn mare@

W Deleted databases ) . .
Connection policy (®) Defautt - Uses Redirect policy for all client cannections originating inside of Azure and Proxy for all dlient cannections ariginating outside Azure
«

Failover groups
O Proxy - All connections are proxied via the Azure SQL Database gateways
53 Import/Export history

O Redirect - Clients establish connections directly to the node hosting the database

security
Encryption in transit

QO Networking This server supports encrypted connections using Transport Layer Connections (TLS). Any login attempts from clients using a TLS version less than the Minimum TLS Version shall be rejected. For

© Micrasoft Defender for Cloud information on TLS versicn and certificates, refer to connecting with TLS/SSL. Learn morel2

@ Transparent data encryption Minimum TLS version TS 12 ~

% Identity

Fa Auditing

Intelligent Performance

A sql-proddata-208323 - Microso” X+ v - X

&« [¢] @ portal.azure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-32db8d0ec2d?2/resourceGroups/rg-data/providers/Microsoft.5ql... [®

Microsoft Azure P search resources, services, and docs (G+/)
UDACITY 1021 (CLAUDACITY 1021

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323

@ Successfully updated server minimum TLS X
(5] sql-proddata-208323 | Networking version
SQL server Successfully updated minimum TLS version for server

sql-proddata-208323

EET—

& Feedback

B SOL databases
Public access Private access Conne

@ sql elastic pools

@ DU quota Outbound networking

A Restrict network access to a specific set of resources by supplying their fully-qualified domain names, Learn mare
1l properties

B Locks Restrict outbound networking Restrictions disabled.

Configure outbound networking restrictions

Data management i ,
Connection Policy

& Backups Configure how clients communicate with your SQL database server. Learn more®

W Deleted databases 3 i .
Connection palicy @ Default - Uses Redirect policy for all client connections originating inside of Azure and Proxy for all client connections originating outside Azure
®

Failover groups
() Proxy - All connections are proxied via the Azure SQL Database gateways
53 Import/Export history
(O Redirect - Clients establish cannectians directly to the node hosting the database
Security
Encryption in transit

© Networking This server supports encrypted connections using Transport Layer Connections (TLS). Any login attempts from clients using a TLS version less than the Minimum TLS Version shall be rejected. For

© Microsoft Defender for Cloud information on TLS version and certificates, refer to connecting with TLS/SSL. Learn more(3

@ Transparent data encryption Minimum TLS version TS 12 ~

b Identity
F1 Auditing
Intelligent Performance

Automatic tuning Save Discard



3. Proof of Azure Defender SQL server enabled(prod, dev)

A sqldevdata-208323 - Microsoft X + vooo— X

< C @ portalazure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/3cb6b487-2f2e-48¢d-9374-92db8d0ec2d2/resourceGroups/rg-devdata/providers/Microsoft... [%

Home > SOL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

@ Successfuly enabled Azure Defender for X
(o] sql-devdata-208323 | Microsoft Defender for Cloud - saL
QL server Successfuly enabled Azure Defender for SQL on server
‘sql-devdata-208323'

« @ visit Microsoft Defender for Cloud to manage security across your virtual netwerks, data, apps, and more [ ]

@ sql elastic pools

& DIV quota Recommendations Security alerts Findings Enablement Status: Enabled at the subscription-level Learn more
m About Micrasoft Defender for Cloud
il properties )

8 (1] 0 [1] -8 About Microsoft Defender for SQL
B Locks

Data management
& Backups

W Deleted databases Recommendations
®

Failover groups

— Defender for Cloud conti Iy monitors the i ion of your SQL Servers to identify potential security vulnerabilities and recommends actions to mitigate them,
32 Import/Export history
Description + Severity L
Security P v Y v
SQL servers should have an Azure Active Directory administrator provisioned High
@ Networking d v P 9 Hiig
Auditing on SQL server should be enabled @ Low
O Microsoft Defender for Cloud 0
. Private endpoint connections on Azure SQL Database should be enabled A Medium
@ Transparent data encryption
b identity Microsoft Defender for SQL should be enabled for unprotected Azure SQL servers @ High
Public network access on Azure SQL Database should be disabled A Medium
P2 auditing
=\ - .
Intelligent Performance ¥= View additional recommendations in Defender for Cloud >

Automatic tuning

4§ Recommendations

A sqlproddats-208323 - Micrese® X + voo=

¢« C @ portalazure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48¢d-9374-92db8d0ec2d?/resourceGroups/rg-data/providers/MicrosoftSql.. & 12 ¥

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323

@ Successfuly enabled Azure Defender for X
(o] sql-proddata-208323 | Microsoft Defender for Cloud - saL
SQL server Successfuly enabled Azure Defender for SQL on server

'sql-proddata-208323

< @ visit Microsoft Defender for Cloud to manage sacurity across your virtual networks, data, apps, and more r

@ 5Ol databases

@ sl elastic pools

Recommendations Security alerts Findings Enablement Status: Enabled at the subscription-level O Learn more
@ D1 quota About Microsoft Defender for Cloud
About Microsoft Defender for SQL
Il Properties 8 “ 0 o -- @
8 Locks

Data management

& Backups .
Recommendations

W Deleted databases
L3

Failover groups Defender for Cloud ¢ ly monitors the i ion of your SQL Servers to identify potential security vulnerabilities and recommends actions to mitigate them.
3 Import/Export histary Description 1y Severity T
Security SQL servers should have an Azure Active Directory administrator provisioned @ High
© Networking Vulnerability Assessment settings for QL server should contain an email address to receive scan reports ® Low
Q) Microsoft Defender for Cloud SQL servers should use customer-managed keys to encrypt data at rest @ Low
9 Transparent data encryption Auditing on SQL server should be enabled @ Low
b Identity Private endpoint connections on Azure SQL Database should be enabled A Medium
Auditing ?,E View additional recommendations in Defender for Cloud >

Intelligent Performance

Automatic tuning




4. Proof of Azure AD authentication for SQL enabled(prod, dev)

A sql-proddata-208223 - Microso™ X + ~ = *

¢« C & portalazure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-32db8d0ec2d2/resourceGroups/rg-data/providers/Microsoft Sql.. % 12

Microsoft re P Search resources, services, and docs (G+/)

UDACITY 1021 (CLAUD/

Home > SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323) > sql-proddata-208323

@ Enabled Azure Active Directory X
.2 sql-proddata-208323 | Azure Active Directory - authentication only
L SQL server Enabled Azure Active Directory authentication enly for
serverName: sql-proddata-208323
« ¥ Setadmin &% Remove admin (=] Save
- . " . Set the Azure AD admin X
/¥ Diagnose and solve problems Azure Active Directory admin o
Set the Azure Active Directory admin for serverName:
£ Quick start Azure Active Directory authentication allows you to centrally manage identity and access to your Azure SQL Database, Learn more & sql-proddata-208323

Settings Admin nzme: @ Seth@cl4udacity1021.onmicrosoftcom (Admin Object/App ID: 2acTch66-4352-4¢67-Bac1-4b7ddf7142h)

A Active Direct . . . .
= OSSPSR Azure Active Directory authentication only

SQL databx - - - ~
QL databases Only Azure Active Directory will be used to authenticate to the server. SQL authentication will be disabled, including SQL Server administrators and users. Learn more &

5QL elastic pools Support only Azure Active Directory authentication for this server

€

DTU quota

Properties
B Locks

Data management

& Backups

W Deleted databases

® railover groups

%2 Import/Export history
Security

@ Networking

Q' Microsoft Defender for Cloud

@ Transparent data encryption

A sqldevdsta-208323 - Microsoft X + voo— b
¢« C @ portalazure com/#@cldudacity1021 onmierosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d?/ resourceGroups/rg-devdata/providersMicrosoft. % 12 % = [0 gy }

(VISR §- VNl O Search resources, services, and docs (G+/)
UDACITY 1021 (CLAUD:

Home > SOL databases » DB-development-208323 (sql-devdata-208323/DB-development-208323) > sql-devdata-208323

@ Enabled Azure Active Directory X

.» sql-devdata-208323 | Azure Active Directory - authentication only

" SQL server Enabled Azure Active Directory authentication anly for
serverName: sql-devdata-208323

« ;\ Setadmin & Remove admin E| Save

B Overview = Azure Active Directory admin @ set the Azure AD admin *
Set the Azure Active Directory admin for serverName:

Activity log Azure Active Directory authentication allows you to centrally manage identity and access to your Azure SQL Database. Learn more & sql-devdata-208323

Ao, Access control (LAM) Admin name: & Seth@cl4udacity1021.onmicrosoftcom (Admin Object/App ID: 2acTcb&6-4352-4c67-8ac1-4b7ddff7142b)

€ Tags

Azure Active Directory authentication only
/2 Diagnose and salve prablems

Only Azure Active Directory will be used to authenticate to the server. SQL authentication will be disabled, including SQL Server administrators and users. Learn more &
& Quick start
support only Azure Active Directory authentication for this server

Settings
i Azure Active Directory
& 50l databases

® sal elastic pools

) DIV quota

Properties

B Locks

Data management
& Backups

W Deleted databases
® failover groups

52 Import/Export history







Cloud Protection

1. Proof of laaSAntimalware enabled ( devapp,DevWeb,0pApp,HRL-Web, HRL-App,0pWeb)

A vm-wsiGdevepp/laashntimalve X+ v = %

&« Cc & portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 /resourceGroups/rg-dev/providers/Microsoft.Co.. & 12 s = 0O 6 H

Home > microsoft.antimalware-windows-20220925224932 | Overview >

i vm-wsl6devapp/laaSAntimalware » - X

microsoft.compute/virtualmachinesfextensions

<

1l overview

O Refrash ]il Delete
# Essentials JSON View

Resource group (move) : rg-dev Resourceid : /subscriptions/2c66b487-2f2e-48¢d-0374-92dbad0ec2d2 /resourceGroups..,

Activity log
Subscription (move) + Udacity 1021 Type : Microsoft. Compute/virtualMachines/extensions

: 2c660b487-2f2e-48cd-0374-02dbad0ec2d2

fa Access control (IAM)
Subscription ID

settings
Tags (edit) : Click here to add tags
B Locks
I} Properties I} Instance view
Automation 1 P 1
Force update ta Name -
S Tasks (preview) P Ee] @
Publisher @ MicrosoftAzure.Security Type ©

3 Export template

Type ® laasAntimalware Type handler version ®
Help Type handler version & 13 Substatuses ®
B New Support Request Auto upgrade minor ver... & true Statuses @
Enable automatic upgra.. @ ---
Settings @ View value as JSON
Protected settings @
Provisioning state @ Succeeded
Suppress failures (@
A VM-WS16DevWeb/laaSAntimal. X =+ e - x
&« C @ portalazure.com/#@cludacity1021.cnmicrosoft.com/resource/subscriptions/2c66b487-22e-48cd-9374-32db8d0ec2d2/resourceGroups/rg-dev/providers/Microsoft.Co.. & 1@ ¥ =/ O 6 :

Home » microsoft.antimalware-windows-20220925225655 | Overview »

:' VM-WS16DevWeb/laaSAntimalware + - X

microsoft.compute/virtualmachines/extensions

<

O Refrash ]il Delete

il overview A~ Essentials JSON View
Activity log Resource group (move) : rg-dev Resource id : /subscriptions/2c66b487-212¢-4cd-0374-092dbad0ec2d2/resourceGroups...
Subscription (move) : Udacity 1021 Type : Microsoft. Compute/virtualMachines/extensions

fa Access control (IAM)

Subscription ID 1 2c66b487-2f2e-48cd-9374-92dbad0ec2d2

Settings
Tags (edit) : Click here to add tags
B Locks
Automation 11! properties 11! Instance view
[ N Force update ta Name -
2. Tasks (preview) P Ee @
Publisher & MicrosoftAzure.Security Type © -

(3 Export template

Type ©® laaSAntimalware Type handler version © -
Help Type handler versicn ® 13 Substatuses @ -
B New Support Request Auto upgrade minor ver... @ true Statuses @ -

Enable automatic upgra... @ -~
Settings @ View value as JSON
Protected settings @

Provisioning state @ Succeeded

Suppress failures (&



A VM-WS160pWeb/laaSAntimaln: X 4

&« C @ portalazure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 /resourceGroups/rg-operations/providers/Micros.. & 12 s = 0O 6 H

Home > microsoft.antimalware-windows-20220925225900 | Overview >

:|' VM-WS160pWeb/laaSAntimalware + - X

microsoft.compute/virtualmachines/extensions

«

O Refrash ]il Delete

/ Essentials JSON View

Overview
Resource group (move) : rg-operations Resourceid : /subscriptions/2c66b487-2f2e-48¢d-0374-92dbad0ec2d2 /resourceGroups..,

Subscription (move)

Activity log

+ Udacity 1021 Type : Microsoft. Compute/virtualMachines/extensions

fa Access control (IAM)

Subscription ID 1 2c66b487-2f2e-48cd-9374-02db8d0ec2d2

Settings
Tags (edit) + Click here to add tags
B Locks
Automation | Properties 11} Instance view

Fe date t - N;
S Tasks (preview) orce update tag 0 ame O
Publisher @ MicrosoftAzure.Security Type ©
3 Export template
Type ©® laaSAntimalware Type handler version ©
Help Type handler version & 13 Substatuses ®
B New Support Request Auto upgrade minor ver... & true Statuses @
Enable automatic upgra.. @ ---
Settings (0 View value as JSON
Protected settings @
Provisioning state @ Succeeded
Suppress failures (@
A VM-WSI10HRL-App/laaSAntimel. X =+ 4 -

< C @ portalazure.com/#@cl4udacity1021.cnmicrosoft.com/resource/subscriptions/3c66b487-2f2e-48¢d-9374-92db8d0ec2d?/resourceGroups/rg-hrlegal fproviders/Microsoft... [% 12 ¢

Home » microsoft.antimalware-windows-20220925230107 | Overview >

VM-WS19HRL-App/laaSAntimalware = - X

microsoft.compute/virtualmachines/extensions

«

1l overview

odl_user_208:

UDACITY 1021 (CLAUDA

O Refrash ]il Delste
#~ Essentials JSON View
Resource group (move) : rg-hrlegal Resource id : /subscriptions/2c66b487-22¢-48¢d-0374-92dbad0ec2d2 /resourceGroups...

Subscription (move)

Activity log

: Udacity 1021 Type : Microsoft. Compute/virtualMachines/extensions

fa Access control (IAM)
: 2c86b487-272e-48cd-9374-02db8dDec2d2

Subseription ID

Settings
Tags (edit) : Click here to add tags
B Locks
Automation Properties ! Instance view
o - F: date . N
2, Tasks (previen) orce update tag (0 ame (O
Publisher & MicrosoftAzure.Security Type ©
(3 Export template
Type @ laaSAntimalware Type handler version @
Help Type handler versicn ® 13 Substatuses @
B New Support Request Auto upgrade minor ver... @ true Statuses @
Enable automatic upgra... @ ---

Settings @
Protected settings
Provisioning state

Suppress failures (&

View value as JSON

Succeeded



A VM-WST19HRL-Web/laaSAntimz

< c @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-hrlegal/providers/Microsoft....

X

+

Home > microsoft.antimalware-windows-20220925230259 | Overview >

=4

I VM-WS19HRL-Web/laaSAntimalware X
L microsoft.compute/virtualmachines/extensions
! Ovenview . Essentials ISON View
Activity log Resource group (move) : rg-hrlegal Resource id : /subscriptions/2c66b4! dbad0: UICEGIOUDS. ..
Ao Access control (1AM) Subscription (move) + Udacity 1021 Type : Microsoft. Compute/virtualMachines/extensions
Subscription ID 1 2c66b487-2f2e-48cd-9374-02db8d0ec2d2
Settings
Tags (edit) : Click here to add tags

B Locks
Automation ! Properties 11} Instance view
2. Tasks (preview) Force update tag @ Name @ -

Publisher @ MicrosoftAzure.Security Type © -
3 Export template

Type ©® laaSAntimalware Type handler version © -
Help Type handler version & 13 Substatuses ® -
B New Support Request Auto upgrade minor ver... & true Statuses @ -

Enable automatic upgra.. @ ---

Settings (0 View value as JSON

Protected settings @

Provisioning state @ Succeeded

Suppress failures (@
A VM-WS190pApp/laaSantimaln: X 4 v - x
&« (¢} & portal.azure.com/#@cldudacity1021.onmicrosoft.com/resource/subscriptions/2c66b487 -2f2e-48cd-9374-92dbBd0ec2d?/resourceGroups/rg-operations/providers/Micros... [ 12 ¥ = O 6 H

P search resources, services, and docs (G+/)

Home > microsoft.antimalware-windows-20220925230549 | Overview >

i VM-WS190pApp/laaSAntimalware + %

microsoft.compute/virtualmachines/extensions

T —

m §
Ii overview

() Refresh [i] Delete
A Essentials JSON View

Resource group (move) : rg-operations Resource id : /subscriptions/2c66b487-2f2e-48¢d-0374-02dbed0ec?dp/resourceGroups. .

Activity log

Subscription (move)  : Udacity 1021 Type : Microsoft.ComputeyvirtualMachines/extensions

P Access control (1AM)

Subscription ID 1 2c66b487-2f2e-48cd-9374-92dbsd0ec2d2

settings

Tags (edit) : Click here to add tags
B Locks

n i I .
Automation Properties || Instance view

Tasks (preview)
F Export template
Help

8 New Support Request

Force update tag @
Publisher @

Type @

Type handler version @

Auto upgrade minor ver...
Enable automatic upgra.. @
Settings @

Protected settings (0
Provisioning state

Suppress failures @

Microsoft.Azure.Security
laaSAntimalware

13

true

View value as JSON

Succeeded

Name @
Type ©

Type handler version ®
Substatuses @

Statuses @



2. Recommendations

A Microsoft Defender for Cloud - |- X J Security alerts - Micrasoft Azure X |+ v

- X
<« C @ portal.azure.com/#view/Microsoft_Azure_Security/SecurityMenuBlade/~/5 e A O

R Search resources, services, and docs (G+/) A b > odl_user 208323@cldud... @
UDACITY 1021 (CLAUDACITYI021 S0

Home > Microsoft Defender for Cloud

¢— Microsoft Defender for Cloud | Recommendations x
Y™™ Showing subseription Usacity 1021
b () Refresh & Download CsV report ¢ Open query 7] Governance report (preview) &' Guides & Feedback

@ You may be viswing limited information. To get tenant-wide visibilit, click here =

o One subscription doesn't have the default policy assigned. To review the list of subscriptions, open the Security Policy page. X

Secure score recommendations Al recommendations

® Azure
Secure score (3 Active items Resource health Governance (preview)
e 43% Controls | Recommendations Overdue recommendations o0p @
3/u 0/o I Unhealthy @ | Healthy @) | Not applicable (18) Unassigned recommendations o0p ©

£ Search recommendations Recommendation status == None X Severity == None X Resource type == None X T Add filter ~ More (3 Shaw my items only: (@ ) Off

J

() Name Ty Maxscore 'y  Current score Ty Potential score increase T4 Status T Unhealthy resources Insights
> Enable encryption at rest 4 400 AOAN Completed 0 of 8 resources

> Remediate security configurations 4 0.00 +44% Unassigned 2 of 8 resources -

> Enable auditing and logging 1 0.00 + 1% Unassigned 5 of 5 resources —

> Remediate vulnerabilities Not scored Not scored Completed 0 of 6 resources

> Enable endpoint protection Not scored Mot scored Completed 0 of 6 resources

As listed in the screenshot above, there are three scored recommendation which should be resolved.

1- Enable encryption at rest: virtual machines and SQL databases must be encrypted in a secured
environment.

2- Remediate security configurations: log analytics agent should be installed on virtual machines,
machines should be configured securely, vulnerabilities in security configuration on your windows
machines should be remediated, and SQL servers should have vulnerability assessment configured.

3- Enable auditing and logging: auditing on SQL server should be enabled, and diagnostic logs in key
vault should be enabled.

Notes:

e |t's a good practice to sort the recommendations by potential score increase.
® For every recommendation it can basically give me some ideas of how | can resolve the issue.
e For some issues the security center gives me the opportunity to resolve it right through itself.



Monitoring

1. Proof of Azure SQL auditing with Log analytics (devdata,proddata)

A De-development-208323 sghce X + v - X

< c @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2/resourceGroups/rg-devdata/providers/Microsoft.Sql/.. & &

Home > SOL databases > DB-development-208323 (sql-devdata-208323/DB-development-208323)

@ Successfully saved database Au; X
SQL databases « DB-development-208323 (sql-devdata-208323/DB-development-z  settings
Udacity 1021 {ciudacity1021.onmicrosoft.com} SOL database Successfully saved Auditing settings for database: DB-
development-208323.
+ create (O Reservations -+ « save X d O viewauditlogs W Feedback View dashbeard in Log Analytics workspace summary
‘ Filter for any field.. Settings Success
Name 7+ @ Compute + storage Successfully saved Auditing settings.

D8-development-208323 (sql-devdata-.. ++= & Connection strings

m )
DB-operations-208323 (sql-proddata-2.. *+* [II" properties =

B Locks @ server-level Auditing: Disabled
Azure SQL Auditing

Data management
Azure SQL Auditing tracks database events and

® Replicas writes them to an audit log in your Azure
Storage account, Log Analytics workspace or

(&) Syncto other databases Event Hub. Learn more abeut Azurs SQL
Auditing o

Integrations
Enable Azure SOL Auditing ® [ o]

Stream analytics (preview)
ylics (preview) Audit log destination {choose at least one):

Microsoft Defender for Cloud

“  Add Azure Search D Storage
Security Log Analytics
2 Auditing Subscription *
Udacity 1021 ~
@ Ledger ‘ v ‘
Log Analytics *
B9 Data Discovery & Classification g i
[ sentinel-project(eastus) v
@ Dynamic Data Masking
[ event Hub
L
°

Page Transparent data encryption



A DB-operations-208323 (sgl-proc. X = =+ ~ -

&« Cc @ portal.azure.com/#@cl4udacity1021.onmicrosoft.com/resource/subscriptions/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 /resourceGroups/rg-data/providers/Microsoft.Sqlfserv.. & & % 0O 6

2
Microsoft Azure P search resources, services, and docs (G+/) odl_user_208:
UDACITY 1021 (CLAUD

Home » SQL databases > DB-operations-208323 (sql-proddata-208323/DB-operations-208323)

@ Successfully saved database Auditing X
SQL databases « [ DB-operations-208323 (sql-proddata-208323/DB-operations-208:  settings
Udacity 1021 {cl4udacity1021.onmicrosoft.com) == SOL database Successfully saved Auditing settings for database: D8-
operations-208323.
4 Creste ( Resenvations - p © Viewauditlogs @ Feedback View dashboard in Log Analytics workspace summary
‘ Filter for any field... Settings Success
Name 7+ @ Compute + storage Successfully saved Auditing settings.
De-development-208323 (sgl-devdata--. +-+ & Connection strings
m )
&l DB-operations-208323 (sql-proddata-2.. *** I properies -
B Locks @ server-level Auditing: Disabled

Azure SQL Auditing
Data management
Azure SQL Auditing tracks database events and

® Replicas writes them to an audit log in your Azure
Storage account, Log Analytics workspace or

(&) Syncto other databases Event Hub. Learn more abeut Azurs SQL
Auditing &

Integrations
Enable Azure SOL Auditing © a

Stream analytics (preview)
ylics (preview) Audit log destination {choose at least one):

Microsoft Defender for Cloud

“  Add Azure Search D Storage
Security Log Analytics
E Auditing Subscription *
Udacity 1021 ~
@ Ledger ‘ v ‘
Log Analytics *
B9 Data Discovery & Classification g i
[ sentinel-project(eastus) v
@ Dynamic Data Masking
[ event Hub
Qo
°

Page Transparent data encryption

2. Proof of Sentinel connectors (2+)

A Creste Log Anslytics workspace - X + v =

<« C & portalazure.com/#view/Microsoft_Operatior g Suite_Workspace/CreateWorkspaceBladeV2/_provisioningContext~/%7B"initialValues*%3A%7B"subscriptionid... [% 12

Microsoft Azure P Search resources, services, and docs (G+/) @
UDACITY 1021 (CLAUDACITY 102

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace - X
@ validation passed

Basics  Tags  Review + Create

() Log Analytics workspace
&7 by Microsoft

Basics

Subscription Udacity 1021

Resource group rg-care

Name sentinel-project

Region East US

Pricing

Pricing tier Pay-as-you-go (Per GB 2018)

The cost of your warkspace depends on the volume of data ingested and haw long it is retained. Regional pricing details
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is created.
Learn more about Log Analytics pricing models.

Tags

(nane)

Downlead a template for automation



A Add Microsoft Sentinel toawer: X +

< C

& portalazure.com/#view/Microsoft_Azure Security_Insights/OnboardingBlade/_provisioningContext~/%7B"initialValues*%3A%7B"subscription|ds"%3A%5B%50%2C resou... [

Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

+ Create 2 new workspace

() Refresh

@ Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

| Filter by name...

A Microsoft Sentinel - Microsoft 4= X +

< c

=
L]
No workspaces found

reate a new workspace

& portalazure.com/#view/Microsoft_Azure Security_Insights/MainMenuBlade/~/DataConnectors/subscriptionld/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 resourceGroup/... [ 12 ¥

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel

Fowa |«

Search (Preview)

Threat management

Incidents

@ Workbooks
€ Hunting
& notebooks

& Entity behavior

& Threat intelligence

&

MITRE ATT&CK (Preview)

Content management
B3 Content hub (Preview)
@ Repositories (Preview)

4 Community

Configuration
& Data connectors
& Analytics
& watchlist

15 Automation

P Cottinar

Microsoft Sentinel | Data connectors

Selected workspace: 'sentinel-project

O Refrash Rj Guicles & Feedback

Connectors

o 4 More content at
=0 ﬂl Content hub
Connected

[P search by name or provider

‘ Providers : All Data Types : All Status : All

Status

Connector name T
Aruba ClearPass (Preview)

Aruba Networks

Atlassian Confluence Audit (Preview)
Atlassian

Atlassian Jira Audit (Preview)
Atlassian

Azure Active Directory
Microsoft

Azure Active Directory Identity Protection
Microsoft

Azure Activity
Microsoft

Azure DDoS Protection
Microsoft

UDACITY 1021 (CLAUDA

==+ Adding Microsoft Sentinel

Adding Microsoft Sentinel to workspace 'sentinel-
project’

B Azure Active Directory Identity Protection

Disconnected 3% Microsoft ® -
tatus Provider Last Log Received

Description

Azure Active Directory Identity Protection provides a
consaclidated view at risk users, risk events and vulnerabilities,
with the ability to remediate risk immediately, and set
policies to aute-remediate future events. The service is built
on Microsoft's experience protecting consumer identities and
gains tremendous accuracy from the signal from over 13
billion logins 2 day. Integrate Microsoft Azure Active
Directory Identity Protection alerts with Microsoft Sentinel to
view dashboards, create custom alerts, and improve
investigation.

Get Azure Active Directory Premium P1/P2 >

Last data received

Related content

‘Open connector page




A Azure Active Directory Identity P X + M

A
m]
@

¢« C @ portalazure.com/#view/Microsoft_Azure_Security Insights/DataConnectorBlade/dataConnectorld/AzureActiveDirectoryldentityProtection/initialConnectorTab~0/subsari..  [% 12 ¢

(VIR §- VN Nl O Search resources, services, and docs (G+/)
UDACITY 1021 (CLAUDACH

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace » Microsoft Sentinel | Data connectors »

Azure Active Directory Identity Protection - X
<
13 Azure Active Directory Identity Protection Instructions  Next steps
Connected 3 Microsoft @ - =
Status Provider Lsst Log Received E Prerequisites
Description To integrate with Azure Active Directory Identity Protection make sure you have:
Azure Active Directory Identity Protection provides a consolidated view
at risk users, risk events and vulnerabilities, with the ability to remediate v Workspace: read and write permissions.
risk immediately, and set policies to auto-remediate future events. The
service is built on Microsoft's experience protecting consumer identities
P P 9 ' Tenant Permissions: 'Global Administratar’ or ‘Security Administrator’ on the workspace's tenant.

and gains tremendous aceuracy from the signal from over 13 billian
logins a day. Integrate Microsoft Azure Active Directery Identity
Protection zlerts with Microsoft Sentinel to view dashboards, create
custom alerts, and improve investigation.

v License: Azure AD Premium P2

Get Azure Active Directory Premium P1/P2 >

Last data received .
X Configuration

Related content Azure Active Directory Identity Protection alerts to Microsoft Sentinel

o & 2 403

Connect Azure Active Directory Identity Protection te Microsoft Sentinel.

Werkbooks  Queries Analytics rules templates The alerts are sent to this Microsoft Sentinel workspace.
Data received Go to log analytics Azure Active Directory Identity Protection

100

a0

&

P o -
A Azure Active Directory Identity P X =+ 7 - *
& C @ portalazure.com/#view/Microsoft_Azure Security Insights/DataConnectorBlade/dataConnectorld,/AzureActiveDirectoryldentityProtection/initialConnectorTab~/0/subscri... [ 1 % =F O 6 @

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace » Microsoft Sentinel | Data connectors »

@ Microsoft incident creation rule X
Azure Active Directory Identity Protection - Microsaft incident creation rule added succesfully
<
3 Azure Active Directory Identity Protection Instructions  Next steps
. v issions: ' i “or i s : -
Connected 5 Microsoft ®- Tenant Permissions: 'Global Administrater or ‘Security Administrator’ on the workspace's tenant.
Status Provider Last Log Received

v License: Azure AD Premium P2

Description

Azure Active Directory Identity Protection provides a consolidated view
at risk users, risk events and vulnerabilities, with the ability to remediate
risk immediately, and set policies to auto-remediate future events. The
service is built on Microsoft's experience protecting consumer identities x Configuration
and gains tremendous accuracy from the signal from over 13 billien

logins a day. Integrate Microsoft Azure Active Directery Identity
Protection zlerts with Microsoft Sentinel to view dashboards, create
custom alerts, and improve investigation.

Azure Active Directory Identity Protection alerts to Microsoft Sentinel

Connect Azure Active Directory Identity Protection to Microsoft Sentinel.

Get Azure Active Directory Premium P1/P2 » The alerts are sent to this Microsoft Sentinel workspace.

Last data received Azure Active Directory Identity Protection

Related content
o &3 2 403

workbooks  Queries Analytics rules templates.

Create incidents - Recommended!

Kb

Data received Go to log analytics

100 Create incidents automatically from all alerts generated in this connected service. Enabled



A Microsoft Sentinel - Microsoft A= X

< c

R Security alerts - Microsoft Azure X |+

A Search resources, services, and docs (G+/)

Home > Microsoft Sentinel > Microsoft Sentinel

Microsoft Sentinel
Udacity 1021 (cludacity1021.onmicrosoft.com)

+ Create 5 Manage view ~

«

[ Fitter for any field..

Selected workspace: 'sentinel-project

EETE—

Threat

Name T

@ sentinel-project

Page

Incidents

e
=
@ workbooks

Hunting

Notebooks

* Entity beha
& Threat intelligence

¥ MITRE ATT&CK (Preview)
Content management

B Content hub (Preview)
& Repositories (Preview)

& Community

Configuration
B8 Data connectors
& Analytics

B watchlist

45 Automation

£ Settings

Microsoft Sentinel | Data connectors

() Refresh &7 Guides & Feedback
124 -1 o More content at
i Content hub
Connectors Connected
[£ awwreactive x| providers: Al
Status Connector name 1

Azure Active Directory
Microsoft

Azure Active Directory Identity Protection
Microsoft

Data Types : Al

& portal.azure.com/#view/Microsoft_Azure_Security_Insights/MainMenuBlade/~/DataConnectors/id/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0ec2d2%2Fres.. 2 12 & =7 0O 6

2 Azure Active Directory

Disconnect... 3 Microsoft 3¢ --
Status Provider Last Log Rec...
Description

Gain insights into Azure Active Directory by
connecting Audit and Sign-in logs to
Microsoft Sentinel to gather insights around
Azure Active Directory scenarios. You can
learn about app usage, conditional access
policies, legacy auth relate details using our
Sign-in logs. You can get information on your
Self service Password Reset (SSPR) usage,
Azure Active Directory Management activities
like user, group, role, app management using
our Audit logs table.

Last data received @

Related content

o

‘Open connector p:

&2 A&



A Azure Active Directory - Microse X i Security alerts - Microsoft Azwre X |

« C @ portalazure.com/#view/Microsoft_Azure_Security_Insights/DataConnectorBlade/dataConnectorld/AzureActiveDirectory/initialConnectorTab~/0/subscriptionld/2c66b487-.. & 12 ¥ = 0O 6 H

Home > Microsoft Sentinel > Microsoft Sentinel | Data connectors >

Azure Active Directory X
«
B Azure Active Directory Instructions  Next steps
Mot connected 3 Microsoft @ - 2
Status Provider Lsst Lag Received E Prerequisites
Description To integrate with Azure Active Directory make sure you have:
Gain insights into Azure Active Directory by connecting Audit and Sign-
in logs to Microscft Sentinel to gather insights around Azure Active ~ Workspace: read and write permissions.

Directory scenarios. You can learn about app usage, conditional access
policies, legacy auth relate details using our Sign-in logs. You can get
information on your Self Service Password Reset (SSPR) usage, Azure
Active Directory Management activities like user, group, role, app
management using our Audit logs table.

~  Diagnostic Settings: read and write permissions to AAD diagnostic settings.

v Tenant Permissions: ‘Global Administrator’ or 'Security Administrator' on the workspace's tenant.

Last data received ©

Related content X Configuration
s &2 & 99
workbooks  Queries Analytics rules templates Connect Azure Active Directory logs to Microsoft Sentinel

Select Azure Active Directory log types:

Data received Go te log analytics Sign-In Logs

@ In order to export Sign-in data, your arganization needs Azure AD P1 ar P2 license. If you don't have a P1 or P2, start a free trial.

@ [ Audit Logs

= [ Non-Interactive User Sign-In Log (Preview)

5 —

A Azure Active Directory - Micrase. X +

¢« C @ portalazure.com/#view/Microsoft_Azure Security_Insights/DataConnectorBlade/dataConnectorld/AzureActiveDirectory/initialConnectorTab~/0/subscriptionid/2c66b487-2i2e-.. [& 12 % O @ i

8
Microsoft Azure A Search resources, services, and docs (G+/) o 8323@,
UDACITY 1021 (CLAUDAC

Home > Microsoft Sentinel > Microsoft Sentinel | Data connectors >

Azure Active Directory - X
<
B Azure Active Directory Instructions ~ Next steps
Connected 3 Microsoft (@ 13 minutes ago =
Status Provider Lsst Log Received E Prerequisites
Description To integrate with Azure Active Directory make sure you have:

Gain insights inta Azure Active Directory by connecting Audit znd Sign-
in logs to Microsoft Sentinel to gather insights around Azure Active
Directory scenarios. You can learn about app usage, conditional access
policies, legacy auth relate details using our Sign-in logs. You can get
information en your Self Service Password Reset (SSPR) usage, Azure
Active Directory Management activities like user, group, role, app
management using our Audit logs table.

~ Workspace: read and write permissions.
+  Diagnostic Settings: read and write permissions to AAD diagnostic settings.

' Tenant Permissions: ‘Global Administrator’ or 'Security Administrator' on the workspace's tenant.

Last data received ®
09/26/22, 01:31 AM

Related content X Configuration
s &4 2 & 99
Workbooks  Queries Analytics rules templates Connect Azure Active Directory logs to Microsoft Sentinel

Select Azure Active Directory log types:

Data received Go to log analytics Sign-In Logs
s Il AADNonint.
" M AADService.
) W AOMancg.. @ 1n order to export Sign-in data, your organization needs Azure AD P1 or P2 license. If you don't have a P1 o P2, start a free trial.
2 Audit Logs

/ - MNon-Interactive User Sign-In Log (Preview)



Compliance

1. Proof of NIST SP 800-53 rev4 policy added

A Settings - Microsoft Azure x M Security - Microsoft Azure x| + ~ = b3

¢« C & portalazure.com/#view/Microsoft_Azure_Security/PolicyMenuBlade/~/policy/subscription|d/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 e v O

Home » Microsoft Defender for Cloud | Regulatory compliance > Environment settings > Settings

o Settings | Security policy - X
<" Udacity 1021

<

Security policy on: Udacity 1021
Settings
initiatives enabled on this subscription
Defender plans

4 Auto provisioning ~ @ Default initiative

& email notifications

@ Integrations No existing Palicy assignments

Assign policy
Continuous export

Policy settings ~ @ Industry & regulatory standards
& Security policy

5 workflow autemation

[CN¢ I ! o
©  Governance rules (preview) Compliance initiatives shown in the Regulatory compliance dashboard.

Azure Security Track Azure Security Out of the box

Benchmark Benchmark controls in the @
Compliance Dashboard, based
on a recommended set of
palicies and assessments.

PCIDSS 3.21 Track PCI-DSS v3.2.1:2018 Out of the box
controls in the Compliance @
Dashboard, based on a
recommended set of policies
and assessments.

1S0 27001 Track ISO 27001:2013 controls Qut of the box

in the Compliance Dashboard, Deprecated | @

based on a recommended set -



A Settings - Microsoft Azure X

« Cc @ portal.azure.com/#view/Microsoft_Azure_Security/PolicyMenuBlade/~/policy/subscription|d/2c66b487-2f2e-48¢d-9374-92db8d0ec2d2 2 %

Home » Microsoft Defender for Cloud | Regulatory compliance > Environment settings > Settings

A Security - Microsoft Azure x| + = -

re: Settings | Security policy - X
“" Udacity 1021

on a recommended set of

« policies and assessments.

Settings PCIDSS 3.2 Track PCI-DSS v3.2.1:2018 Out of the box
controls in the Compliance @
11 Defender plans Dashboard, based on a
recommended set of policies
< Auto provisioning and assessments.
& email notifications 1S0 27001 Track ISO 27001:2013 controls Out of the box
. in the Compliance Dashboard, Deprecated | @
@ integrations based on a recommended set
of policies and assessments
5 workflow autemation P
SOCTSP Track SOC TSP controls in the Out of the box o}

Continuous export Compliance Dashboard, based

on a recommended set of
policies and assessments.

Policy settings

Security policy Track Azure CIS 1.3.0 controls
in the Compliance Dashboard,
based on a recommended set

of policies and assessments.

Azure CIS 1.3.0 Manually

zdded

(O Governance rules (preview)

Your custom initiatives

Custom initiatives generate custom recommendations in the Recommendations page.

Add a custom initiative

A Add regulstory compliance stan- X i Security - Microsoft Azure x| + v - X

&« C @ portal.azure.com/#view/Microsoft_Azure_Security/AddPolicyPackagesBlade/isFree~/false/scopeld/2c66b487-2f2e-48cd-9374-92db8d0ec2d2 /scopeType~/0/policyPackag.. & =2 % = 0O 6 i

Home > Microsoft Defender for Cloud | Regulatory compliance > Environment settings > Settings | Security policy >

UDACITY 1021 (CLAUDACITY1021

Add regulatory compliance standards

Click Add on the standards that you want to add to the regulatory compliance dashboard and then assign it ta the subscriptian. After completing the assignment, the custam policies will be available in the Regulatory compliance

dashboard.

|}J Search to filter items...

Name

NIST SP 800-53 R4

NIST SP 800 171 R2

UKO and UK NHS

Canada Federal PBMM
Azure CIS 1.1.0

HIPAA HITRUST

SWIFT CSP CSCF v2020

I1SO 27001:2013

New Zealand ISM Restricted
CMMC Level 3

NIST SP 800-53 RS
FedRAMP H

FedRAMP M

RMIT Malaysia

Australian Government ISM PROTECTED

New Zealand ISM Restricted v3.5

N

Description k)
Track NIST 5P 800-53 R4 cantrols in the Compliance Dashboard, based on a recommended set of policies and assessments.
Track NIST SP 800 171 R2 contrals in the Compliance Dashboard, based on a recommended set of policies and assessments.

Track UK OFFICIAL and UK NHS controls in the Compliance Dashboard, based on a recommended set of policies and assessm,

Track Canada Federal PEMM controls in the Compliance Dashboard, based on a recommended set of policies and assessmen...

Track Azure CIS 1.1.0 contrals in the Compliance Dashboard, based on a recommended set of palicies and assessments.

Track HIPAA/HITRUST controls in the Compliance Dashboard, based on a recommended set of policies and assessments.

Track SWIFT CSP CSCF w2020 controls in the Compliance Dashboard, based on a recommended set of policies and assessmen..,

Track ISO 27001:2013 controls in the Compliance Dashboard, based on a recommended set of policies and assessments.

Track New Zealand ISM Restricted controls in the Compliance Dashboard, based on a recommended set of palicies and asses...

Track CMMC Level 3 controls in the Compliance Dashboard, based on a recommended set of policies and assessments,

Track NIST SP 800-53 R5 cantrols in the Compliance Dashboard, based on a recommended set of policies and assessments.
Track FedRAMP H controls in the Compliance Dashboard, based on a recommended set of policies and assessments,

Track FedRAMP H controls in the Compliance Dashboard, based on a recommended set of policies and assessments,

Track RMIT Malaysia controls in the Compliance Dashbaard, based on 2 recommended set of policies and assessments.

Track Australian Government ISM PROTECTED contrels in the Compliance Dashboard, based on a recommended set of pelici...

Track New Zealand 1SM Restricted v3.5 controls in the Compliance Dashboard, based on a recommended set of policies and ...

nad



A NISTSP 800-53Rev. 4 - Microsc' X JA Security - Microsoft Azure x| + 4 -

« C @ portalazure.com/#view/Microsoft Azure_Policy/CreateAssignmentBladeV2/assignMode~/0/assignmentScope/%2Fsubscriptions%2F2c66b487-2f2e-48cd-9374-92db8d0e.. X 12 W = 0O g

Home > Microsoft Defender for Cloud | Regulatory compliance > Environment settings » Settings | Security policy > Add regulatory compliance standards >

NIST SP 800-53 Rev. 4 -~ X

Assign initiative

Basics  Parameters  Remediation  Non-compliance messages  Review + create

Scope
Scope Learn more about setting the scope *

‘ Udacity 1021 ‘u

Exclusions

[ optionally select resources to exclude from the policy assignment. [ -]

Basics

Initiative definition

NIST SP 800-53 Rev. 4
\ |

Assignment name * (@D
[ ST 5 200-53 Rev. 4 |

Description

Policy enforcement (©

Disabled ) o
‘ Cancel |‘ Previous H Next

A NISTSP 800-53Rev. 4 - Microsc: X JA Security - Microsoft Azure x| + v - X

&« C @ portal.azure.com/#view/Microsoft_Azure_Policy/C gnmentBladeV2, Mode~/0, tScope/9%2Fsubscriptions%2F2c660487-22e-48cd-9374-92dbsd0e.. X 12 v = O @ i

Microsoft Azure P Search resources, services, and docs (G+/) @
UDACITY 1021 (CLAUDACITY 1021

Home > Microsoft Defender for Cloud | Regulatory compliance > Environment settings > Settings | Security policy > Add regulatory compliance standards >

NIST SP 800-53 Rev. 4 -~ X

Assign initiative

Basics Parameters  Remediation  Non-compliance messages  Review + create
Basics

Scope Udacity 1021

Exclusions -

Policy definition NIST SP 800-53 Rev. 4

Assignment name NIST SP 800-53 Rev. 4

Description -

Policy enforcement Enabled

Assigned by ODL_User 208323

Parameters

@ o parameter changes detected.

Remediation

Create managed identity Yes
System assigned identity location eastus
Create 2 remediation task No

Non-compliance messages

@ Nonon-comaliance messaass associated with this assianment. M

[ cancel | [ previous | | next




A Ssettings - Microsoft Azure X M Security - Microsoft Azure

< c @ portal.azure.com/#view/Microsoft_Azure_Security/PolicyMenuBlade/~/policy/subscription|d/2c66b487-2f2e-48¢d-9374-92db8d0ec2d2

x| +

Home » Microsoft Defender for Cloud | Regulatory compliance > Environment settings > Settings

G Settings | Security policy

Udacity 1021

R

settings
1 Defender plans
< Auto provisioning
& tmail notifications
@ Integrations

13 workflow autemation

Continuous export

Policy settings

Security policy

(O Governance rules (preview)

PCIDSS 3.21

1SO 27001

SOCTSP

Azure CIS 1.3.0

NIST 5P 800-53 R4

Your custom in

Custom initiatives generate custom recommendations in the Recommendations page.

on a recommended set of
policies and assessments,

Track PCI-DSS ¥3.2.1:2018
controls in the Compliance
Dashboard, based on 2
recommended set of policies
and assessments.

Track ISO 27001:2013 controls
in the Compliance Dashboard,
based on a recommended set
of policies and assessments

Track SOC TSP controls in the
Compliance Dashboard, based
on a recommended set of
policies and assessments.

Track Azure CIS 1.3.0 controls
in the Compliance Dashboard,
based on a recommended set
of policies and assessments,

Track NIST SP 800-53 R4
controls in the Compliance
Dashbeard, based on a
recommended set of policies
and assessments.

Out of the box

Out of the box

Out of the box

Manually
added

Manually
zdded

Deprecated

UDACITY 1021 (CLAUDACITY1021

@ Policy added X

NIST SP 800-53 R4 policy initiative was assigned on
Udacity 1021 Subscription successfully. Please note that
it could take up to an hour until the changes in the
regulatory compliance dashboard will take effect

@ Role Assignments creation succeeded X

All role assignments were created successfully.

@ Creating initiative assignment succeeded X
Creating initiative assignment ‘NIST SP 800-53 Rev. 4
*Udacity 1021" was successful. Please note that the
assignment takes around 30 minutes to take effect.

0]



