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DONEeKTpOHHBIE CEPBUCHI, WHTEPHET-OAHKUHI, yhajeHHas paboTa u
ydyeba, OHJIAWH-PETUCTPAIIMU, UHTEPHET-MAarasuHbl U MapKETIUIIICHI — BCE
3TO HACTOJIBKO MPOYHO BOILIO B HAlly MTOBCEIHEBHOCTh, YTO MHOITIA TPYAHO
MOBEPUTH, KaK KuiIu 0e3 3Toro panbliie. Yem OoJibllie MOTPy>KaemMcs B MUP
UH(OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUN (daree — HKT), Tem
OO0JIbIIIE CTAHOBUMCS ySI3BUMEE.

Kubeparaku Ha HH(POPMALMOHHYIO CTPYKTYPY — 3TO OJ[HA U3 CAMBIX
3HAYUTEIBHBIX U TIOCTOSHHO PACTYIIUX YIPO3 IJis II100ambHON 0€30MacHOCTH
B XXI Beke. Ha ¢done BceoOmel nudpopuzaiuu 3Ta npodiemMa He MPOCTO
HapacTaeT, a SBOJIOLUHUOHUPYET, HA YTO BIMSACT IIMPOKOE HCIIOIb30BAHUE
VCKYCCTBEHHOI'O HHTEIUIEKTa (Oanee — HHM), TaK Kaxk 3J0yMBILUICHHUKU
HAUMHAIOT HCMOJB30BaTh €ro JJs co3flaHus Oojee  M3OIIPEHHBIX
BPEJIOHOCHBIX TPOTPaMM, aBTOMAaTU3allUH aTaK U aHAJIN3a YI3BUMOCTEH.

Kubeparaku npeBpaTUINCh U3 MPOOIEMbl TEXHUUECKUX CICIIMAINCTOB
B OJIHY W3 ITIABHBIX CTPATETHMYE€CKUX YIPO3 HAIMOHATIBHOM, SJKOHOMUYECKON U
00111ecTBEHHOM 0€30MacHOCTH JIF0OOW CTPaHBI.

[Io pesynbraraM WHCCAEOOBAaHUSA, NPOBEACHHOTO B IPOIUIOM TOXY,
benapyce Haxomurcsa Ha 3-M Mecte B peutunre ctpan CHI, koropeie yare
BCETO MOABEPTalOTCs KuOeparakam.

Kaxnasa nsaras araka B bemapycu nmpuxoauTcs Ha roccekTop (22%,). Ha
BTOPOM MecTe — cdepa MPOMBILIIEHHOCTH (14%), a HA TPEThEl CTPOUKE —



¢buHaHcoBass otrpacib (1/%). MHOro arak TakXe HalleJIeHbl Ha CEKTOp
TeJIEKOMMYHHUKaIUH, chepbl HAyKu U 00pa3oBaHus (8%).

Kaxnas  Bropas  kuOeparaka (57%) NOpUBOOUT K  YTEUKE
KOH(QUIEHIMAIbHBIX  JaHHBIX. PeXe OHM  HapyllaloT  OCHOBHYIO
NEeATEeNbHOCTh (16%) unu HecyT mpsiMble (MHAHCOBBIE moTepu (8%). bomnee
IIOJIOBUHBI YKPAJICHHBIX CBEACHUM COCTABIISIIOT NEPCOHAJIBHBIC JTaHHBIE W
KOMMepYecKasi TaiiHa. AKTyaJbHOM MpoOJIeMOil ocTaeTcss Kpaxa JEHEr ¢
OAHKOBCKHX KapTOYEK U AJIEKTPOHHBIX KOIIEIHKOB.

Cnaiin 2.

POCT KMBEPATAK B BE/NTAPYCH
Mozwywa Benapyon: 3-2 mecto g CHE no
HONWHECTRY KABEpaTaK
|l OCHOBHBIE LIEMH ATAK:

Taccexrap — 72%

NpombiwAsHHocTE — 14%
PuHaHCH — 11%

. NOCNEACTEMA:
YTeuHa gaHHeIX — 57% ciyvaes

Hapywenwe paforel — 16%
DUHaHCORBIE NoTepK — 33

CornacHo panHbiM 3a 2024 ron, Hama pecnyOnuKa IO YPOBHIO
kubepOe3onacHoctu 3aHsna 70-e mMecto U3 166 crpan B peiitunre NSCI
(National Cyber Security Index, Hayuonanvnuiti unoexc xubepbeszonachocmu,),
yCTynuB 10 3ToMy uHAEKCy cpean crpan CHIT noume Monnose,
AzepOaiixany u Poccun.

PocTt M ycioxxHeHre MEeTOM0B KHOEePYIrpo3 TPeOYIOT OlepeKaroiero
U KOMILJIEKCHOTO pearnpoBaHusl.

B benapycu npuHAT psig CUCTEMHBIX Mep, U Oopb0a ¢ kubepyrpo3amu
BEJIETCSI HAa HECKOJIIBKUX YPOBHAX. [aK, Ha TrOCyIapCTBEHHOM YPOBHeE
VYkazom IIpesuaenta Pecniyonuku benapych Ne 40 «O kubepbe30macHOCTH
peanusyercs KOMILJIEKCHbBIH MHOI'0YPOBHEBBIH MeXaHU3M
NPOTUBOJEICTBUA KuUOepaTakaM Ha TOCYJapCTBEHHBbIE OpraHbl U
OpraHu3alvi, KpUTUYECKYI0 HHGOPMAIMOHHYIO HH(ppacTpykTypy. Cosnan
HammonaneHbI# 11eHTp oOecriedeHus: KuOepOe30macHOCTH W pearupoBaHUs
Ha KUOCPHHIIUICHTHI (Oanee — Hayuonanvuwiil yewmp Kubepbe3onacHocmu,).
Hanaxeno MexayHapoHOE COTPYAHUYECTBO B 3TOU cepe.

Co3nmanbl  HEOOXOAUMBIE  TMPABOBBIE  YCIOBUA  JJISL  3allUThI
MEePCOHAJILHBIX JaHHBIX W 0€30MaCHOCTH JIMYHOCTU M OOIIECTBa MpPU HX



ucnoabp30BaHuu. 3akoH PecnyOnuku benapychs «O 3ammre nmepcoHa bHBIX
NAaHHBIX», TpuHATBIA B 2021 romy, yCTaHaBIMBAaeT TPaHULBI,
onpenensionie, Kakylo HH(OpMAIUI0O O YEJIOBEKE MOXKHO coOuparh u
pacmpocTpaHsaTe. BmecTe ¢ Tem, 4TOOBI 3alluTa MEPCOHAJBHBIX JaHHBIX
ObuTa mo-HacToseMy 3(p(EKTUBHOM, HYKXHBI OOIIHUE YCHUJIUS — HE TOJIHKO
roCyJapCTBa, HO U IPak/1aH.

[IpoTuBOIEUCTBHE OCYIIECTBIACTCS U HA KOPNOPATHBHOM YPOBHE.
Opranuzauuy M TPEANpUSATUS HHBECTHPYIOT B KHOEpOE30macHOCTh MU
00yuyeHue COTPYIHUKOB.

Jnst 6oppObl ¢  KuOepyrpo3aMy HAa HMHAHBUAYAJIbHOM YPOBHeE
TpeOyeTCcs MOBBIIIEHUE LU(PPOBON I'PAMOTHOCTH HAceNeHHs, COOMIOIACHUE
3JIEMEHTAPHBIX MPABUI LHU(PPOBOK TUTHEHBI.

CoBpeMeHHBbIE aCNIeKThI KH0ep0e30MmacHOCTH

Kubepnpectymienus TpaHCHAIMOHAJIbHBI, 3JI0YMBIILJICHHUKH
UCTIONIb3YIOT aHOHUMAM3EPBI (CepauUchl, NO360MA0WUEe CKPLIMb JUUHble OaHHble
nonvzoeamens u obdecnedumv AHOHUMHOCMb 6 HHmepHneme) W HAXONATCS 3a
pyOexoM, UTO KpaliHe 3aTpyaHSET UX 3aJeprKaHue.

[lo panueiM CrenctBeHHoro komuteta PecnyOmuku benapych,
orMmedaeTcs yxon 6omee 80% BriMorarenbcTB u 0osee 90% MOIIEHHUYECTB B
«OHJIAMH»-CXEMY, Y€MYy CIIOCOOCTBYE€T B TOM YHCJIE HHU3KHUM MPOIEHT
OCBEJOMJIEHHOCTH Tpa)KJlaH O IPECTYIHBIX CXE€MaX, a TAaKXKE Pa3BUTHUE
CIIOCOOOB COBEPIIICHUS TAKUX XUIIICHUH.

Kaptuna pacmpocTpaHeHHBIX BHAOB KHOepIpecTyIuieHui B benapycu
MOBTOPSIET TIOOAJIbHBIE TPEH[bI, HO C aKI[EHTOM Ha MECTHBIE IIJIaTEeKHbBIC
CHUCTEMBI U MPUBBIYKY HACEIECHUS.

[To 1maHHBIM  TJIABHOTO  YNPABJIEHHUS MO  MPOTUBOJACUCTBUIO
KHOEpNPEeCTYMHOCTH KPUMUHAIBHON MIJIMIIUM MUHHUCTEPCTBA BHYTPEHHUX
nen PecnyOnuku benapych, 3a 9 MecsueB Tekyuiero roga B bemapycu mo
CPaBHEHHMIO C AaHAJOTMYHBIM TMEPUOAOM MPOIUIOr0 ToJa KOJIUYECTBO
KHOeprpecTyieHui cHU3WIoCch noutu Ha 11% (3a 9 mecayes 2025 200a
3apecucmpuposano donee 13 muic. cayyaes (13 420), mpemv uz xomopwix (4 121)
— 6 2.MuHncke).

[To cratucTtuke sKeHIMUHBI (65%) Yalie BCErO CTAHOBSTCS >KEPTBAMHU
MOIIEHHHUKOB, KOTOPBbIE BBIMAHUBAIOT JEHBIH IYTEM IICUXOJOTHYECKHUX
MaHUOYJISAIUA 10 Tenedony (77,9%), KyIuiu-Tpoiaki TOBApOB U OKa3aHUs
yciyr (65,6%), OnarotBoputenbHOCTH (100%). My:kuuHbl (84,8%), Kak
MpPaBUIO, CTAHOBATCS  JKEPTBAMM  MOIIEHHHUYECTBA, CBSI3aHHOIO C
MCIIOJIb30BAHUEM CAUTOB 3HAKOMCTB.

Cnann 3.
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Cnpagouno:

Bo3pacmmnuie epynnvt nomepneguiux:

aou cmapuie 50 nem uawe cmaHoBAMCs Hcepmeamu meneghoHHbIX
MOWeHHUYecms,  oOMana,  006epYUBOCMU,  JNe2eHO O  NOMOWU
POOCMEEHHUKAM,

Mmonoodexcy 00 30 nem ya3euma om MOUWEHHUYECKUX OUCHAHYUOHHBIX
coenok ¢ Heosuxcumocmoio (56,3%), ncesoo-unsecmuyuil 8 «OUPHCU» U
«posvlepolutel] unu akyuily (65,4%);

auua cpeonezo eozpacma (30—49 nem) — naubonee maccosas epynna
cpeou  nomepneswux  om  HKT-wowennuuecmea ¢  3aKknOueHuem
2PadNCOAHCKO-NPAagosvix 002080pos (53,1%).

be3pabomnsie u neyuawuecs uawe nonaoaromcs 8 UHBECMUYUOHHbBLE
nosyuiku (46,2%), umo modcem Oblmsb C6A3aHO € NOUCKOM UMU UCHOYHUKOS
00x00a unu ygieueHuem a3apmublMu cCXemamu.

[To cmocodaM coBepuIeHHUs MOIICHHUYECTBA YaIlle€ BCEro MPOUCXOISIT
OT HMMeHM [JOJKHOCTHBIX JMI (28,2%). Adepuctsl mnpeacTaBisioTCs
COTPYAHUKAMH IIPABOOXPAHUTEINBHBIX oOpraHoB (MB/[, CK, J®DP, KI'b) u
paboTHUKaMu OaHKOBCKMX OpraHu3anuil. MOIIIEHHUKH CTalid 3BOHUTH OT
UMEHU PaOOTHUKOB CIIy»X0 Ta3a, BOIOKaHAJIa, SHEProHAI30pa, MOOWMIBHBIX
ONEPaTopPOB CBSI3U MO MPEAJIOTOM OKOHYAHHUSI CpOKa I0TOBOPA U MPEIararoT
JUTsL €70 MPOJJICHUSI COOOIMTH U(poBoi Koa u3 cMc. [locne nepenayn komna
KEPTBE 3BOHHUT COOOIIHMK MOIIEHHHKA H YK€ IPEACTaBISICTCS
MIPAaBOOXPAHUTEINIEM, 3aITyTUBACT TEM, YTO YEJIOBEK Mepeaal JUIHbIC JaHHbIC
U Ha ero ums OyayT oQOpMIIEHBI KpeauTbl. A YTOOBl HX U30eXKaTh
npemyiaraeT  0OPMUTH BCTPEUHBIE KPEAUTHI M TOJYYEHHbIE JIEHBIU
NEPEBECTU HA YKA3aHHBIN CUET UM OAHKOBCKYIO KapTy.

IIpy cxeme oOMaHa OT HMeHHM pyKoBoauteaed (Fake boss)
(yupeosicOenuii  006pazosanus, 30paBOOXPAHEHUS,  KYIbMYypvl, NPeONnpusmuil)



MOIIIEHHUKH 3aITyTUBAIOT MOJ03PEHUEM B (PMHAHCUPOBAHUHU SKCTPEMHUCTCKOM
NeATEeIIbHOCTH, MPOBEJICHUEM OOBICKA M U3BATHUEM JIEHET, TAKXKE MpeiararoT
JaHHBIA (akT JepkaTh B TailHE M TOOOIIATHCS C  OMNPEIEICHHBIM
COTPYIHUKOM TPaBOOXPAHUTEIILHBIX OPraHOB, KOTOPBIM SKOOBI IS
COXpaHEHHUS JICHEKHBIX CPEJICTB IpejjiaraeT «BpEeMEHHOY MEPEeBECTH JICHbIU
Ha 3alIAINCHHBIN CYET.

B TenedonnoM pasroBope He JOBEpsIiiTE HE3HAKOMBIM JIUIAM, KEM OBl
OHU HE MPEACTABUIIUCH, €CIIM BbI HE JKJIETE TAKOTO 3BOHKA.

TpeTb MoOIIEHHUYECTB (27,6%) COBEpIIACTCS MO BHUJOM NPOAAKH
ToBapoB B ceru Instagram wiam Telegram (uawe e6ceco mowennuxu
«NpPoOaromy asmo3zaniyacmu, cadosvle Kaueiu, HO80200HUe elu, MOPenpoOyKmbl U
opyeue  moeapwvi).  3JOYMBIIUICHHUKUA  MOPEAJIaraloT  MOTEHIMAIbHBIM
MOKYyIaTeNsIM MEPEBECTU MPEJOIUIaTy 3a TOBAp U OOCHIAIOT €ro BBICIATH IO
MOYTE€ WM KypbepoM, MOCJIE YEero OOIIECHHE MPEKPaIlaeTCa, U «KIUCHT»
OCTAETCS HU C YEM.

Cnpaeouno:

Takowce naubonee pacnpocmpaHnennvie npecmynHvle cXembi:

360HKU Om umenu oOanka, compyonuxka MBJ/], KI'b u unvix
20CY0apCmMEeHHbIX O0P2AH08, K020d MOUWEHHUK, UCNONb3YS MEXHON02UIO
NOOMEHbl HOMEpA, 360HUM C HOMeEpd, NOXOHCe20 HA OQUUUATbHBIL HOMED
banka u coobwaem o «noOO3PUMENbHOU ONepPayuLy ¢ Kapmotl, «OIOKUPoBKe
cuemay UNU «NONbIMKE 6310MA», a OJi «3AWumsly UIU «OMMeHbl
onepayuuy npocum cooowumes CVV-xoo, oanuvie uz SMS-coobwenus c
KOOOM NOOMBEPI’COeHUs, Napoiib U3 UHMEPHem-0aHKUHea Ulu nepesecmu
OeHbeu Ha «be30nacuvlily (Ha camom oeie NOOKOHMPONbHbIL MOUEHHUK))
cuem;

Quwmunzosvie SMS-coobuienua u nucema, Ko20a NPUXOOUM
SMS-coobwenue unu snexmpoHnoe nUCbMO ¢ coobujenuem o «OlOKUposKe
Kapmouly, «npobieme ¢ HANO20M», «8blucpvlule 8 Jjomepeey, KOmopoe
CO0epICUmM CCHLIKY HA QUUIUHSO8bIU UHMEPHem-pecypc (caiim — KIOH),
KOMOopblll  8ble1a0um Kak  oQuyuaibHslli  UHmepHem-pecypc 0Oamka,
HANO02080U UHCHEKYUU UMY OpPy2020 20CYOaApCMEEeHHO20 O0p2aHa, 20e
mpeoyemcs 88ecmu J102uH, NAapoib, OAHHbIE NIAMENCHbIX CPeOCm8, Nocie
6600a KOMOPBIX COBEPUIAEMCI XUWEeHUE,

MOWIEHHUYECMBA 8 COUUAIbHBIX CEMAX U MecceHoxycepax («Vibery,
«WhatsApp», «Telegramp), kocoa 310yMbllUNIEeHHUK 831AMblEAEN AKKAYHMN 8
coycemu unu cozoaem (Heurosvill, NOXOHCUl Ha He2o, nuuiem OaUSKUM
POOCMBEHHUKAM OM UMEHU 81adelbyd aKKAYHMd, UYmo CPOUYHO HYHCHbBI
O0eHbeU HA «OYeHb BANCHOe 0eN0y» (NONAll 8 CILONCHYIO CUmyayuio, nondai 8
HTII u Op.), npocsi HUKOMY He 360HUMb, AUOO AHANOUYHASL Npeobloyulel]
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cxema, K020a MUUEHbIO CIMAHOBAMCS OPY3bsl, A MOWEHHUK OM UMeHU Opyed
nuwiem, Yymo 3acmpsi 3a 2paHuyel, y He20 YKpaiu O0eHbeUu/00KyMenmsl, U
npoOCUm CpOYHO nepegecmu CpeoCcmeda,

Qeiikosvle unHmMeEpHEemM-MacazuHbl, KO20a CO30AeMCs KPAaCUBblll
catim-0OHOCMPAHUYHUK UIU 2PYNNA 6 COYUANbHOU cemu (3a4acmyio 8
«HUnucmaepamy»), ¢ 02pOMHbIMU CKUOKAMU HA AKMYANbHbIN ) HACENEeHUs.
mosap (mexuuxa «Apple», cadosas mebenv, Hadysuvle baccelinvl, OPeHO08As
ooexcoa u 0p.), a nocie NPedonIamvl Moeap He NPuxooum, da catm uiu
2pynnsl ucyes3arom, 1mbo coooueHUs Hecepmasl 0aiee UCHOPUPYIOMCSL,

MOUWIEHHUYECMEA NOO 6UOOM 20CYOAPCMBEHHBIX OP2AH08, K020d
Jlcepmee nocmynaem 360HOK OM UMEHU «CYObuy, «compyonuxa MBIy,
«HAI02080U» ¢ MpebdosaHuem CPOYHO ONIAMUMb HeKUU QUKMUBHBIL 002,
Wmpagh unu NOWLIUHY, Y2poxcas apecmom cYemos Uil OpyeumM HaKa3aHuem,
npocsam YCmaHosums npuiodcerue O0is YOaieHHo20 00Cmyna (Hanpumep,
«AnyDesky unu «leamViewery) ona «nposepku cuemay, 4mo oaem um
NONHBLI KOHMPOJIb HAO YCMPOUCBOM NHOMEPNesule2o;

¢unancoevie nupamuovt U UHEECMUUUOHHbIE MOUIEHHUYECMEA,
makue KAk — NpeoNodCeHUsi  «B8bLCOKOOOXOOHLIX — UHBECUYUL) 8
KpUNmoeanomy, Oupicu uiu cmapmanst ¢ 2apaHMupoBaHHbIM GblCOKUM
ooxooom. Ilpu smom Ha nepsom smane mocym o0adxce GbINIAYUBAMDb
Hebonbuiue npoyeHmyl, Ymodbl nomepnesuiLuli 6HeC ewe 6oIbULe OCHENCHBIX
cpeocme u npusesl poOCMEEeHHUKOS, Opy3ell U 3HAKOMbIX, HOCe Ye20 NPOeKm
3aKpvIBAEMC, A OEHEeHCHblEe CPeOCMBA NOXUUAIOMCSL,

8bIMOZAMEILCME0 HA UHMUMHOU NOYGe («CeKCMopuieny), Koz2od
MOWEHHUK Yepe3 Coycemu 3HAKOMUMCSL C HCepmeoll, GMmupaemcs 6 0osepue,
CKJIOHsem K 00ujeHuUI0 8 sudeodame UHMUMHO20 XApaKkmepa uil K Omnpagxe
OMKPOBEHHBIX (YOMO, 3aNUCbIBaem UOeo Ul Oelden CKPUHUOmMbL, d 3amem
wanmasicupyem.

OrmaceHus BI3bIBAIOT HAOMparone 000pPOThH BLIMOTraTe/IbCTBA
(526 cmyuaes) € WCHOJIB30BaHHEM WH(OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJOTUM: MOTEPHEBIINX IOJ Pa3IUYHBIMU MPEIJIOraMHi BBIHYKJIAIOT Ha
nuyHbIX ycrpoictBax [Phone BoiiTM He B cBowo ydeTHyro 3amuck. [locne
Bxoza [Phone GmokupyeTcst kKak MOXUIEHHBIM U CTAHOBUTCS HE TIPUTOTHBIM.
J71st pa30I0KUPOBKH 3I0YMBIITUICHHUKHA TPEOYIOT BBIKYIL.

IToaTOMy HU B KOEM cilyyae HeJIb3sl BXOAMTH HA CBOEM YCTPOICTBE B
YyKYI0 YYETHYIO 3allMCh, BJIaJIeICl] YYETHOM 3aIMCh MOXKET 3a0JIOKHPOBATh
YCTPOMCTBO.

Cnaiin 4.



BUAbl KWEEPNPECTYNNEHMIA,
COBEPLUAEMBIE B CTPAHE

- aEoHEK oT usenu Banka, cotpyHieka MBS KIE v
%

MHEIX MO8 PCTEEHHEYX ORTAHOE

tiHroBEe SMS-coobuEHHA 1 NMceMa

MLIEHHHYECTES NP CHAAEH-NOHYNRAX Ha
NAZILEARSE NG NEOOEHE TORIp-08

% MZIEHHWYECTES B OO UM3NGHBIE CETRE H
MECCEH e paN

a
Hﬂ ¢lEﬁ“DBb|E HHTEEpHET-MaraalHeL

MFIEHHWYECTES MO0 BHA0M M3 NCTEEHHEE
OpraHoe

MZIEHHWYECTES

% ¢I|ﬂ HAHDDBEE MDA W HHESCTHLUMOHHEE

BLIMOTATEMLCTED HE MHTHAHOH nowes

Cnenyer OTMETUTH, YTO (PMIIHUHT U MOLLIEHHUYECTBO ¢ 0aHKOBCKUMU
KapTaMHM SIBIISIIOTCS CaMOW MAacCOBOM KaTreropuel KMOepMOIIICHHHYECTBA B
Pecnyonuke benapycs.

IIpu sTOoM Hapsigy ¢ JaHHBIMM NPECTYNHBIMU CXEMaMH MOIICHHUKH
AKTUBHO HCIOJNB3YIOT M TakoM MeTon  (QUIIMHTA, TpU  KOTOPOM
KOH(UICHIIMATIbHBIC  JaHHbIE  OCJIOPYCCKUX  TpaKJaH  JOOBIBAIOTCS
3JIOYMBIIIJICHHUKAMHU  TOCPEJICTBOM  TeNEe(POHHBIX 3BOHKOB. OTOT BUJ
MOIIICHHUYECTBA HA3bIBACTCS «BUIIIHHI.

Cnaiipn 5. Buaeopoduk.

) A3BYKA
LHUDOPOBOU

Cnpagouno:

Buwunz — smo ycmmuas paznosuonocms @uuuuneda, npu Komopou
3NMOYMBIUAEHHUKU NOCPEOCMBOM MeNe)OHHOU C653U, UCNONb3YS NpUembl,
MemoOobl U MEeXHON02UU NCUXOT02ULECKO20 MAHUNYIUPOBAHUS, NOO PA3HbIMU
npeoocamu, UCKYCHO Uspas ONpeoesieHHyI0 Poib (KaK npasuio, COmpyoHuKa
OauKa, MexXHUYecKko2o0 Cneyualucma u m.0.), GbIHYICOAIOM Helo8eKd



coOOUWUMb UM CBOU KOHQUOEHYUATbHble OAHKOBCKUE UNU NEePCOHATbHbLE
OanHble AUOO0 CMUMYIUPYIOM K COBEPUIEHUI0 ONPeOesieHHbIX O0elCmEUll Co
CBOUM OAHKOBCKUM CYUEemMOM UIU OAHKOBCKOU KAPMOII.

I[To Mepe  pa3Butuss  HHPOPMANHOHHO KOMMYHHKAINMOHHBIX
TEXHOJIOTHH BO3PACTAKT M  BO3MOKHOCTH KHOEpPHpPeCTYNIHHKOB.
HekoTopbsie MOIIIEHHUYECKHE CXEMbl TMOJTYYWIM HOBYIO >KHU3HBL Onarojaps
HUCKYCCTBEHHOMY HMHTEILJICKTY.

Pacter Kkonmu4ecTBO cCllydyaeB MOIIEHHUYECTBA C HCIIOJIb30BAaHUEM
TexHoioruu Deepfakes — 3T0 co3maHHBIE HCKYCCTBEHHBIM HHTEILICKTOM
TOJIOCOBBIE COOONIEHUS W BHUICO3BOHKM OT SIKOOBI KOJUIET, JApy3ell Hu
POJICTBEHHHUKOB, KaK MPaBUJIIO, C IPOCKOOI O CPOUHOM JICHEKHOM MEPEBOJIE U
Ap.

[Ipu BHUIEO3BOHKE CieMyeT 0OpaiaTh BHUMaHHE Ha TaKue JIeTalld, KakK
HEYETKOE WJIM CMa3aHHOE M300paKEHHE JHUIla TOBOPSIIETO, OTCYTCTBUE HIIH
HEeCTECTBEHHAss MUMUKA JIUIIA.

[ToMHUTE, YTO COTPYAHUKH OAHKOB U IMPABOOXPAHUTEILHBIX OPraHOB
HE 3BOHST YEpPe3 MECCEH/DKEpPhl C UCIOJIb30BaHUEM BuUIcOCBsI3U. Ilpm
COBEPIIEHNM JIEHEKHOI0 TMepeBoAa oA BJIUAHHEM MOIIEHHUKOB
HEO0X0MMO He3aMeNAJINTEILHO 00PATUTHC B OPraHbl BHYTPEHHHX JIeJI
JUISl COXPAHEHUS IEHEKHBIX CPEJICTB.

Jlaxke Korga HCKYCCTBEHHBIM WHTEJUIEKT MCHOJB3yeTcs BO Ouaro,
HY>)KHO OBITb OCTOPOXHBIM. Eciaum pabOTHUK OpraHu3alu JyMaeT, 4To
3arpy3uT AokymeHT B 4aT GPT m oH Bce OBICTPO CHENIaeT, TO 3TO IPSAMOM
NyTh K yT€UKe KOH(DHICHIMANbHBIX NaHHBIX. JIOKyMEHTBHI OTHpaBSTCA Ha
CepBEpbl B JAPYIroM TOCYJapCTBE, U 3aKOHBI HAIIEH CTPAaHbI YK€ HE MOTYT
rapaHTUPOBATh UX OE30MACHOCTb.

Cnaiin 6.

MCNONIb30BAHME
WCKYCCTBEHHOTO MHTE/NIEKTA

B Usneioi dulnir Bes auimbonr:
NEPCOHANHIAQOBAHHBIE W MPAMMATHHECHH ﬁE‘?-‘gI'I'IDE-I-IhIB
pacceinkM, ofxogawme MaBHeA Maprep yrpodsl.

B MowexkmuecTeo wepea Deepfake:

FMEHERIUMA BHOED W MON0C3 PYHROBGOCTES ANA

CAHHUHOHA DOBEIHWA HEIAMOHHBIY GUHAHCOERN ONepa i i
B MM-GaT gan COUMANEHOR WHMEREDUMH: i}

HEAEHWE OCMEICNEHHEY QWANOTOE 1A BEIM3HHEAHHA | }

KOHPHOEHUMAABHOE WHEDpMILIMH.

Hpesugent benapycn A.l.Jlykamenko, Beictynas Ha [II Mwunckoun



MEXIYHANPOIHON KOH(MEPEHIUU MO €Bpa3uicKol 0e30MaHCOCTH, KaK OJHY
U3 KIIOUEBBIX 3aJad B I1€JIOM 0003HA4YMJI HEOOXOIUMOCTh NMPUHATHUS MEpP B
00JacTH HCKYCCTBEHHOTO WHTeJUiekTa: «Heynpaenaemaa zonka 6 moii
chepe npeepawiaem e2o u3 noie3noz2o pecypca 6 opyycue. B nepcnekmuege —
MaACco8020 NOPANHCEHUA) .

Cnainn 7.

(4

Heynpaenaeman 2oHKa & smoli
chepe npespawjaem e20 [npum. -
UeRyeemeeHHLIl uRmennexm) U3
nonesHo20 pecypca a8 opyxcue.
B nepcnekmuse — maccosozo

nopameHus. , ,

Npezudenm Pecmplinusy Beaomecs 4.1 Svkoesna,
1 MuHcHEA MerdyHePodHEA MOHDEDERLINR Mo
eapo3uiicwod GezomacHoomu, 28 oxmatips 2025 2

Corpynnukamu MuHUCTEpCTBa BHYTpeHHUX Jeid U HarumonanbHOro
O0anka PecnyOnuku benapych NpUHHMAIOTCS Mepbl, HalpaBJIeHHbIE HAa
0JI0OKMpOBaHMe MOLLIEHHUYeCKUX onepauuii. B bemapycu ¢ 1 mapra 2024 r.
nericteyer Yka3 Ilpe3smmenta Ne 269, KoOTOpbld TpeAOCTaBIACT OaHKaMm
BO3MOYKHOCTh IMPUOCTAHABIUBATH MOJIO3PUTEIIbHBIE IEPEBOIBI U COBMECTHO C
IPaBOOXPAHUTEIIBHBIMA OpraHaMu paccieloBaTh MHIMACHTHL. JlaHHBIN
MEXaHU3M TI03BOJIAET  JIOCTAaTOYHO d3(PPEKTUBHO  B3aWMOJACHCTBOBATH
rpakJJaHaM C OpraHaM BHYTPEHHHUX JIeJl, @ UM, B CBOIO OUYEPE/Ib, «B PEXKUME
24 nHa 7» mepenaBaTh yKa3aHHYI HH(}OpManuioo OaHKOBCKOMY CEKTOpY M
nojsiyyatb OT Hero 3(PQPeKTMBHO u ObICTpO HH(MOpPMALMIO O JHUIAX HU
UHCTPYMEHTaX, KOTOPBIE 3a/ICMICTBOBAHBI B MIPOTUBOMPABHON JIESITEILHOCTH.
N camoe maBHOE — MpPENNPUHUMATL MEPHI, HAMPABICHHBIE HA COXPAHEHUE
y>K€ MOXUIIEHHBIX JEHEKHBIX CPEJICTB Y IPAXJAH U HENOMYLIECHUS IEPEBOAA
UX Ha 3apyOeKHbIC cueTa.

B cB3u ¢ HEOOXOAMMOCTHIO 3alllUThl OT MOILIEHHUKOB OaHKH
YCTAHABJIMBAIOT JIUMUTHI MO CHSATHIO JEHEr B OaHKOMarax Ha TEPPUTOPUHU
benapycwu.

Bopeba ¢ »TUMHM TipecTyrsieHHsIMA TpeOyeT He TOJIbKO OoJee
COBEPIICHHBIX TEXHOJOTUN 3aIUThI, HO U (YHIAMEHTAIHHOTO TMOBBIIIICHUS
1u(pPOBOIl TPAMOTHOCTH HACEJICHHUS, TTOCKOJIBbKY MUMEHHO YEJIOBEK OCTaeTCs
HanOoJee ysI3BUMbIM 3BEHOM B JII0001 crcTemMe 6€30MacHOCTH.
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udpoBasi rpaMOTHOCTH HACEJICHUSA

Kubep06e30nacHOCTh — 3TO OTBETCTBEHHOCTh KAXKA0r0 U3 Hac. OHa
HAUMHAETCSI C TAKUX MPOCTHIX BEIICH, KaK BHIOOP HAJIEKHOTO TapOJIs JJIs
JIOMAIITHEW JJIEKTPOHHOM IMOYThl. BaXHO MNOMHUTH, YTO OJWH U TOT XK€
NapoJib HEeJb3s HCIOJb30BaTh OJHOBPEMEHHO JJisi padoueil MOouThl, IS
pEerucTpaly Ha pa3IMYHBIX caWTax U B mecceHkepax. K cioBy, nuuHbie
JAHHBIC 4Yallle BCET0 TOMAJalT K 3JIOYMBIIIUICHHHUKaM H3 0a3 JaHHBIX
MAara3uHOB (Mbl ocmasisiem amuiuro, ums u omyecmeo, aopec u meieg)on npu
peaucmpayuu 01 NOIYYeHUs: OOHYCHBIX ULU CKUOOUHBLX KAPn).

HeoOxoguma »5snmeMeHTapHass unudpoBasi TMrHeHa, IPU KOTOPOM
co0JIloleHre MPOCTHIX MPABHUJ MOBEAEHUS B CETH IO3BOJISACT 3AIIUTUTH
NEepPCOHAJIbHbBIC JJAHHbIC, (PUHAHCHI U YCTPONCTBA OT KUOEPMOIIICHHUKOB.

Oco0y10 akTyaJlbHOCTh TeMa MH(GPOBOM TUTHEHBI MPHUOOPETAET B
OTHOILIEHUU MOJPACTAIOUIETO MOKOJIEHUA. J[eTH CerojHs He TOJbKO aKTUBHO
00II1al0TCsT B MECCEHDKEpax, HO M MOTPYXKAIOTCS B MUP OHJIAWH-UTD, TAEC UX
Kpyr OOIICHHUs pacHiupsieTcsl 3a cueT He3HakomileB. Cpenu HUX MOTYT
CKPBIBAThCSl U KUOEPIPECTYTHUKH, CTPEMSIINECS UCTIOJIb30BaTh peOCHKA JIJIs
noyiyuyeHus KoHduUJeHIMaIpHOM uH(popMaruu. Heokpenmmas ICUXHKa,
MOJIBEP)KEHHOCTh BHYIIICHUI0O W MAaHUIYJIUPOBAHUIO JICJIAIOT WX JIETKOU
«J100BIYEI N1JI 3710yMBIIILICHHUKOB.

Cnaiin 8.

BE3OMACHOCTb IETEW B CETH —
3TO HE 3AMNPETHI, A AOBEPWE U NMPABHANA

BhicTpaMBanTe OTHPbLITRIE OTHOWEMNWA: pel

AONHEH FHATH

WETAHOBWTE YBTHWE FPANWLBI: COm

QHAARH, Pa3pElieHHBIe CIATH W N

WcnoneayiTe TEXHWHMECHWE CPe0CTES:
POOMTEALCHHE KOHTPOME M OGLME 3HKIYHTE]

A0A MAANUIME 0eTER

Be3onacHocTh /1eTeil B CeTH — 3TO He MPOCTO 3aNpPeThl, a CO3aHUE
3alMIIEHHON cpeAbl M O0y4eHHe NMPABUJILHOMY MNOBedeHUIO. B cembe
HEO0OXOIMMO BBICTpanBaTh JOBEPUTEJbHbIE OTHOILIEHUS ¢ pedeHkoM. JeTu
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HE JOJKHBI MCKaTh ITOHUMAaHUS Y HE3HAKOMIIEB B CETH, a ObITh YBEPEHBI, UTO
MOTYT paccKa3aTb POJUTENSAM O JIFOOOW CTPAHHOM WIJIM HENPUSITHOU CUTyalluu
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHO 10roBOpUTHCH U YCTAHOBUTH YeTKUE NMPABMJIA: KAKUE CAUThI
MO>KHO ITOCEIATh, CKOJIBKO BPEMEHU MPOBOJAUTH OHJIAWH, KAKWE IPUIOKECHUS
MO>KHO HCIIOJIb30BaTh.

J1a Maaammx aered peKOMEHAYyeTCsl CO3/1aBaThb aKKayHTbl BMECTE U
3HaTh UX naponu. Mcnonp3oBaHue cnenUaIUu3MPOBAHHOIO MPOrPaMMHOIO
o0ecrne4eHHs] POAUTEIBCKOI0 KOHTPOJISI IIO3BOJINT OTPAaHUYMBATh BPEMS 3a
9KpaHOM, PUIBTPOBATH KOHTEHT, OJIOKMPOBATH HEXKENATEIbHbBIE CAalThI.

CymecTByeT MHOKECTBO  NPECTYNHBIX CXeM, MCIOJIb3yEMBbIX
KHOEpPMOILIEHHUKAaMU B OTHOIIEHNH HeCOBEPIICHHOJIETHUX JIeTeil.

Cnanin 9.

PACNPOCTPAHEHHBIE CXEMbI KMBEPMPECTYM/IEHWIA NPOTHB JETEW

i BEEMABTHBIE S ROQEPHM PefKoBbie saNPotbl OT #gpyaeds TpynikHE |

Lt DEavEHHTY HE S HEHHICIFD Ljah: BOCNIOUTRD AT GO HIPHEW H Ligrs mucansm cobm s o pcTHd o, BoiTH B
YL LR H W [ T A i B BB HTp. AEHOTH 4RSS BN A BH Hod Ay, ATl B HT T [ BBTE 4 Biod FYHBE HENTE
(e 8 DA A 8 BT AnEPAHT T b ST L)

Cexcropluan Hubepbyanumr DecrpyrTHBHBIA HOHTEHT

X. n X )(

1 ! !

LLEre iSBTar pIEETE DElrian © LLERE: 7 4T 1 TEC B [ ERTR: Lie: BORTIE W OTECHEE CooBupcTen
MISIAC LD NOAFHIHHRD HHTHA el FICHEDADE FICHH ST TR AN B TRFITA IO B B L3 [P YU LML HALAAFE

Cnpagouno:

Cnocobvl kubepnpecmynjieHull 8 OMHOWEeHUY oemetl U NOOPOCMKO8.

«becnnammuvley RNOOAPKU U  PO3LIZPLIWIU, KO204 pebeHKy O
NONYYEeHUsT GblUSPbIUA Npedslacaemcs nepeumu no CCulike U B88echmu
niamedicHvle U UuMvie Oauuvie e2o pooumenetl. OCHOBHAA Yelb — YKPACMb
OaHHble OAHKOBCKUX KAPM UU YYEeMHbBIX 3aNnucell,

«¢heiikosvley 3anpocel om Opy3eil, Ko020ad C UCNONbL30BAHUEM
83IOMAHHO20 AKKAYHMA Opyea pebeHKa Npocsam Hnomods (nepesecmu
OeHediCHble cpedCcmea), a pebeHoK, JHcelds NOMOUb, MOXNCEM He YCOMHUMbBCS
8 IUUHOCU NPOCAUE20,

«2pymMunzy, K020a 83pOCivlil 310YMbIULLIEHHUK NOO 8UOOM C8EPCIMHUKA
emupaemcs 6 0ogepue K peOeHKYy 8 coycemsax UaU Uuepax, nOCmeneHHo
8b168EObIBAC TUYHYIO UHGOPpMAYUIO, MAHUNYIUPYEm, Bbl3bleden Y)8CME0
onuzocmu, a 3amem MOdCem BbINPAUUBAMb UHMUMHbIE (omo/sudeo unu
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HA3HAYAMb JUYHYIO 6CMpedy, 4mo MOJICEN NPUBeCmuU K COBEPULEHUIO 8
omHoweHuU pebeHKa Oelcmeull CeKCyalbHo20 Xapakmepd, Komopbvie
pebenox 6  cumy  60o3pacma  He  MOdCem — OYeHueams, KAk
COYUATILHO-3HAYUMbLE, CHUMASL NPOUCX00sLUee USPOLL,

«ceKcmopuien», K020a NpecmynHuk, NOIY4u8 UHMuMHsle Gomo uiu
810e0 (00OPOBOILHO OMNPABIIEHHbIE DEDEHKOM UNU Yepe3 3/10M Kamepbl),
Ha4uHaem wWanmajicuposams pebeHKa, 8biMo2as KaKk mamepuaivhsle onaea,
Max u ycuyey, 8 mom yucie CeKCyaibH020 Xapakmepa,

KubepOynnune (uiu mpaeis), Koeoa co30aromcs epynnvl U naoiuxu
011 HACMewleK, YHUSUMENbHbIX KOMMEHmapues, Omnpasisaiomcs y2po3vl 6
JIUYHBIX COODWEeHUSAX, YMOObl NPUYUHUMb PEOEHK) NCUXON02UYecKyro 00ib,
YUMo HepeoKo MOJICem 3aKOHUUMCSL Oenpeccuell Ui 0axce camoyouticmeom,

606/1eueHUe 6 ONACHble  Co0Owecmea, nNponazaHoupyoujue
O0enpeccugHvle meyeHus, CYUyuo, aHOPeKCuro, HACUIue Ul IKCMPeMusm,
Komopvle NpenoOHOCAMCA peOeHKy KaK Ymo-mo «MOOHOe», «KpYymoey u
«3anpemHoey.

Y

4 KNIOYEBbIX NPABU/NIA BE3OMNACHOCTH
B CETWU AETEW U NOAPOCTKOB

Kparu nuunoe B TadHe
He ny Gy aapses, WHomY, FEOMeTii, LaHHEIE SO0KyMEHTOR H K
NAaHhl CEMEH.

MNanyn aaroputa « CTOM-CNPOCH-PACCKARM»

CTOMN, ecam uto-To HacTopasueaet. CNPOCH y poauTensi, e
BcnW HenaHATHO, PACCHAM ezpocnnim o mobici yrpoae f

WM gMckombopTe.

HomTpanwpyd Hpyr obugenua

DoBaenaid B 4pyEeA TOMLKD TEX, HOTO IHASLE MMUHG.
HacTpoi npreaTHOCTE Npodin.

BiAarsal KpHTHAMSEHOS MbILLAEHHES

He nepexoau no CoMHMTERbHEIM CChUHEM. He Bepb CRMLIKOSM
HBETTYLHERR B TR OHEHHRR

Cnaiin 10.

Baxxno HayunTh neredd nu@poBOW TPAMOTHOCTH U KPUTHIECKOMY
MbIIICHUI0. VM HYy»XHO noHuMarb, 4ro VIHTEpHET — 3TO OTpaKeHHe
peajibHOI0 MHMpa: B HeM eCTh M XOpoluue, U IJIOXHMe JIIOAU, U MPaBHjIa
0€e30IaCHOCTH 3[eCh TAK K€ BA’KHbI, KAK U Ha yauue. He skoHOMBTE Ha
BPEMEHHU, Yallle ¥ O0JIbIIe pa3roBapruBaiTe CO CBOUMHU JIEThMU!

Taxoke B 3alIUTE OT MPECTYIHBIX MOCATATEIHCTB, B UHPOPMUPOBAHUU U
JOTIOJTHUTEIIbHOM BHUMAHUHU HYKIAIOTCS U JIFOJIA MOKUIIOTO BO3PACTA.
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LR

3a mociemHee BpeMs B PECIyOJUKe MPOM3OINLIN 3HAYUTEIIHHBIC
MO3WTHUBHBIC CABUTH: YIAJIOCh OOIMMMH yCHIMSMHU MEPEIOMUTH TCHICHITHIO
pocTa dYHCiIa KHOEpHpecTYIUICHHWH, 3aMETHO BBIPOC YPOBEHBH HH(PPOBOU
3aIUTHI, JIEMOHCTPUPYET OIEPAaTUBHOCTh W QJANTHBHOCTh K TEKYIIUM
BbI30BaM O€JIOPYCCKOE 3aKOHOAATENIHCTBO B OONACTH KHMOEpOE30MacHOCTUH U
ap. IlpumedarenbHO, YTO Hall OMBIT OOPHOBI C KHUOEPIPECTYIMHUKAMU
AKTUBHO MPUMEHSIOT B IPYTHX CTPAaHAX.

Kak ormerun Ilpe3upent PecnyOauku beaapycs A.lLJIykameHko,
«abconomuylo 3awumy om Kubepamaxk He 2apaHmupyem HU O0OHA
cucmema 3auiumol, HO Mbl OO0NIHCHbL MUHUMUUPOBAMb PUCKUY». DTOTO
BO3MOXXHO  JOOWUTHCS, KOTJAAa KaXKIBIM YYaCTHUK WHOOPMAITMOHHBIX
OTHOIIEHUHW, Kaxgas opraHu3amnus OyayT OTBETCTBEHHO IOAXOIUTH K
BBITIOJIHEHUIO TPEOOBaHHWI MO KHOEpOE30MaCHOCTH, a KaXKIbIH YEIOBEK
NPOSBUT ONUTENBHOCTh W BHUMATEIBHOCTH B CiIydyae CHUTyalldd C
MOIIIEHHUKAMH.

Cnanp 11.

POaMTany, HayuHTe QeTei N pagxna BEpErHTE &K HAYHTH
NONE30EATECA HHTEpHEToM OesanacHors NoBe eHWA aT adeprcTos!
NpaaMnkEes!

AKAOEMWS YTIPABNEHHS

NPK NPE3XOEHTE
FECIMYBNHMKH BENAPYCE




