Hwong Dan: AWS Site-to-Site VPN - K&t nOi On-Premise v&i Amazon
VPC

Bwéc 1
M6 hinh: Bén trai 1a On-premise Data Center (gdm Raspberry Pi lam Customer Gateway cai StrongSwan VPN, va 1 server). Bén phai la AWS VPC véi EC2

instance. Muc tiéu: thiét lap Site-to-Site VPN két ndi 2 bén qua IPSec tunnel.




Bwoc 2

Trén AWS cin tao: Customer Gateway (dai dién thiét bi on-prem), Virtual Private Gateway (diém vao/ra VPN traffic cho VPC), va VPN Connection. Ciu hinh
2 tunnel (Tunnel 1 & Tunnel 2) d dam bao redundancy va high availability.

On-prem Data Center
(10.0.0.0724)

C\—\ VPC
(172.31.0.0/16)

Site to Site VPN

Customcy

Customer | Virtual
S:f,?c“fy b e - Hilgte EC2 (Private IP 172.31.22.123)
On-prem Server (StrongSwan) Gateway

Bwoc 3

Ding nhap AWS Console, m¢ VPC Dashboard. Trong menu bén trai phan Virtual Private Network, tim cac muc: Customer Gateways, Virtual Private
Gateways, Site-to-Site VPN Connections.
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Bwoc 4

Tao Customer Gateway: Click 'Customer Gateways' — 'Create Customer Gateway'. Pat tén (vi du: CGW-1). Nhap Public IP address cua thiét bj Customer
Gateway (IP public ctia router/firewall on-prem). Click Create.
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Bwoéc 5

Tao Virtual Private Gateway: Click 'Virtual Private Gateways' — 'Create Virtual Private Gateway'. Pit tén (VPG-1). D& ASN mic dinh (Amazon default ASN).
Click Create.
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Bwoc 6
Attach Virtual Private Gateway vao VPC: Chon VPG vira tao (dang ¢ trang thai Detached) — Actions — Attach to VPC — Chon VPC can két nbi — Click
Attach. Doi trang thai chuyén sang Attached.
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Bwéc 7

Tao VPN Connection: Click 'Site-to-Site VPN Connections' — 'Create VPN Connection'. Dat tén (VPN-1). Target Gateway: chon Virtual Private Gateway vira
tao. Customer Gateway: chon Existing — chon CGW da tao.
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Bwéc 8
Cau hinh Routing: Vi khéng c6 BGP, chon 'Static'. Nhap Static IP Prefix = CIDR range ctia mang on-prem (vi du: 10.1.0.0/24). Click 'Create VPN Connection'.
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Bwoéc 9

Kiém tra VPN Connection: Click vio tab Tunnel Details. Thay 2 tunnel d3 duoc tao nhung trang thai dang Down (vi chwa cdu hinh phia on-prem).
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Bwéc 10

Download Configuration: Click 'Download Configuration'. Chon Vendor = StrongSwan (ho#c vendor phu hgp véi thiét bj cua ban). File nay chtra toan bd
thong tin can cau hinh trén Customer Gateway device.
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Bwdrc 11

SSH vao Customer Gateway device (Raspberry Pi). Cai dat StrongSwan: chay 1énh 'sudo apt install strongswan'.



sudo apt installl

your Customer Gateway. If you are configuring your tunnels as policy-based,
route-based, both tunnels may be up simultaneously. Please note this

1tu 16.04 LTS operating system, but may work with later versions as well.
F Strongswan, it's not recommended to use a version prior to 5.5.1.

k as a Strongswan 5.5.1+ installation in place on the Ubuntu 16.04 LTS operating system (but may work
with other distros as well). It is not recommended to use a Strongswan version prior to 5.5.1. Please check which version your distro's repository has by
default and install the latest stable release if necessary.

1) Open /etc/sysctl.conf and uncomment the following line to enable IP packet forwarding:
net.ipvd.ip forward = 1

2) Apply the changes in step 1 by executing the command ‘sudo sysctl -p

Ln1, Col1 22,732 characters 100% Unix (LF} UTF-8

Bwéc 12
Bat IP Forwarding: Mo file /etc/sysctl.conf, uncomment dong "net.ipv4.ip_forward=1". Luu file. Apply bing lénh 'sudo sysctl -p'.



#1: Enable Packet Forwarding and Configure the Tunnel

This configuration assumes that you already have a default Strongswan 5.5.1+ installation
in place on the Ubuntu 16.04 LTS operating system (but may work with other distros as
well). It is not recommended to use a Strongswan version prior to 5.5.1. Please check which
version your distro's repository has by defoulb=and=install the latest stable release if
necessary.

1) Open fete/sysctl.conf and uncomment thz following l.ne to enable IP packet forwarding:
net.ipv4.ip_forward = 1

2) Apply the changes in step 1 by executimg=tive™commard ‘sudo sysctl -p’

3) Create a new file at /etc/ipsec.conf if doesn't already exist, and then open it.
Uncomment the line "uniqueids=no" under the 'config setup' section. Append the following
configuration to the end of the file:

# AWS VPN will also support AES256 and SHA256 for the "ike" (Phase 1) and "esp" (Phase 2)
entries below.

# For Phase 1, AWS VPN supports DH groups 2, 14-18, 22, 23, 24. Phase 2 supports DH groups
2, 5, 14-18, 22, 23, 24

# To see Strongswan's syntax for these different values, please refer to
https://wiki.strongswan.org/projects/strongswan/wiki/IKEv1Ciphersuites

conn Tunnell
auto=start
left=¥defaultroute
leftid=137.194.247.33
right=44.237.39.77
type=tunnel
leftauth=psk
rightauth=psk
keyexchange=ikevl
ike=aes128-shal-modpl024
ikelifetime=8h
esp=aes128-shal-modplo24

[ Read 68 lines ]

QY Write Out Where Is Execute | lifetime=1h
B8 Read File & Replace & Justify keyingtries=%forever
Ln 26, Col 25 16 of 22,732 characters 100% Unix (LF) UTF-8

Bwéc 13

Cau hinh IPSec: M¢ file /etc/ipsec.conf (tao mai néu chua c6). Uncomment dong "uniqueids = no'.



j sudo sysctl -p
net.ipv4.ip_forward = 1

#1: Enable Packet Forwarding and Configure the Tunnel

This configuration assumes that you already have a default Strongswan 5.5.1+ installation
in place on the Ubuntu 16.04 LTS operating system (but may work with other distros as
well). It is not recommended to use a Strongswan version prior to 5.5.1. Please check which
version your distro's repository has by default and install the latest stable release if
necessary.

1) Open /etc/sysctl.conf and uncomment the following line to enable IP packet forwarding:
net.ipv4.ip_forward = 1

2) Apply the changes in step 1 by executing tHe command ‘sudo sysctl -p*

3) Create a new file at /etc/ipszc.confINf doesn't already exist, and then open it.
Uncomment the line "uniqueids=no' unde ‘config setup' section. Append the following
configuration to the end of the File:

# AWS VPN will also support AES256 and SHA256 for the "ike" (Phase 1) and "esp" (Phase 2)
entries below.

# For Phase 1, AWS VPN supports DH groups 2, 14-18, 22, 23, 24. Phase 2 supports DH groups
2, 5, 14-18, 22, 23, 24

# To see Strongswan's syntax for these different values, please refer to
https://wiki.strongswan.org/projects/strongswan/wiki/IKEv1Ciphersuites

conn Tunnell
auto=start
left=¥defaultroute
leftid=137.194.247.33
right=44.237.39.77
type=tunnel
leftauth=psk
rightauth=psk
keyexchange=ikevl
ike=aes128-shal-modpl@24
ikelifetime=8h
esp=aes128-shal-modplo24
lifetime=1h
keyingtries=%forever

Ln 31, Col 25 24 of 22,732 characters 100% Unix (LF) UTF-8

Bwéc 14

Copy cau hinh Tunnel 1 ti file configuration d3 tai: Uncomment dong 'leftupdown’, thay CIDR range VPC side vio dung vi tri. Copy toan bd section 'conn
Tunnell' va paste vao cudi file ipsec.conf.



necessary.

1) Open /etc/sysctl.conf and uncomment the following line te enable IP packet forwarding:
net,ipv4.ip_forward = 1

2) Apply the changes in step 1 by executing the command ‘sudo sysctl -p’

config setup

3) Create a new file at /etc/ipsec.conf if doesn't already exist, and then open it.
- ; Uncomment the line "uniqueids=no" under the 'config setup' section. Append the following
uniqueids = no configuration to the end of the file:

# AWS VPN will also support AES256 and SHA256 for the "ike" (Phase 1) and "esp" (Phase 2)
entries below.

# For Phase 1, AWS VPN supports DH groups 2, 14-18, 22, 23, 24. Phase 2 supports DH groups
2, 5, 14-18, 22, 23, 24

# To see Strongswan's syntax for these different values, please refer to
https://wiki.strongswan.org/projects/strongswan/wiki/IKEviCipherSuites

conn Tunnell
auto=start
left=%defaultroute
leftid=137.194.247.33
right=44.237.39.77
type=tunnel
leftauth=psk
rightauth=psk
keyexchange=ikevl
ike=aes128-shal-modpl@24
ikelifetime=8h
esp=aes128-shal-modpl024
lifetime=1h
keyingtries=¥%forever
leftsubnet=0.0.8.0/0

~ightsubnet=0.0.8.0/8
I}gpddelay:les

ipdtimeout=30s

dpdaction=restart

## Please note the following line assumes you only have two tunnels in your
Strongswan configuration file. This "mark" value must be unique and may need to be changed
based on other entries in your configuration file.

mark=160
## Uncomment the following line to utilize the script from the “"Automated Tunnel
WY Write Out Execute Healhcheck and Failover™ section. Ensure that the integer after "-m" matches the "mark”
Y Read File &8 Justify value above, and <VPC CIDR> is replaced with the CIDR of your VPC
Ln 52, Col 2 640 of 22, 732 characters 100% Unix (LF) UTF-8

Bwéc 15

Copy cau hinh Tunnel 2: Lam twong ty - uncomment 'leftupdown’, thay CIDR range, copy toan bé section 'conn Tunnel2' va paste vao cudi file ipsec.conf.
Luu file.



ikelifetime=8h
esp=aes128-shal-modp1924
lifetime=1h
keyingtries=%forever
leftsubnet=0.0.0.0/0
rightsubnet=0.0.0.0/0
dpddelay=10s
dpdtimeout=30s
dpdaction=resta

mark=100

leftupdown="/etc/ipsec.d/aws—updown.sh —ln Tunnell -11 169.254.141.

Keyexcnange=1lKevl

dke=ars128_ <hﬁ1 7Tndn1 fa24
Keyexchange=ikev

ike=aes128-shal-modpl@24

ikelifetime=8h

esp=aesl28-shal-modple24

lifetime=1h

keyingtries=¥forever

leftsubnet=0.0.0.0/0

rightsubnet=0.0.0.0/9

dpddelay=18s

dpdtimeout=38s

dpdaction=restart

## Please note the following line assumes you only have two tunnels in your
Strongswan configuration file. This “"mark"™ value must be unique and may need to be changed
based on other entries in your configuration file.

mark=2e0

## Uncomment the following line to utilize the script from the "Automated Tunnel
Healhcheck and Failover" section. Ensure that the integer after "-m" matches the "mark"
value above, and <VPC CIDR> is replaced with the CIDR of your VPC

## (e.g. 192.168.1.0/24)

#leftupdown="/etc/ipsec.d/aws-updown.sh -1n Tunnel? -11 169.254.127.196/36 -lr
169.254.127.189/30 -m 200 -r <VPC CIDR>"

4) Create a new file at /etc/ipsec.secrets if it doesn't already exist, and append this
line to the file (be mindful of the spacing!). This value authenticates the tunnel
endpoints:

137.194.247.33 52.26.100.233 : PSK "70Lgwisiely

le_hi2RxaCwFGt_"

COMT

5) If you would like to configure your route-based tujinels manually, please complete the
following steps #2 - #5, These steps may be omitted i¥ you decide to follow the steps in
the "Automated Tunnel Healthcheck and Failover| Ngctibn of the document.

#2: Tunnel Interface Configuration

A tunnel interface is a logical interface associated with tunnel traffic. All traffic
to/from the VPC will be logically transmitted and received by the tunnel interface.

1) If your device is in a VPC or behind a device performing NAT on your local network,
replace <LOCAL IP> with the private IP of the device. Otherwise, use 137.194.247.33. The
"key" value below MUST match the integer you placed as the "mark" value in your
configuration file.

W wWrite Qut Where Is Cut Execute
@i Read File gl Replace WY Paste & Justify sudo ip link add Tunnel2 type vti local <LOCAL IP> remote 52.26.1@8.233 key 200

Ln 60, Col 122 13 of 22,734 characters 100% Unix (LF) UTF-8
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Cau hinh Shared Secrets: M¢ file /etc/ipsec.secrets (tao méi néu chwa c6). Copy Pre-Shared Key cta Tunnel 1 va Tunnel 2 tir file configuration, paste vao
file ipsec.secrets. Luu file.



z j 3 sudo sysctl —p right=44.237.39.77
. type=tunnel
net.ipv4.ip_forward = 1 TeFtauth=psk
f It sudo nano /etc/ipsec.conf rightauth=psk
i keyexchange=ikevl

ike=aes128-shal-modp1024

ikelifetime=8h

esp=aes128-shal-modpl1024

lifetime=1h

keyingtries=%forever

leftsubnet=0.0.0.0/8

rightsubnet=0.0.6.0/0@

dpddelay=18s

dpdtimeout=3@s

dpdaction=restart

## Please note the following line assumes you only have two tunnels in your
Strongswan configuration file. This "mark"™ value must be unique and may need to be changed
based on other entries in your configuration file.

mark=180

## Uncomment the following line to utilize the script from the "Automated Tunnel
Healhcheck and Failover" section. Ensure that the integer after "-m" matches the "mark"
value above, and <VPC CIDR> is replaced with the CIDR of your VPC

## (e.g. 192.168.1.0/24)

leftupdown="/etc/ipsec.d/aws-updown.sh -1n Tunnell -11 165.254.141.114/3@ -1r
169.254.141.113/36 -m 100 -r 172.31.9.8/1e"

4) Create a new file at fetc/ipsec.secrets if it doesn't already exist, and append this
line to the file (be mindful of the spacing!). This value authenticates the tunnel
endpoints:

137.194.247.33 44.237.39.77 : PSK "3jvboSF6utAOel3xjoCMggkXUrwc_8rL"

5) If you would like to configure your route-based tunnels manually, please complete the
following steps #2 - #5. These steps may be omitted if you decide to feollow the steps in
the "Automated Tunnel Healthcheck and Failover™ section of the document.

#2: Tunnel Interface Configuration

A tunnel interface is a logical interface associated with tunnel traffic. All traffic
to/from the VPC will be logically transmitted and received by the tunnel interface.

1) If your device is in a VPC or behind a device performing NAT on your local network,
replace <LOCAL IP> with the private IP of the device. Otherwise, use 137.194.247.33. The
"key" value below MUST match the integer you placed as the "mark" value in your

Ln 62, Col 43 18 of 22,736 characters 100% Unix (LF) UTF-8
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Tao script Up/Down: Tao file /etc/ipsec.d/aws-updown.sh. Copy toan bg script tir section ‘Automated Tunnel Healthcheck and Failover' trong file config.
Thém dong 'src [local IP]' vao cudi 1énh 'ip route add'. Luu file v chmod +x dé cap quyén thuc thi.



sudo sysctl -p the differences, please refer to
http://packetlife.net/blog/2011/aug/15/policy-based-vs-route-based-vpns-part-1/

net.ipv4.ip_forward = 1

sudo nano /etc/ipsec.conf === DISCLAIMER ===
: it Please be aware that AWS is in no way responsible for any of the use, management,
sudo nano /etc/ipsec.secrets maintenance, or potential issues you may encounter with the following tunnel failover

workaround. It is strongly recommended that you thoroughly test any failover solution prior
to implementing it into your production environment.

This failover mechanisw=iws=been tested using Strongswan 5.5.1 and Ubuntu 16.64 LTS.

=== HOW-TO ===
1) Create a new file at ||etc/ipliec.d/aws-updown.sh if it doesn't already exist, and append
the following script| to |fhe filg:

#¥!/bin/bash

while [[ $# > 1 ]]; do
case ${1} in
-1n|--1ink-name)
TUNNEL_NAME="${2}"
TUNNEL_PHY_INTERFACE="${PLUTO_INTERFACE}"
shift

-11|--1link-lecal)
TUNNEL_LOCAL_ADDRESS="${2}"
TUNNEL_LOCAL ENDPOINT="${PLUTO ME}"
shift
33

-1r|--1ink-remote)
TUNNEL_REMOTE_ADDRESS="${2}"
TUNNEL_REMOTE_ENDPOINT="${PLUTO_PEER}"
shift

-m| --mark)
TUNNEL_MARK="${2}"
shift
3

-r|--static-route)
TUNNEL_STATIC_ROUTE="${2}"
shift

" H
echo "${@}: Unknown argument \"${1}\"" >&2

Ln 275, Col 1 22,736 characters 100% Unix (LF) UTF-8
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Khoi dong lai StrongSwan: Chay 'sudo ipsec restart'. Kiém tra trang thai: 'sudo ipsec status'. Két qua hién thi Tunnel 1 va Tunnel 2 déu ESTABLISHED.



awsj sudo sysctl —p create_interface
: = configure_sysctl
net.ipv4.ip_forward = 1 add route
j sudo nano /etc/ipsec.conf

3
i down-client
sudo nano /jetc/ipsec.secrets DuCL i)

cleanup
sudo nano /etc/ipsec.d/aws-updown.sh delete_interface
sudo chmod 744 /etc/ipsec.d/aws-updown.sh b

esac
2) To make the file executable, run the command ‘sudo chmod 744 /etc/ipsec.d/aws-updown.sh

3) Open the file /fetc/ipsec.conf and ensure the "leftupdown" parameter at the end of each
of your 'conn' entries is uncommented. You will need to modify <VPC CIDR> to match the CIDR
of your VPC (e.g. 192.168.1.8/24). Please also verify the integer value after the "-m"
option matches the "mark" parameter of your configuration ifpyee=hewe-nmsdg changes to the
default values of this configuration file.

4) Restart the Strongswan daemon by executing the command 's.udo ipsec resiart’

5) Check if your updown script worked properly. You can use the follow ommands to test
if there are entries created for each of your tunnels:

- Execute 'sudo ipsec status' to ensure both of your tunnels are ESTABLISHED

- Execute 'sudo ip route' to ensure route table entires were created for each of your
tunnel interfaces, and the destination is the remote VPC CIDR

- Execute 'sudo iptables -t mangle -L -n' to ensure entries were made for both of your
tunnels in both the INPUT and FORWARD chains

- Execute 'ifconfig' to ensure the correct 169.254.x addresses were assighed to each end of
your peer-to-peer virtual tunnel interfaces

- Attempt to ping a destination in the remote VPC from a host within your local network. If
there is no response, check to see if your instance's security groups are allowing traffic
and verify your settings entered above are correct once again

6) Verify failover is working properly. You can test this by blocking traffic from the
remote virtual private gateway (VGW) public IPs. For example:
sudo iptables -A INPUT -s <VGW PUBLIC IP> -3j DROP

Additional Notes and Questions

- Amazon Virtual Private Cloud Getting Started Guide:
http://docs.amazonwebservices.com/AmazonVPC/latest/GettingStartedGuide

- Amazon Virtual Private Cloud Network Administrator Guide:
http://docs.amazonwebservices.com/AmazonVPC/latest/NetworkAdminGuide

Ln 371, Col 91 41 of 22,736 characters 100% Unix (LF) UTF-8
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Xac nhan trén AWS Console: Quay lai VPN Connection — Click Refresh — Chon VPN — Tab Tunnel Details: ca 2 tunnel déu hién trang thai UP.
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g VvPC Lﬁm EC2 <& CloudWatch CloudFront @ Elastic Container Service  Bi@ Cognito &= | Kinesis

Rule groups = " PN i ®

VPN connections (1/1) info [ C ‘ | Actions ¥ ] [ Download configuration ’ Create VPN connection
Domain lists

l Q. Find resource by attribute or tag | 1 {§} ]

¥ Network Firewall
Name ,# v ‘ VPN ID v | State v ‘ Virtual private gateway ‘ Transit gateway v |
Firewalls
‘ (o] vpn-1 vpn-07¢1b79c0dfdb3das @ Available vgw-02d840c9a50546¢c5e =

Firewall policies

Network Firewall rule
groups

TLS inspection
configurations

Network Firewall VPN connection vpn-07c1b79c0dfdb3da5 / vpn-1 & X
resource groups
Details Tunnel details Static routes Tags
¥ Virtual private network
{VPN)

Tunnel state
Customer gateways

Virtual private gateways Tunnel number ¥ OQutside IP address ¥ Inside IPv4 CIDR w Inside IPv6 CIDR Statue==9  Last status change v Detail
Site-to-Site VPN Tunnel 1 44.237.39.77 169.254.141.112/30 - % April 15, 2024, 21:08:58 (UTC-04:00) -
connections
Tunnel 2 52.26.100.233 169.254.127.188/30 - ; - AR April 15, 2024, 21:09:00 (UTC-04:00) -
Client VPN endpoints v
¥ AWS Verified Access » Tunnel 1 options info
Verified Access ;
» Tunnel 2 options info =

instances New ¥

loudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Tao EC2 Instance dé test: Launch Instance, dit tén, proceed without key pair. Edit Network Settings: Disable auto-assign public IP. Security Group: Allow
All ICMP tur CIDR range cua on-prem data center. Click Launch.
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EC2 > Instances » Launch an instance

¥ Summary
G
La unc h an | nSta NCE o Number of instances  Info
Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by 1
following the simple steps below.
Software Image (AMI)
Name and tags info Amazon Linux 2023 AMI 2023.4.2...read more
ami-0395649fhe870727e
Name I 1 Virtual server type (instance type)
| TestEd | I Add additional tags -
. . | J — e ~ Firewall (security group)
New security group
v Application and OS Images (Amazon Machine Image) info
Storage (volumes)
1 volume(s) - 8 GIB
An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for
below @® Freetier: In your first year X
includes 750 hours of t2.micro (or -
Q. Search our full catalog including 1000s of application and OS images
Cancel Launch instance
Quick Start Review commands -

CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Cau hinh Route Table trong VPC: Vao VPC — Route Tables — Chon route table — Tab Routes — Edit Routes — Add Route. Destination = CIDR on-prem
(10.1.0.0/24), Target = Virtual Private Gateway. Save changes.
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&g vPC @ EC2 <& CloudWatch i) CloudFront | Elastic Container Service £ Cognito = Kinesis
o = Q

—

L X VPN connections (1/1) info [ C ‘ I Actions ¥ ] [ Download configuration ’ Create VPN connection O]
EC2 Global View [4
l Q, Find resource by attribute or tag | 1 {§} ]
Filter by VPC:
Select a VPC - ‘ Name ¢ v | VPNID v | state v | vVirtual private gateway v | Transit gateway v |
‘ (o] vpn-1 vpn-07c¢1b79¢0dfdb3das @ Available vgw-02d840c9a50546¢5e =
¥ Virtual private cloud »
Your VPCs
Subnets
Route tables
Internet gateways VPN connection vpn-07c1b79c0dfdb3da5 / vpn-1 & X
Egress-anly
gateways % Details Tunnel details Static routes Tags
Carrier gateways
DHCP option sets Tunnel state
Elastic IPs Tunnel number v Outside IP address ¥ Inside IPv4 CIDR ¥ Inside IPv6 CIDR ¥ Status v Last status change v Detail
Hanaged.pretix lsts Tunnel 1 44.237.39.77 169.254.141.112/30 - @up April 15, 2024, 21:11:47 (UTC-04:00) -
Endpoints
= Tunnel 2 52.26.100.233 169.254.127.188/30 - ®@ Up April 15, 2024, 21:12:16 (UTC-04:00) -

Endpoint services

NAT gateways » Tunnel 1 options info

Peering connections

» Tunnel 2 options info

© 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

https/fus-west-2.consale.aws.amazon.com/vpc/homerregion =us-west-2#NetworkFirewallResourceGroups:

Bwéc 22

[KIEM TRA] Copy Private IP cia EC2 instance. Tir terminal trén Customer Gateway (on-prem), chay 1énh "ping [Private IP EC2]". Két qua: Ping thanh céng
qua private IP — VPN Site-to-Site hoat dong!
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EC2 Dashboard
EC2 Global View

Events

¥ Instances

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity

Reservations New

Images
AMIs

AMI Catalog

Elastic Block Store

Volumes

loudShell

Instances (1/1) info

| <z H Connect H Instance state ¥ || Actions ¥ |

\ Q Find Instance by attribute or tag (case-sensitive)

| |All states ¥ |

[ Instance ID = i-0ae3d59cab136daf0 ‘ X |

| Clear filters ]

Launch instances

Feedback

Hostname type
IP hame; ip-172-31-22-123.us-west-
2.compute.internal

Private IP DNS name (IPv4 only)
ip-172-31-22-123. us-west-2.compute.internal
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Name # v Instance ID ‘ Instance state v | Instance type ¥ | Status check Alarm status | Availability Zor
‘ TastEC2 i-0ae3d59cab136daf0 @ Running & & t2.micro - View alarms 4 us-west-2b
7 »
Instance: i-0ae3d59cab136daf0 (TestEC2) & X
Details Status and alarms New Monitoring Security Networking Storage Tags
¥ Instance summary Info =
|
Instance ID Public IPv4 address Private IPy4 addresses
i-0ae3d59cab136daf0 (TestEC2) —~ 172.3)).22.123
IPv6 address Instance state | &'}IP\MJ DNS
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