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Bce wyamie MOIIEHHMKHM [JIs1 MOJIYYEHHs JIOCTYNa K IEPCOHAIBHBIM
JTaHHBIM, PEKBU3UTaM O0aHKOBCKUX IJIATEKHBIX KapTOYEK, MAPOJISIM U APYTOH
KOH(PUIACHIMATbHON HWHPOPMAlUA MCHOJB3YIOT METOJbl «COLUAJIbHON
WH)XCHEPUU»: HE B3JIAMBIBAIOT YCTPOWCTBA, a BBIMAHHUBAIOT HYXKHYIO
UH(GOPMAIIMIO, UCTIONB3YS BaIlll SMOIIHH.

C xiuueHtoM OaHKa TOCPEICTBOM Tele(QOHHOTO 3BOHKA WJIH B
COLIMANIBHBIX CETAX CBSI3bIBAETCS MOIIEHHUK IOJ BHJIOM IPEACTABUTENS
OaHKa WM C aKKayHTa Jpyra, poJCTBEHHUKA. B Xo1e 3BOHKA WIH MEPENUCKU
coOECETHUK OINMCHIBAET CBOK CIOXKHYIO JKU3HEHHYIO CUTYal[MI0 U MPOCUT
eMy MaTepHalbHO IMOMOYb WJIM «3alyTMBaeT» JIOXKHOW HHpOopmamnmein o
COMHUTEJIBHBIX OMepanusx ¢ OaHKOBCKOW KapTOYKOW (HAJIMYWU 3asiBKU Ha
KpeauT, OJOKHUPOBKE CueTa, MOUICHHHYECKUX aTakax H Jp.), MPEACTaBIsAACH
paboTHUKOM OaHKa, M Mpeajaraet AJisi COXpPaHEHHs] OCTABIIMUXCS JEHEKHBIX
CPEICTB TMepeBecTH HuX Ha HOBBIM cueT. CoOeceqHUK TOBOPUT OUYEHb
yOeAUTENbHO U, KaK MPAaBUIIO, TOPOIIUT Pa3BUBAIOLINECS COOBITHS.

CueHapum  MoOrytr ObITh pa3HbIMH, a MTOI OJMH: KJIMEHT
CaMOCTOSITEIHHO ~TPENOCTABISET BCE CEKPETHBIE JaHHbBIE, KOABI W3
cMc-cooOuIeHni O0aHka, JIOrTMH W napoiu. [loaToMy Takue ciydau He
OTHOCATCA K TPUHLUIY «HYJIEBOW OTBETCTBEHHOCTH» OaHKa, TaK Kak
KOH(HICHIIUATbHBIE JAHHBIC 3JIOYMBIIIICHHUKY COOOLIMIIN BBl CaMHU.

O06e3onacuTe ce0S OT JAHHOIO THIIA MOIIEHHHYECTBA MOJXKHO,
coOmogas MpOCTble Mepbl 0€30IaCHOCTH U MPOSBISAS  Pa3yMHYIO



onutenbHOCTh. Ecnu Bamr cobeceqHUK MpeacTaBUICS COTPYIHUKOM OaHKa U
IIBITAETCS MOJIyYUTh NIEPCOHAJIbHBIE JTAHHBIE, PEKOMEHTYEM
HE3aMeJIJTUTEILHO 3aBEPIIUTh TUAJIIOT U CAMOCTOSITEIIbHO OOPaTUThCs B OaHK
0 HOMEPY, YKa3aHHOMY Ha Baiieit 0aHKOBCKO# kapTe, o(hUIIMaILHOM caiTe
A100 MPUNTHU B 0UC JTUYHO.

He Oyapre wu3numiHe JOBEpUYMBHIMU, HE COBEpIIANTE JEHCTBUM,
KOTOpBIE CIIOCOOCTBYIOT Mepenade KOH(GUICHIIUAIBHBIX TaHHBIX TPEThUM
auam!

BoT HECKOJIbKO MPOCTHIX COBETOB, COOTIOCHUE KOTOPBIX, MO3BOJUT HE
CTaTh )KEPTBOM 3JI0YMBIIIJICHHUKOB:

1. Ilepen TeM, KaKk OTKJIMKHYTHCSI Ha MPOCKOY JApyra B COIMAIBHOM CETH,
CO3BOHUTECHh C HUM WJIM HalauTE COCO0 yOEAUThCS B TOM, YTO €rO
aKKayHT HE B3JIOMaH (3aJlaiiTe ApyTy BOMPOC, OTBET HA KOTOPHIN 3HAETE
TOJIBKO BbI 004a);

2. Y 0aHKOB HET COBMECTHBIX KOHTAKTHBIX IIEHTPOB U CIyXkO
0€30MacHOCTH,  CJEAOBATEIbHO, TMEPEKIIOYEHUE MEXAY  HUMHU
HEBO3MOKHO. Eci 3BOHAIINI TOBOPUT O TAaKOM «IIEPEKIIOYEHUNY,
MIPEPBUTE Pa3roBOP U NEPE3BOHUTE B baHk MO HOMEpaM, yKa3aHHbIM Ha
Ballleid OaHKOBCKOM KapTe JMOO OQUIHAIBHOM caiTe (PUHAHCOBOTO
YUPEKICHUS;

3. Ecin cMc-cooO1ieHne O MOJ03PUTENbHONW OmNepanuu MO KapTO4Ke
IPUXOIUT B HOBYIO BETKY IIEPEMUCKH, B KOTOPOH paHee He ObLIo
cooOmieHut ot banka — 3TO TOBOJ YTOUYHHUTH €€ JOCTOBEPHOCTh U
Nepe3BOHUTH B baHk Mo oUlMaIbHBIM HOMEPaM;

4. PaboTHUKM OaHKa HUKOIJA HE MPOCAT O3BYUYUTh CMC-KOJ, KOTOPBIN
HEOOXOJIUM JIsl IOJITBEPIKICHUSI COBEPIIICHHS] OaHKOBCKOM Omepaliuu, a
TAK)K€ HUKOIJA HE CIPAIMBAIOT JOTWH WA Napoib JJIsi BXOJa B
cucreMy HWMuTepHer-OankuHra. B Takoil cuTyalum HEMEIJICHHO
IpPEpBUTE pa3roBOp W CBsDKUTECh ¢ bankom mo odumuansHBIM
HOMEpaM.

5. Huxomy He cooOmaiiTe qaHHbIE CBOEH KapTOUYKU M BCETAA JAEPKUTE €€

B I10JI€ 3PEHHUS IPU COBEPLIEHUH IIATEKEN;

O6s13aTenbHO noakiItounTe 3D-secure U cMC-ONOBEIICHUE;

7. Wcnonb3yiTe TOMBKO OQUIMANIBHBIA CalT Jisi BXOJa B CHUCTEMY
WNHrepHeT-0aHKUHra WM OQUUUAIbHOE MOOWIBHOE NPUIOKEHHUE
COOTBETCTBYIOIIETO OAHKOBCKOTO YUPEXKICHUS;

8. Perynsippo OOHOBISTE MApOJH, UCIIONB3yEeMbIE JIJIsi BXOAAa B CUCTEMY
WuTepHeT-0aHKMHTA, a TAaK)Ke JJIsI OATBEPKICHUS TIaTEkKENH;

9. B caydae BbISBICHUS [JEWCTBUA MO KapTOYKe, KOTOpPbIE HE
COBEPILAJIUCH €€ Jep)KareieM, He0OXOIMMO OINEepaTUBHO OOpaTurcs B
bank mno oduimanbHBIM HOMEpaM WU 3a0JOKMPOBATH KapTOUKY
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camocrosTenibHO B WHTepHer/M-0ankuHre (Ipu HaJIWYUK  TaKOM
BO3MOKHOCTH).

Yro ObI o0e30macurb ce0f U MOBBLICHTH YpPOBeHb UHU(POBOH
rPaMOTHOCTH, PACCMOTPHUM CcaMble PACHPOCTPAHEHHbIE HA TeKYIIHH
MOMEHT CXeMbI MOLLIECHHUYECTBA:

1. «3BoHOK N3 bankay»

Bam 3BoHUT He3Hakomeln. HoMep BXOAsIIero 3BOHKA OYEHb MTOXO0XK Ha
HOMep OaHka, a 3BOHSIIUN MpeACTaBiIseTCd PaOOTHUKOM KOHTAKT-LIEHTpa
WM CITy>KObI 0€30MacHOCTH OaHKa.

Jlns  peann3aliii  MOIIEHHUYECKOM CXEMbl TaKXKe HCIOIb3YIOTCS
MecceHKephl, npexzae Bcero Viber, WhatsApp u Telegram. Bxopsuuit
3BOHOK MaKCHMaJbHO 3aKkamy(aupoBaH IO/ 3BOHOK COTPYIHHKa OaHKa: Ha
aBaTapke MOXKET HCIOJIb30BaThCS JIOTOTUIl OaHka (MOJHOCTBIO WIIU
YaCTUYHO), a OToOpakaeMblii Teae(OHHBI HOMEp 3BOHSIIETO MOXKET OBbITh
OYEeHb MOXOX Ha TenedoH cmykObl MOACPKKN OaHKa. Y MOIICHHUKOB €CTh
BO3MOXXHOCTh 3BOHUTH C HOMEpPOB, IOXOXKHUX (peXke — TOJHOCThIO
COBITQJIAIONINX) Ha OUIIMATbHBIE HOMEpa OaHKa. 3710yMBIIUICHHUKH MEHSIOT
u(psl B HOMEPE, KOTOPHIE Bbl MOKETE HE 3aMETUTh.

MorieHHUK COOONIAET, UTO «OaHK BBISIBUJI MTOJA03PUTEILHYIO OMEPAIIUIO
no Barmeil kapTe» Wiau «IOCTYNUI 3alpoC HAa OHJIalH-0OpPMIIEHUE KPEauTa
Ha Bamre nms».

OH mpocut y Bac JIOTHH U Napoiib oT MIHTepHeT-0aHkuHTa, Koa u3 SMS
ot banka (3auactyio compoBoxaaeMbiii ppazort «Hukomy He coobmaiite!»),
PEKBU3UTHI KapThl (IOJTHBIM HOMEp KapThl U Cpok ee nerctBus, CVV- wim
CVC-kom). DTO HY>KHO SIKOOBI «JIJI1 COXPAaHHOCTH BalllUX JIEHET».

Kak Mo1IeHHHMK NbITaeTC Bac yOeauTh:

® «Mbl 360HUM C OuUYUATLHO20 HOMEDA, NPOBepbIE HA Catime).

® «B yenax konguoenyuanvHocmu s 6xKIOUAI0 pOOOMA, KOMOPbLIL
3auumum eawiu OAHHbIEY.

o Jlna yOemuTeIbHOCTH OH Ha3bIBA€T BAallld MEPCOHAJBHBIE JaHHBIE
(ums1, oTtdecTBO, mocienHue 4 UUPPHl KapThl U ApP.) U MPOCUT
NEPEBECTU ACHBIN «HA 3AUUWEHHBLLL CYUenm, KOMOPbll 3aKPeNniéH 3a
NEPCOHANbHBIM MEHeOHCEPOM: MO HYIHCHO Ol Oe3onacHocmu, d
HOMOM 8bl CMONCEME EPHY ML OCHLIUN.

e lnu nmpocuT Ha3BaTh Ballld MEPCOHAJIbHBIC JAHHBIEC WM CEKPETHBIE
KOJIbl U3 SMS po0oTY, Ipu 3TOM B TPYOKE BBI CIIBIIINUTE MY3BIKY.

e BaMm mpemiararotr yCiIyrd CTPaxOBKHU OT MOLLIEHHUYECKUX JEUCTBUM.
s ee opopmiieHrs HEOOXOAUMO MPEIOCTAaBUTh JIAaHHBIE O KapTe,
Ha KOTOpPOW HAXOJATCS 3HAYUTEIbHBIC JACHEXKHBIE CPEACTBA U
SMS-ko/1 1711 MOATBEPKIACHUS OIEpALUU.



Baoswcno! Hukomy ne coobwaiime ceou nuyHwvle OaAHHblEe, OAHHbBIE
Kapm, 3auiumnsle Koowl, koovl uz SMS! Ecnu ¢ kapmoii, oeticmeumesnsbHo,
npoucxooam MouwieHHuYeckue onepayuu, bank cam Mmooxcem ee
3a010Kuposams!

Eme oauH u3 cnoco0OB MOAYy4YWUTh AOCTYNl K BamuMm aeHexHbIM
CpeACTBaM, HCIMOJB3YS METOAbl COLMAIBHOM WHXXEHEPUHU, MOOYIUTH
KJIMEHTOB OaHKOBCKUX YYPEXKICHUW YCTAaHOBUTH CTOPOHHHWE MOOUIIBHBIE
OPWIOKEHUST NIl YAAJIGHHOTO JIOCTyla B  MOOWJIBHOE YCTPOMCTBO
MMOTCHUHMAIBbHON XepTBbl. JlJIsi mpumepa, OOHUM U3 TAKUX IPUIOKECHUN
spisiercst  “AnyDesk - ymanennoe ympasinenue” wu3 cepBucoB Google
Play/App Store.

3BOHKHM OCYIIECTBISIOTCS, KaK MPaBUIIO, HA MOOWIbHbBIE TeIE(OHBI U3
YKa3aHHBIX BbIIlIE MECCEH]IKEPOB. [Ipu 3TOM MOIIEHHUKU TPEACTABIISIOTCS
COTpyaHUKaMH OaHKa, COOOIIAIOT O SIKOOBI 3a(UKCHUPOBAHHBIX TOMBITKAX
COBEpUICHUSI TOJO3PUTEIIBHBIX OIEpalrii Ha BHYIIUTEIbHBIE CYMMBbI,
NpeAJIaraloT NOATBEPIUTh HMX JIETUTUMHOCTb. B Xome pa3roBopa, ¢ LENbIO
CKOPEHMIIEr0 BXOXKACHUS B JIOBEPHE, ONPAIIMBAIOT KIUEHTA, 3aJaBas
Bompochl obmiero xapakrepa: «llepenaBanacy nu BIIK Tperbum nunamy,
«Jocrapnsarorcs mu CMC-onoBenieHusi» U T.. CooOIamT o OIOKHpPOBKE
COMHUTENIbHBIX ONEpaluii W cueTra KiIueHTa. JIJisi TMOBBINICHUS CTENEHU
3alIMIIEHHOCTH VHTEepHEeT-0aHKMHIa M BOCCTAaHOBIICHHS JIOCTyIa K CUETy
KIIMEHTY HACTOATEIbHO PEKOMEHAYIOT yCTaHOBUTH MpmiiokeHne «AnyDesk -
yaajJeHHOe ympaBieHue» u3 cepBucoB Google Play/App Store. B cmyuae
comacus  MOCTPaAaBIIEr0, KOHEYHO K€, OKAa3blBAIOT IOMOIIb H
KOHCYJIBTAllMI0 B YCTAHOBKE. YCTAaHOBJIEHHOE IPUJIOKEHHUE TO3BOJSET
3JIOYMBIIIJICHHUKAM TOJYYUTh YAAIEHHBINA JOCTY K BallleMy YCTPOUCTRY.

2. «lloTeHUMANBHBIA MOKYIATE/Ib)

MollIeHHUK TpPEeACTaBISIETCS MOTEHIMAIbHBIM IOKYIIATEeJIeM TOBapa,
OOBsIBIICHHE O MPOAAKE KOTOPOTo ObUIO pa3MEIIeHO BaMu B ceTu MHTepHeT.
[lo KakKuM-TO TPUYMHAM «IOKYIATEIb» HE MOXKET CEroAHs MPUBE3TH WIIU
NEPEUYUCITUTh JACHbIU, HO XOYET MPHUCIATh BaM 3aJI0T U3 JPYroro ropoja mo
CHUCTEME JUCTAHIIMOHHOTO OAHKOBCKOTO OOCITY>KUBAHUS.

JIist mpoBepKM MOCTYIUIEHUS! MEpEeBOAa MOIICHHUK HampaBisieT Bam
CCBUIKY Ha (DUILMHIOBBIM CalT, KOTOpBIA OYEHb OJNM30K MO JAMU3alHy Ha
UCIIOIb3YEMbIA BaMU MHTEPHET-OAHK WJIM CTPAHMILY JJIsi BBOJIAa PEKBU3UTOB
KapTOYKHU I NOJyYEHHS YK€ OTIPABICHHOTO NIEPEBO/IAa JEHEKHBIX CPEACTB.
[Tocne BBemeHus BaMu B T0Jis (DUITMHTOBOTO CalTa Mapojs M JIOTWMHA WU
PEKBU3UTOB BAIlIEW KAPTOUKH, IAHHBIE CTAHOBATCS JOCTYITHBI MOIIIEHHUKY.

BmecTo CChUIKM MOIIEHHUK MOXET HampaBuTh BaM (QR-kox, KOTOpBIN
TaK)Xe XpaHUT B ceOe CChUIKY Ha (UINTMHTOBBIN cailT. [locne BBeaeHus BaMu
B MOJs (DUIIMHTOBOrO cailiTa Maposisi W JIOTUHA WM PEKBU3WUTOB Balleh
KapTOUYKH, JaHHBIE CTAHOBSITCS IOCTYITHBI MOIIICHHHUKY.



Ba:xxno! He mnepexogure mno mnomxo3puTe/ibHbIM cCbLIKaMm. Jlns
BeO-Bepcun MHTepHET-0aHKMHTa HCHOJB3YHTE TOJIBKO O(UIMAIBHBIA CallT
banka, a mma MOOWIBHOM BEepCHMM — TOJBKO MOOHWJIBHOE IPHUIIOKEHHUE,
3arpy>keHHO€ M3 OQUIIMaTbHBIX Mara3uHoB. BHUMaTenbHO U3yuUTE CANT, HA
KOTOPOM BBOJIMTE JIMYHBIE JIaHHBIE. O0s3aTEIbHO MPOBEPHTE HAIMUUE TAKOTO
caiita B UHTepHeTe myTeM 0OBIYHOTO MOUCKA.

3anomuuTe! [l mosydyeHusi mepeBoa [I€HEKHBIX CPEACTB HeET
He00X0AMMOCTH BBOAMTH CPOK JeiicTBus KapThl 1 CVV-koa.

3. «Coo01meHnsi B COUAIbHBIX CETHX»

MOlIEHHUK HE3aKOHHBIM ITYTEM TOJYy4YaeT AOCTYIl K CTPAHUYKE B
COLIMAIbHOM CETM M OTHpaBiseT COOOIIEeHUs C Mpocb0oil (puHAHCOBOI
MIOMOIIY OT UMEHHU €€ BIAJIEIIbIIA JPY3bsM.

IIpocbba moxeT ObITh camas pa3Has: oT « CKMHb MHE JEHEr Ha Kapry,
o JIpyx)0e» 10 HEXBATKU JIEHET Ha OOJBIIYIO MOKYIKY. B peakux ciaydasx
MOIIICHHUK JakK€ MPOCHUT MPOU3BECTH OIUIATy CaMOCTOSTEIbHO, oberras
BO3MECTHUTH 3aTPaThl PU JINYHON BCTPEYE.

[Ipy mMoOdMyYyeHWH COMHHTEIIBHOIO COOOIIEHUS WJIM MaJleHien
HEYBEPEHHOCTH B TOM, YTO BBl JICUCTBUTEIIBHO OOIIAETECh C BIIAJICIIbIIEM
CTPaHUYKH, TO3BOHUTE EMY.

4. «Po3pIrpoiin/pazaaun/onpocsl oT baunka W HHBIX

OpraHu3anuin»

MOIIEHHUKN OCTaBISAIOT BBIIYMaHHYI0 peKjiamMy B TOMYJISPHBIX
COIMANBHBIX CeTAX 00 ompoce oT umeHu banka u «Pa3zmadye mpus3oB nepBoit
1000 mpomenmux omnpoc!» au00 I 3a4KMCICHUs JACHEKHBIX CPEACTB B
4eCcTh I0OMJIEHHON JaThl CO AHS 00pa30BaHUs TOTO WJIM MHOTO (PMHAHCOBOTO
yupexaenus. Llens ompoca — wu3yuuTh MHEHUE KiaueHTOB. [locrie
MIPOXOXKJEHUSI OIpPOCa OpraHU3aTop OOENIaeT JEHEKHOE BO3HArpaxicHue.
OnHako, MO OKOHYAHUIO OMpPOCa HEOOXOAMMO 3arulaTUTh HEOOIBIIYIO
KOMHUCCHUIO, CBSI3aHHYIO C IIE€PEUYHMCICHUEM BO3HArPaXJICHUS WM BBECTHU
NepCcoHaJbHbIE JaHHble Bamiedl kapThl NI 3a4KMCIICHUS HAa HEE JICHEXKHBIX
CPEACTB.

JlaHHBI KeWC OYeHb pa3HOOOpa3eH U OTrPAaHUYMUBACTCS TOJBKO
BOOOpa)XXEHHMEM MOIIICHHUKOB. BMecTo ompoca MOXKET Mpejiararbes
BO3MEILIEHUE HAJIOTOBBIX BBITLIAT, KOMIIEHCAIMA 32 HAJIMYUE BalllUX JAHHBIX B
0a3e «yTEUYKW» U MHbIC MAXUHAIUU.

Ba:kno! IloceTute o(puuaNbHYI0 CTPAaHUIY OPraHM3alUN, a He
pecypc, CCbUIKY HAa KOTOPbIA MPHCJIAJ MOIIEHHUK WIH NMO3BOHUTE B
KOHTAKT-UEHTP ISl NPOBEPKH HAJIMYMSA AKIUHW, PO3BITPHINIA WJIH
ompoca.

5. «DUIIMHT U HOBLIIECTBA B PA3JIHYHBIX IJIATEKAX»

JIOMTOTHUTENIBHO XOTHUM pAacCKa3aTh O HOBOM MOIICHHUYECKOM CXEME,

KOTOpasi B TEKylIee BpeMs IIMPOKO PACIpPOCTpaHEHA Ha TEPPUTOPUU



Poccuiickoit deneparui M, K COXKAJICHHIO, MOXET OBITh aKTyajdbHa IS
rpaxaad Pecnyonuku benapyce.

370YyMBIIIJIECHHUKAMHA 0  DJICKTPOHHOM  TOYTE€  PacChUIAKOTCS
danpiuBeie yBEIOMJICHUS 00 OIUIATE JOJITOB 3a KUJIUIHO-KOMMYHaIbHbIE
YCIYTrd, KOTOpPhIE BO3HUKJIM 3a BpeMs caMmou3oisiiuu. B mucbmax
cooOmmaeTcs O 3aJ0DKEHHOCTH W TPOChOONM OIUIATUTHh TOAJICIbHBIC
KBUTAHIIMN OHJAH, OO MPEJOCTaBUTh CBEACHHUS 00 YXKE COBEPIICHHOM
oruiare. B ciyuyae, eciu KIMEHT HaYMHaAJ MPOM3BOAMTH OIUIATy U BBOJUTH
PEKBU3HUTHI KapTOYKU Ha CaiTe, Kyla €ro MPUBEIU CChUIKM W3 IHUChMA,
MOIIICEHHUKW TIOJIy4ajdu JOCTYNl K €ro cdeTry. B cilyuae HUrHOpuUpOBaHUS
KJIMEHTOM TMOJO0OHBIX COOOIICHUM, €My 3BOHMIJIM OT JIMIA YIPAaBJISIIOIICH
KOMIIAHUM M YOeXJadu B HAIMYMM <«JIodTa mo KBaptiiare». [lpu stom
MONIEHHUKHU TBITAIIUCH BBISCHUTH CIIOCOOBI OIJIAThl U PEKBU3UTHI KAPTOUKH,
0 KOTOPOW MPOBOJMJICA IUIATEXK, W Mpelarajii COBEPIIUTh «TECTOBYIO
TPaAH3AKIIUIO JIJIs1 POBEPKU», a TAKKE COOOIIUTH UM Ko U3 SMS.

CTOMT NOMHHUTH, YTO MOIIEHHUKHM HAYT B HOTY CO BpPEMEHEM, a
00IIIECTBO MOCTOSIHHO TOBBIIIAET YPOBEHb CBOUX IU(MPOBBIX 3HAHUM, BCE
OonbIIe  y3HAaeT O COLMAJIbHOM HMHXEHEPUM U  HHBIX  METoJax
3JIOYMBIIUICHHUKOB, TTO3TOMY HCIIOJIb3YEMBIE CEelUYac MOCICAHUMU CIIOCOOBI
U CpEeJCTBa JUIsl XUILIEHHS JICHEKHBIX CPEJCTB B CKOPOM BpPEMEHU MOTYT
CTaTh HEAKTyaJIbHBIMH, IOSTOMY B JtOOOH CHUTyallMiMl HYKHO OCTaBaThCs
IpenebHO BHUMATEIbHBIMUA U JIOCKOHAJIBLHO pa3o0parbcsl B CIyYMBIIEMCS,
IpeXJe YeM COOOUIUTh KOMY-TO CBOM IMEpCOHajbHbIE NaHHble. Bear Barma
0e30MacHOCTh B MEPBYIO ouepenb B Bamux pykax!



CVV KOJL, #5ecrormoncrorose sers
ER KOoAbl U3 CMC
&= JIOTWUH U TIAPOJIb

OT YYETHOW 3ANUCH B0




OCTOPOXHO
MOLWIEHHUKA!
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3A 3TUMW JAHHBIMIW OXOTATCA 31OYMbILWNITEHHUKIA

CeaHcogbie (SMS) ogHopasosbie Nnaponn. K HUM OTHOCATCA NBbLIE CEeKPeTHLIe KOs,
KOTOpbIe NpuXxoaaT K Bam B SM5-cooblieHnax npw Bxofe B cCTeMil BaHKa.

3aBnafes UMK, MOKHO OT Ballero MMeHN COBeplINTL GMHAHCOBLIR ONepaLum.
BAMHO: ecnw Bol nepeganu cekpeTHblid KOf, 3TO NO3BONAST U3MEHWTL JaHHbIe

B Bawem nuuHom kabuHeTe MobUNbHOTo MW MHTepHeT-GaHKa.

HWKOMY HE COOBLUAWTE, OAME COTPYOHWUKAM BAHKA,
Baww ceaHcoBkle Naponu (Kog, KoTopslii 6aHk oTnpaenaeT B SMS-coobuleHun)

PeKBM3MTEI KApTBI (MMERA, HaNpUMep, TONBKO HOMEP KapTkl M CPOK ee OeicTBuA,
MOHO OCYLIECTBNATL NOKYNKW B PAAE MHTEPHET-MarasvuHoB).

|
WHdopmauwnn, kotopyo Bel pazmectuni B cetn MHTepHeT (doTorpadwm (Hanpumep,
doTo apmabunetos), Homep TenedoHa, aipec, AaHHbIE NACNOPTa) MOLIEHHWKW MOTYT
MCNonb3oBaTh AN GopMUPOBaHWA AOBEpPUTENBHONO TOHA W BBIMOraTenscTea y Bac
[EHEXHbIX CpefcTB.
HWU NOoA KAKM NPEQJSIOrOM HUKOMY HE COOBLUAATE
‘] CeaHcoebie naponn 3 i CVV-koga (3 undpsl Ha obpaTHoR
' (ceKpeTHble KoAkl, KOTOPLIE cTopoHe Balei kapTbl)
npwxoanTk Bam 8 SMS-coobiyennax 4 NoruHbI 1 NapoAk, NNYHbIE
ot baHKa) ' NacnopTHbIE AaHHble
5 Homep Bawei BaHKOBCKOM
2 MWH-kog (BblgaHHbIA GaHKoM * nnaTeXHoii KapTOuKN,
° CeKpeTHbIR Kof K KapTouke) a TaKe CpoK ee AeicTBNSA
MPABUNA PABOTbI B MUHTEPHETE
n 1. ObpalaiTe BHUMaHWE Ha KOPPEKTHOCTE HANWCAHWA aapeca calTa.
2. BHumMaTeneHO NpUCMaTPUBaNTECE K HANWCAHMID CAlTa W K CYLWECTBOBaHWIO
. cneymaneHoro “3amouka’, obozHavatolwero saWuleHHoe coeuHeHme.,

3. OTKPBITEIR MKW NepeYepKHYTEIA 3aMOK — Be30nacHoCTe He NOATEEPKASHA.

Bawa BezonacHocTb — B Balwmx pykax!

PazpaboTtane npu nopaepske HaynoHansHore badka PB



OBbMAHA

1. Bam MoMeT HanWcaTb/NO3BOHUTL AKOOLI COTPYAHWK BaHKa

W 3aNpoCcnTe KoHGMAeHUManbHY 0 MHGOPMALMWIC MO Ballei KapTe,
NIOTWH W Naponb OT UHTepHeT/MobuNbHOro BaHKa BO3MOXEH
WwaHTax 1 yrpo3sl (3ANOMHMWTE: 6aHk HMKoraa He BygeT
3anpawmneaTth Bawu naponu 1 gpyrue ceKpeTHbie faHHbIE).

BHumaHwme!
C X E M Cocpepotoubrechb!

R

2. 3noymMbllNEHHUKW MOTYT CO30aTb TOYHYIO KONWIO CaiiTa, MAEHTUYHYIO
opuriMHansHomy. Korfia Bol BERETE CBOW JaHHbIE, OHW CMOTYT WX NOMYYNTh.

== www.21wek.by — w emecto v
www.2lvek.by - | BmecTo 1
www.21vek.by — opuriHanbHbIi cailT

3.Mepexons No ccbinke oT HezHakomUa ("JyecTHble” NpoaaBLbl),
Bbl nogeepraeTe onacHoOCTY CBOW AaHHbIe W GUHAHCHI.

4, YcTaHoBKa Ha Balue ycTpoAcTBO nporpamMmel-Bupyca (cuntoisaeT Bawmu
AaHHble), He ocTaenaiite 6e3 npucmoTpa Balwn TenedoHbl U gpyrie ragxersl.

Gl 5. CailTbl-"pa3Bogunbl “ — NpeqnaraioT CbirpaTth B UIpy No
0 NPUHUWNY WHTEPHET-Ka3Ho. CaliTbl HanpaBneHbl MCKNUNTENBHO
E Ha To, 4ToGbl 3aBRageTh Bawmvmu AeHexHbIMKM CpeacTBamu.

6. MNepepaya TenedoHa TPeTbUM NULLAM.

Moa npepnorom CoBeplLIEHNA 3BOHKA 3N0YMbIWLNEHHUK NPOCUT CMapTHOH,
yCTaHaBNMBaeT HaHem NporpammHoe obecneyeHue, NOCpeACTBOM KOTOPOro
OCYLIecTBNAET Nepesoibl AeHeXHbIX CPefCTB.

7. KpaXa flaHHblX KapTodeK (CKWMMWHI — C MCNoNb3oBaHnem ® @I
KaMmep W CYUTHIBAIOLW WX YCTPOWCTB Ha BaHKomaTax). —_

Pazpabotano npu nogaepsrke HaumoHansHoro GaHka PB
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