BO THONG TIN VA CONG HOA XA HOI CHU NGHIA VIET NAM

TRUYEN THONG DPoc lap - Tw do - Hanh phuc
Sb: 769/QD-BTTTT Ha Néi, ngay 27 thang 4 nam 2022
QUYET DINH

Ban hanh Hwéng dén két néi (g dung st dung chir ky s6 v&i té chirc cung cép dich vu
chirng thwe chir ky s6 cong cong doi v&i hinh thirc ky so tir xa

BO TRUONG BO THONG TIN VA TRUYEN THONG

Can ctr Luét Giao dich dién tr ngay 29 thang 11 ndm 2005;

~ Can ctr Nghi dinh sé 130/201 8/ND-CP ngay 27 thang 9 nam 2018 cua Chinh phu quy dinh
chi tiét thi hanh Luét Giao dich dién tir vé chi¥ ky s6 va dich vu chieng thuc chiy ky s6;
Can ctr Nghi dinh s6 17/2017/ND-CP ngay 17 thang 02 nam 2017 cda Chinh phad quy dinh
chtrc ndng, nhiém vu, quyén han va co cau té chire cda Bé6 Théng tin va Truyén théng;
Cén cwr Théng tw s6 16/2019/TT-BTTTT ngay 05 thang 12 nam 2019 cua B¢ truong B
Théng tin va Truyén }‘héng quy dinh dan,h muc tiéu chuan bat bubc a:rp dung vé chi¥ ky s6 va dich vu
chiing thue chir ky s6 theo mé hinh Ky soé trén thiét bj di dong va ky so tir xa;

Theo dé nghj ctia Gidam dbc Trung tdm Chirng thuc dién tir quéc gia.
QUYET PINH:

Diéu 1. Ban hanh kém theo Quyét dinh nay Hwéng dén két néi (ing dung st dung chi ky sb
véi td chirc cung cép dich vu chirng thwe chi ky sb cong cdng ddi véi hinh thire ky sb tir xa.

Diéu 2. Quyét dinh nay cé hiéu lwc thi hanh ké tir ngay ky.

Biéu 3. Chanh Van phong, Giam dbc Trung tdm Chirng thuc dién tir quéc gia, Tha trwéng
cac don vi thudc Bo, cac t6 chirc, ca nhan cd lién quan chiju trach nhiém thi hanh Quyét dinh nay./.

Noi nhan: KT. BO TRUONG
- Nhu Diéu 3; THU TRUONG
- Bo trwdng Nguyén Manh Hung;
- Cac Thu trwéng;
- Cdng thong tin dién tt ctia Bo;
- Lwu: VT, NEAC.
Nguyén Huy Diing
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HUONG DAN
KET NOI 'NG DUNG SU’ DUNG CHUY KY SO VO'I TO CHUPC CUNG CAP DICH VU CHUNG THYUC
CHU KY SO CONG CONG DPOI VO'I HINH THUC KY SO TU XA
(Ban hanh kém theo Quyét dinh s6 769/QB-BTTTT ngay 27 thang 4 ndm 2022 cta Bé truéng Bé
Théng tin va Truyén théng)

I. Gii thiéu
Hwéng dan nay 1a dic ta cac giao thirc két ndi dé chuyén yéu cau ky sb tir mot dich vu/irng

dung co két néi mang (SP) dén Tb chirc cung cép dich vu chirng thuc chlr ky s6 (CA) va nhan lai
chirng thw s6 clia nguwoi ky, két qua ky so.

_Huong dén,néy khong ap dung ddi véi cac dich vu/trng dung da tich hop chirc nang ky sé,
cac phan mém ky so.

. Trong trwdng hop phap luat chuyén nganh cé quy dinh vé dinh dang cla di liéu thi 4p dung
triee tiep quy dinh dé.

Giao thirc nay cé thé duwoc (ng dung dé thwc hién cac hanh déng khac cla ngwdi dung
(dang ky, dang nhap,...).

Do d&c thu cta ky s6 t» xa can phai c6 sy xac nhan ctia ngwdi st dung théng qua mot
phwong tién dién t&r khac nén giao thirc ky dwoc miéu ta theo tai liéu Ia giao thire ky khéng déng bd.
Twe la gitra SP va CA khéng duy tri két ndi trong qua trinh CA xac thwc véi ngudi dung. Sau khi
nguwdi dung xac thuc ky, két qua ky sé sé dwoc CA trd vé trén mot két ndi khac tuan theo phuong
thirc két n6i webhook nhw md ta trong tai liéu nay. Tuy nhién, trong trudng hop kha thi, SP va CA
dwoc khuyén khich duy tri két néi khoa phién theo chuan TLS.
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Hinh 1. So dé luéng két néi ky sé tai liéu
2. Ludng xt ly yéu cau ky sé

2.1. Khéi tao yéu cau ky sé

LuatVietnam LuatVietham.vn

Tién ich van ban luat




Nguwoi st dung thwe hién yéu ciu ky sé.

SP déng g6i dudi dang .xml (ho&c json) yéu ciu ky sb bao gébm: théng tin xac thuc tai khoan
cta SP (sp_credentials), ma tai liéu (doc id), ma giao dich (transaction_id), ma dinh danh nguoi ky
trong hé théng SP (user_ id), sb xé-ri ciia chirng thw so (serial_number, trvdng hop ngwoi dung co
nhiéu hon 01 chirng thw s6), thoi gian thue hién yéu cau.

SP g di¥ liéu da dwoec déng goi theo giao thirc TLS cho CA.
SP goi CA dé Iay thong tin chirng thw.
SP tién hanh bam tai liéu can dwoc ky s va nén dir liéu.

SP giri ma bam (file_hash), thong tin xac thwc tai khoan ctia SP (sp_credentials), ma giao
dich (transaction_id) cho CA.

2.2. Thwce hién ky sé

CA bdc tach thong tin cac thong tin trong di¥ liéu .xml (hodc json).
CA xac thuyc sp_credentials.

CA tim thué bao ti user_id, gt lai chirng thw s6 cho SP.

CA gt yéu cau va nhan lai xac nhan ky dén nguoi dung (théng qua app ctia CA) dé thuc
hién quy trinh ky so.

CA thyc hién cép dau thoi gian cho giao dich (néu co).
2.3. Tra két qua

CA doéng goi ket qua ky sb dwéi dang .xml (hodc json), gom ch ky sb theo tirng ma tai liéu
(doc_id), chirng thw sé ctia nguoi ky (user_cert), dau thdi gian (néu cd), thoi gian thue hién yéu cau,
ma giao dich (transaction_id).

CA gtri di¥ liéu da dwoc dong goi theo giao thirc TLS cho SP.
SP gan chi ky vao file va hoan tat quy trinh ky.
Hinh thire tra:

Théng qua co ché webhook: Khi cé két qua ky tai liéu, CA sé glri két qua cho SP theo url
webhook SP dang ky trwdc véi CA.

3. binh nghia giao thirc

3.1. API lay thong tin chirng thw

Mo ta:

- SP goi CA.

- Khi nguwdi dung tao yéu cau ky sd, SP goi CA dé 1y di liéu chirng thu nguoi dung.
- CA sé& kiém tra va tra vé danh sach chirng thw ctia ngudi dung.

- Khi c6 théng tin chirng thw, SP str dung di¥ liéu nay dé tinh toan hash file can ky.
a. Dac ta API

Phwong thiec: GET

Duwong dén: hitps://x.x.x.x/get_certificate (x.x.x.x & URL API s& do mbi CA tu quyét dinh)
Tham sé dau vao:

STT Tham sé Kif’igudc" b?étc Chu thich

1 sp_id String ¥ | Tén tai khoan ctia SP do CA cung cap

2 | sp_password String ¥ | Mat khau do CA cung cép cho SP

3 | user_id String ¥ | S6 CCCD/CMND/H$ chiéu/Ma sb thué/ ciia ca
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nhan/té chirc mudn dang nhap

4 | serial_number String S6 xé-ri clia chirng thuw sb
5 transaction_id String v Ma giao dich khéi tao b&i SP
Vi du tham sé dau vao:
' "sp id": *DVCQGT,
"sp _password®: "1
"usar id": "BHETE5H4
"transaction id": "
}
Tham sé6 dau ra:
STT Tham sé Kieu dir Cha thich
liéu
Ma request thanh céng hodc ma 16i twong tng. VD:
1 | status_code Int 200, 401,403, 500...
. Thong diép thanh céng hoac thdng diép 16i twong ng
2 message String v&i ma trang thai & status_code.
cert_id String Dinh danh chirng thu sb (con goi 1a cert alias)
4 cert_data String Raw data chirng thu (dang base64)
List chieng thw, gém 3 phan tlr. Phan tir dau tién 1a
5 chain_data List<String> | chirng thu sO ngu i ky, thir hai la chirng thu sO cua
CA, cudi cung la chirng thw s6 root do NEAC cap.
6 | serial_number String Sé xé-ri cia chirng thu sb
7 transaction_id String Ma giao dich khé&i tao b&i SP
Vi du tham sé dau ra:
g thu thanh céng",
"use erti tes"
id": ™123abcd56",
ata”": "MITkiahfhare=="
"chain_data":
"MITakjfekuriezl23=",
"MIlakyfadauw?3das=",
"MIIZ13%nasulas32in="
'.':r'c. 1 number™: "S5Chadfoh™
Poart id"™: "456chall2av,
"cert_data": "MIIl9ndja82bZlib==",
"chail _"‘-I Ita™: f
"MIIakjfakurie2l2i=",
"MIlakjfadauw?3das=",
"MIIZ1l%nasuTlasi2in="
": erial number"™: "S5Chsdfgh"
"transaction_id": "CA101003"
}
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3.2. API ky s6 tai liéu

a. M6 ta

- SP goi CA, cung cap ma giao dich (transaction_id)

- SP duing di¥ liéu chirng thw ngwdi dung dé tinh toan ma bam cua tép can ky.
- SP gWri di¥ liéu file_hash dén CA dé thuc hién ky sé tai liéu.

- SP str dung m4 giao dich dé 14y théng tin chiv ky khi can.

- Trong trwng hop dac thu can thiét, SP va CA c6 thé trao déi thém dé tra vé ludn két qua ky
tai request nay (gilr va ch® request).

b. Dac ta API
Phwong thire: POST
DPwong dan: https://x.x.x.x/sign (x.x.x.x 1a URL API s& do m&i CA tw quyét dinh)

Tham sé dau vao:

STT Tham sé Kieu dir | Bat Chu thich
liéu budc
1 sp_id String v Tén tai khoan ctia SP do CA cung cép
2 | sp_password String ¥ | Mat khau do CA cung cap cho SP
. . S6 CCCD/CMND/H( chiéu/Ma s6 thué/ cua ca

3 user_id String v A RE b P N

nhan/té chirc mudn dang nhap
. . Chubi biéu dién cla tai liéu dwoc yéu ciu ky s

4 data_to_be_signed String v (baseb4 string vai file, hex v&i hash)

Ma tai liéu yéu cau ky sb
_ _ (Ma nay can dwoc hién thi ddng thoi tai giao

S doc_id String ¥" | dién cla SP va tai giao dién tai (’ng dung cla
CA k’hi ngwoi dung thwe hién xac thyc yéu cau
ky s0)

6 file_type String v Loai file: xml/json/word/pdf/excel/...

7 sign_type String v Loai ky sé: hash/file

. . S6 xé-ri ctia chirng thw s6 (trong truong hop
8 | serial_number String mét chii thé c6 nhidu ching ther s6)
. , Thoi gian ngudi dung gri yéu cau ky sé. Pinh
9 | time_stamp String dang: YYYYMMddHHmMmSS
10 | transaction_id String ¥ Ma giao dich khéi tao b&i SP

Lwu y: Truyén data_to_be_signed dang base64 dung lvong tang thém 30%, khuyén nghi st
dung ma bam (hash) trong viéc chuyén yéu cau ky.

Vi du tham sé dau vao:

my snsactio {d": "calnlaos™
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B9f1-056detd923a¢ 5
{- r
f27-bacd- adc66356£26D0",
be
Tham sé dau ra:
STT Tham sé Kieu dir Cha thich
liéu
y status_code Int g/loaori%lqes‘;[(’;gaggocong hoac ma 16i twong trng. VD:
. Théng diép thanh céng hoac thdng diép 16i twong ng
2 message String v&i ma trang thai & status_code
3 transaction_id String Ma giao dich khé&i tao b&i SP
Ma tai liéu yéu cau ky s6 (Ma nay can dwoc hién thi
. . dong thoi tai giao dién cua SP va tai giao dién tai trng
4 doc_id String dung cﬂq CA khi nguw¢i dung thye hién xac thyc yéu
cau ky s0)
5 signature_value String Dt liéu chi ky gan v&i tai liéu (dang base64)
6 timestamp_signature | String Chi ky ciia CA 1&n d4au thoi gian cla giao dich ky sb

Vi du tham sé dau ra:

a. Déi véi trwong hop ky khéng déng bé:

b. Béi véi trrong hop ky déng bé: Khi theo co ché ddng bo (gitr request ky va chd xac
nhan cla ngwdi dung) thi CA sé trd vé kém theo dir liéu ky sb file & trudng signed_files. Thoi gian
ch® xac nhan clia ngudi dung phu thudc vao chinh sach clia trng CA. Sau khi hét thoi gian che xac
nhan, phién giao dich s& bi hily b&i SP va yéu cau ky s6 dwoc xem la khéng thanh cong.
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logc 1d™:

"gignature wvalue':

"timestamp signature:

MR l=ig%
L1 Ry
AyxHa

fzd323dsss

"2021112320700002"

3.3. APl webhook nhan théng tin ky tai liéu

a. Mo ta

- CA goi SP theo url dang ky trwéc.

- Sau khi CA c6 két qua ky s6é tai liéu, CA sé& gtri két qua vé cho SP.

- SP gén chi¥ ky vao file, trad vé cho ngudi dung, két thuc ludng ky.

b. Dac ta API

Phwong thiec: POST

Dwong dan: https://x.x.x.x/recv_signature (x.x.x.x 1a URL API s& do mdi CA tw quyét dinh)

Tham sé dau vao:

ST Tham sé Kieu dtr | Bat Chu thich
T liéu buéc
Tén tai khoan ctia SP do CA cung cép (SP co
1 | sp_id String ¥ thé dung de phan biét request cta CA nao gwi
vé)
: Ma request thanh céng hodc ma 16i twong ing.
2 | status_code int ¥ | vD: 200, 401, 403, 500...
3 | message String v Théng glep tr’@nhﬂcong hoa,(_: ’Ehong diép 106i
twong rng v&i ma trang thai & status_code
4 | transaction_id String ¥ Ma giao dich khé&i tao b&i SP
5 | doc_id String Ma tai liéu yéu cau ky sb
6 | signature_value String D liéu chir ky gan véi tai liéu (dang base64)
timestamp_signatur : Chi ky ciia CA 1&n dau thdi gian cla giao dich
7 String X
e ky sO
Vi du tham sé dau vao:
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Tham sé dau ra:

STT Tham sé Kieu dtr Chu thich
liéu
Ma request thanh cong hodc ma 16i twong (ng. VD: 200,
1 status_code Int 401, 403, 500...
2 message String Thpnq diép thar}h,cong hoac théng diép 16i twong rng
v&i ma trang thai & status_code

Vi du tham sé6 dau ra:

IIE. I atu= .-\.:...il..\.lr: 31
"message™: "Ev 38 thanh cong
% £

3.4. Bang ma trang thai

STT Status_code Chu thich
1 200 Thanh cong
2 400 Tai liéu khong hop 1€
3 401 Credentials khong hop 1€
4 403 Chng thw bi thu hdi hodc khong rd dinh dang
5 500 L&i hé théng
Cac 16i khac (Néu co)

- Bang ma 16i nay twong trwng cho cac nhém ma trang thai co ban: thanh cong (ma 2xx, vi du
201, 202...), khdng hop & do phia ngudi dung (ma 4xx, vi du 401, 402...) va I6i hé thong (ma 5xx, vi
du 500, 503...).

- Néu CA c6 hé thdng ma trang thai riéng thi co thé ap dung hé théng ma trang thai do,
nhwng bat budc phai c6 day du 5 nhom ma trang thai co ban nhw trén va phai dwgc cdng bo cho cac
bén muodn két noi.

lll. Chinh sach
1. Trach nhiém chung:

) Trach nhiém gitra td chirc cung cép dich vu (SP) va t(z)~ chirc cung cép dich vu chirng thuc ky
s0 cdng cong (CA) khi st dung giao thirc quy dinh tai hwéng dan nay:
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- SP va CA cd trach nhiém thda thuan SP_credentials v&i dd an toan phu hop véi yéu ciu ky
thuat dwoc néu chi tiet & Phu luc, quan ly va st dung an toan, bi mat thong tin nay.

- SP va CA c6 trach nhiém thong nhat vé cac dia chi URL danh cho yéu cau ky sb, ma trang
thai va théng diép trong trwedng hop két ndi thanh céng ciing nhw 16i.

- SP va CA co6 trach nhiém thiét 1ap dwong truyén TLS trong viéc truyén, nhan di liéu, tranh
trwdng hop bi tan cdng dan dén 16, lot dir liéu.

2. Trach nhiém cua SP:
- X&c thuc va chiu trach nhiém vé théng tin dwoc truyén tai;
- Bao mat théng tin ctia ngwdi dung khi nhan dwoc chirng thu sé;

- Cé6 phwong an ngan chan viéc lam dung giao thirc nay cho cac muc dich khac, bao vé
quyeén lgi ngudi dung.

3. Trach nhiém cua CA:
- Pam béo tinh s8n sang cua dich vu ky sb dé phuc vu nhu ciu cta SP.

- Pam b&o hé théng ky s dap &ng cac tiéu chuén.
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YEU CAU KY THUAT

STT N6i dung Yéu cau ky thuat
y sp credentials Chuén bi, thuc thi va so sanh chudi username va password (theo
P RFC 8265)
5 M bam (hash) Ma bam phai dat dwoc it nhat dd an toan theo chudn bam SHA
(theo RFC 6234) hoac cao hon.
’ Theo Théng tw s6 22/2020 clia Bo Thong tin va Truyén théng
3 Ky sb Quy dinh vé yéu cau ky thuat doi voi phan mem ky so, phan mém
kiem tra chir ky so
Két nbi dat chu&n an toan tng giao van TLS 1.3 (theo RFC
4 TLS
8446)
5 Hex Chuan ma hoa base16, base32 va base64 (theo RFC 4648)
6 | Chungthusocua | opyng thi sé dat chun x509 (theo RFC 5280)
nguwdi dung
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