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In the obscured corners of the internet, the Dark Web whispers tales where cybercrime
takes center stage in a digital underworld. This shadowed realm hosts illicit marketplaces that
thrive in anonymity, perpetually evolving to outsmart traditional surveillance. As one chapter
folds, another unfolds, refining the dark arts of secrecy and providing a fresh canvas for
cybercriminal exploits. Embark on an exploration through this cryptic maze, where marketplaces
facilitate covert transactions, weaving a narrative laced with threads of cybercrime. It's a realm
that captivates both those entranced by its allure and those determined to unveil the secrets veiled
in the Dark Web's digital underworld.

In a historical twist, the beginning of cyber attacks dates back to 1834 in France, a time
long before the internet's conception. The inaugural breach unfolded within the intricate tapestry
of the French telegraph system, where audacious attackers pilfered financial market information.
This clandestine event marked the embryonic stage of cybercrime, a phenomenon that would
burgeon with an intriguing evolution of tactics, techniques, and procedures, all orchestrated for
malevolent gains (“History of Cybercrime”).

A cybercriminal, often an adept wielder of technology, engages in malicious and illicit
activities, earning the title of a cybercriminal. These individuals, whether operating solo or as
part of nefarious teams, find a hub for their clandestine services within the realm known as the
"Dark Web."

Within this shadowed cyberspace, cybercriminals peddle their illegal wares, showcasing
a diverse array of activities. It's essential to distinguish that not every hacker falls into the realm
of cybercrime. Hacking itself, when executed to expose vulnerabilities for reporting and
resolution, falls under the purview of a "white-hat hacker."

Yet, the narrative shifts when hacking is wielded as a tool for malicious intent, marking
the emergence of the notorious "black hat hacker," or, in broader terms, a cybercriminal.
Interestingly, not all cybercrimes hinge on hacking skills, as this digital underworld encompasses
a myriad of illicit activities (“What is Cyber Crime?”).

The spectrum of cybercriminals spans beyond skilled hackers to include individuals
dealing in illegal online content, duplicitous scammers, and even illicit drug peddlers. Some
archetypes within this shadowed community include the infamous black-hat hackers,
cyberstalkers weaving their sinister webs, cyber terrorists orchestrating digital mayhem, and the
elusive figures behind various scams.

For those orchestrating targeted attacks, the term "threat actors" befits their clandestine
activities, signifying a more sophisticated and strategic dimension to their cyber mischief. In the
intricate dance of the digital underworld, cybercriminals emerge as enigmatic figures, each
embodying a distinct facet of illicit technological prowess (“What is Cyber Crime?”).



However, it wasn't until the mid-20th century that cybercrime truly found its stride.
Cybercriminals became early adopters of technology due to the digital revolution, using their
creativity and foresight to create new and nefarious techniques. This period witnessed the birth
of a perilous dance between hackers and the vulnerable digital landscape, as these cunning minds
engineered devious ways to separate individuals and organizations from their invaluable data and
currency (“History of Cybercrime”).

Devices left vulnerable become prime targets for cybercriminals due to the absence of
robust security measures. This susceptibility spans a broad spectrum of devices, offering an
enticing playground for malicious actors seeking opportunities in the digital landscape.

The motivations driving cybercriminals are as diverse as the vulnerabilities they exploit.
Personal vendettas often fuel cybercrimes, acting as a form of revenge against individuals who
have drawn their ire. Additionally, financial gain emerges as a predominant motivation, steering
cybercriminals and hacker groups toward actions that promise lucrative returns. The current
landscape has witnessed a surge in attacks primarily orchestrated for profit.

The realm of cybercrime unfolds into two main types: those targeting computers and
those utilizing computers as tools for various criminal activities. The former encompasses
malicious tactics like malware deployment and denial-of-service attacks, or DDoS, causing harm
to computer systems. On the flip side, the latter involves the use of computers to execute a
plethora of criminal deeds.

Classifying cybercrimes reveals a multifaceted landscape with four distinct categories.
Individual cybercrimes, such as phishing, spoofing, spam, and cyberstalking, direct their focus
on individuals. Organizational cybercrimes, orchestrated by criminal teams, aim at the heart of
organizations through malware and denial-of-service attacks. Property cybercrimes set their
sights on assets like credit cards and intellectual property rights. The most ominous category,
society cybercrimes, encapsulates the perilous world of cyberterrorism.

As we transition from classifications to common cybercrimes, a lot of threats surface.
Phishing and scams, characterized by deceptive messages and emails to extract sensitive
information or deploy malicious software, top the list. Identity theft follows closely, involving
the unauthorized use of personal data for fraudulent activities. Ransomware attacks, a prevalent
form of cybercrime, encrypt personal data, holding it hostage until a ransom is paid. Hacking and
the misuse of computer networks refer to unauthorized access, data tampering, and other illicit
activities. Internet fraud serves as a comprehensive term enveloping crimes like spam, banking
fraud, and theft of service, all orchestrated within the expansive realm of cyberspace (“What is
Cyber Crime?”).

In May 2017, the global stage witnessed the unfolding of the WannaCry ransomware
attack, an epidemic that swept through computer systems running Microsoft Windows (“What is
WannaCry ransomware? ). This malicious event left users crazed with their files held hostage,
and cybercriminals demanded a Bitcoin ransom for their liberation. The ramifications of this
attack, however, could have been mitigated if not for the persistent use of outdated computer
systems and a lack of awareness regarding the crucial need to update software.



The architects of this cyber event exploited a vulnerability within the Microsoft Windows
operating system, leveraging a hack dubbed EternalBlue. Before the WannaCry attack, this
exploit—which is purported to have been created by the US National Security Agency—was
made public by a group of hackers called the Shadow Brokers. Despite Microsoft's proactive
release of a security patch safeguarding systems against this exploit nearly two months before the
ransomware outbreak, the damage persisted. The unfortunate reality was that numerous
individuals and organizations failed to routinely update their operating systems, rendering them
vulnerable to the impending attack.

The narrative took a twist as people initially assumed the WannaCry ransomware spread
through a phishing campaign—a tactic involving spam emails with infected links or attachments
enticing users to download malware. However, the true culprit lay in EternalBlue, the exploit that
facilitated WannaCry's propagation. DoublePulsar, acting as the 'backdoor,’ was surreptitiously
installed on compromised computers, providing the conduit for the execution of the WannaCry
ransomware (“What is WannaCry Ransomware?”).

In the ever-evolving landscape of cybercrime, these truths remain clear: vigilance,
education, and technological fortification are our strongest allies against the forces that seek to
exploit the vulnerabilities in our interconnected world. Only through a collective commitment to
understanding, adapting, and fortifying our digital defenses can we hope to navigate the intricate
web of cyber threats and secure a safer future in the vast expanse of the virtual realm.



Works Cited

Arctic Wolf. “History of Cybercrime.” Arctic Wolf, 19 Oct. 2023,
arcticwolf.com/resources/blog/decade-of-cybercrime/.

CyberTalents. “What Is Cyber Crime? Types, Examples, and Prevention.” CyberTalents Blog,
cybertalents.com/blog/what-is-cyber-crime-types-examples-and-prevention. Accessed 25
Feb. 2024.

Kaspersky. “What [s WannaCry Ransomware?” Usa.Kaspersky.Com, 6 July 2023,
usa.kaspersky.com/resource-center/threats/ransomware-wannacry.



