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The Esevel 5+1 IT essentials ensures a strong IT foundation for your company, aligning
with the controls and standards for internal IT management under the ISO 27001
Certification.

Foundational Requirement Esevel 1ISO 27001
1 Centrally Manage IT

Hardware asset inventory v V4

Configuration management v V4

Track end of life and refresh cycle v V4

Software licence inventory v v
2 Manage and Secure Devices

Uniformly manage & secure all hardware |/ V4

System and patch management v V4

Secure BYOD devices v v

Audit trail for change management v V4
3 Anti-Malware

Endpoint protection for all devices v V4
4 Manage Access

Process to grant, change and revoke v V4

access rights

Process to identify and log privileged V4 v

users

Periodic user rights review v V4

Record of user access and user v V4

management activities




5 User Education on Cyber Risks
End user cyberhygiene training v V4
+1 IT Helpdesk
End user helpdesk support v
Others
Multi-factor authentication v V4
Strong password policy v V4
System and data backup v V4
Network firewalls v V4

About ISO 27001:

ISO 27001 is an internationally recognized standard for Information Security
Management Systems (ISMS). Achieving ISO 27001 compliance signifies your
commitment to robust information security practices. Here’s how it can benefit your
organisation:

e Earn Client Trust: Show potential clients that you prioritise security, enhancing
your credibility.

e Gain a Competitive Edge: Strengthen your position when bidding for larger
contracts.

e Protect Your Business: Reduce the risk of financial and reputational damage
from data breaches.

By implementing ISO 27001, you not only safeguard your information but also boost
your marketability and resilience.
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