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READING GROUP

The Blockchain Governance Reading Group will meet every two weeks to
discuss a book chapter or an article related to some of the key questions that will
be addressed as part of the ERC Blockchain Gov project.

Every participant to the reading group is expected to have done the readings.
The session will start with a 10 minutes presentation and commentary from a
discussant, followed by an open discussion among the participants who will
express their views and opinions with regard to the selected readings. When
possible, the author(s) will be invited to join the call in order to get their
immediate reactions.

The reading group will be held every two weeks, on Thursday at 6pm CET
(starting January 14™). Each reading group will last for a period of two to three
months. The initial readings have already been identified, the others will be
decided on an on-going basis by the reading group participants.

The following themes will be addressed through the coming year:

e Blockchain, Trust & Confidence (Jan-March 2021)

e Blockchain, Coercion & Legitimacy (April-June 2021)
e Polycentric governance (July-Sept 2021)

e Blockchain & the Rule of Law (Oct-Dec 2021)



Session I: Blockchain, Trust & Confidence

The objective of this first session will be to explore ways in which blockchain
technology could contribute to bringing more trust and confidence in existing
social and institutional arrangement. Readings will cover the notions of trust
and confidence, and will investigate the extent to which blockchain technology
can either strengthen or weaken these concepts. The goal is, ultimately, to have
a better understanding of how to design blockchain-based systems that promote
trust and confidence.

Agenda: Thursdays. bi-weekly at 6pm CET

Jan 14 —Luhmann (2000): Trust & Confidence

Jan 28 —Gambetta (2000): Can we trust trust?

Feb 11 —Hardin (2002): Trust & Trustworthiness. Chapter 1: Trust

March 2 —Nissenbaum (2004): Trust as Security (Guest speaker )

March 11 —Balazs (2020):_Mediated Trust (Guest speaker)

March 24 — Schneier, B. (2012). Liars & outliers, Chapter 6 (Guest Speaker)
April 8 — Pettit (1995): Cunning of Trust; (2004): Trust, Reliance & Internet
April 22 — Judith Donath (current draft of her book on Trust)

May 6th — Coeckelbergh (2012). Can We Trust Robots? (Guest Speaker)
May 20th —Patrick Sumpf (2019) System Trust: Researching the Architecture

of Trust in Systems —Chapter 2 (Guest Speaker)

June 10th —Simon (2010). The entanglement of trust & knowledge on the
Web (Guest speaker - discussant: Michael Heidt)
June 17th — Nguyen - “Trust as an unquestioning attitude” (Guest Speaker)

July 1st — Sunshine (2007). Public Confidence in Policing
July 15th— Fran Tonkiss, Andrew Passey (1999) - Trust, Confidence and

Voluntary Organisations: Between Values and Institutions

Ideas for the reading group on legitimacy: starting in August

August 19th— Amanda Greene - Consent and Political Legitimacy

Marcia Grimes - Organizing consent: The role of procedural fairness in

political trust and compliance

Arthur Applbaum - Legitimacy without the Duty to Obey
Rainer Forst - Normativity and Power, Chapter 8

Allen Buchanen - Political [Legitimacy and Democracy
Fabienne Peter - Democratic Legitimacy and Proceduralist Social

Epistemology
Ian Hurd - Legitimacy and Authority in International Politics



https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.23.8075&rep=rep1&type=pdf
https://www.researchgate.net/publication/255682316_Can_We_Trust_Trust_Diego_Gambetta
https://www.russellsage.org/sites/default/files/hardin_Trust_chapter1_pdf.pdf
https://nissenbaum.tech.cornell.edu/papers/securingtrust.pdf
https://doi.org/10.1177/1461444820939922
http://pdefilippi.net/data/LiarsOutliers-Chapter6.pdf
https://www.princeton.edu/~ppettit/papers/1995/The%20Cunning%20of%20Trust.pdf
https://www.princeton.edu/~ppettit/papers/Trust_Analyse_2004.pdf
https://link.springer.com/article/10.1007/s10676-011-9279-1
https://link.springer.com/article/10.1007/s10676-010-9243-5
https://link.springer.com/article/10.1007/s10676-010-9243-5
https://philarchive.org/rec/NGUTAA
https://drive.google.com/file/d/1Z4HuRgINck3ZercKDNUgGpQwBBRBsdJB/view?usp=sharing
https://journals.sagepub.com/doi/abs/10.1177/s0038038599000164?casa_token=q44vB0NSwdYAAAAA:MPQkQ1FYUasyZ79_lQs3SsMaYRqhUgoV5lxVER_jJcUPljLvROiQ1bFx-gmxXnsl73mlREekrLj7vQ
https://journals.sagepub.com/doi/abs/10.1177/s0038038599000164?casa_token=q44vB0NSwdYAAAAA:MPQkQ1FYUasyZ79_lQs3SsMaYRqhUgoV5lxVER_jJcUPljLvROiQ1bFx-gmxXnsl73mlREekrLj7vQ
https://journals.sagepub.com/doi/pdf/10.1177/S0038038599000164?casa_token=9jcJa-uKzrcAAAAA:XiwqvOMykabUff2ViQ49_ijuBn2zRNpTz74FP2UGnbWu-DJ9Y-a44myPhJVCOb-R7OXwfDlGqFK0
https://journals.sagepub.com/doi/pdf/10.1177/S0038038599000164?casa_token=9jcJa-uKzrcAAAAA:XiwqvOMykabUff2ViQ49_ijuBn2zRNpTz74FP2UGnbWu-DJ9Y-a44myPhJVCOb-R7OXwfDlGqFK0
https://discovery.ucl.ac.uk/id/eprint/1517822/
https://drive.google.com/file/d/1eUe_kTmCoclwk2vpI039_5GS8KkuWVnd/view?usp=sharing
https://drive.google.com/file/d/1eUe_kTmCoclwk2vpI039_5GS8KkuWVnd/view?usp=sharing
https://onlinelibrary.wiley.com/doi/full/10.1111/j.1088-4963.2010.01186.x?casa_token=GGJiCUYq00sAAAAA%3AQYvPKcj-S1CrZjpJ4xA_uvDh__VL0YFK3AvizKyV9v_qOAQTUGIOxNM_jXpMVqf_jAfS8274afFKPRi3
https://www.journals.uchicago.edu/doi/full/10.1086/340313?casa_token=sJoN8XZkdTMAAAAA%3AZOPVsSUB4KH-lpNhZOSxFkFpQHOp8Xky8wxBOpvD8TbFRg9GRAdF9E2whZgJdmZx4WvCGtRB89MO
https://journals.sagepub.com/doi/abs/10.1177/1470594x07081303?casa_token=hYwn3Ak18aoAAAAA:SsvNhzmo8kUNZ71V-_k0bQnXglth1hq2kVQeKo_TX6Eu7nF1Voq4e7lgMac3vILFDX3sfQe8CRDH_g
https://journals.sagepub.com/doi/abs/10.1177/1470594x07081303?casa_token=hYwn3Ak18aoAAAAA:SsvNhzmo8kUNZ71V-_k0bQnXglth1hq2kVQeKo_TX6Eu7nF1Voq4e7lgMac3vILFDX3sfQe8CRDH_g
https://drive.google.com/file/d/1TMvwu1TGmmn4wzO4IS0aguCCaxealWW4/view?usp=sharing

e Sofia Nasstrom (2007). - The Legitimacy of the People

ZOOM LINK: https://sciencespo.zoom.us/i/8789855081

Invited Participants:

e Blockchain Gov team: Primavera De Filippi, Philémon Poux, Nicholas
Gouverneur, Wessel Reijers, Morshed Mannan, Simona Ramos, Paula Berman,
Jack Henderson

e Scholars: Andrea Leiter, Beatriz Botero, Charles Nesson, Juan Ortiz, Nick
Couldry, Quinn Dupont, Vasilis Kostakis, Georqgy Ishmaev, Silvia Semenzin,
Giovanni_Sartor, Gianluca Miscione, Geert Lovink, Mattis Jacobs, Lana
Swartz, Bruce Schneier, Balazs Bodo, Liav_Orgad, Elettra Bietti, Sandra
Braman, Inte Gloerich, Judith Donath, Vera Shikhelman, Jessy Kate Schingler,
Mireille Hildebrandt, Rafael Zioloswki, Divya Siddarth, Bruno Deffains,
Liudmila Zavolokina, John Danaher, Nathan Schneider, Brett Frischmann,
Chris Wray, Matt Prewitt, Eric Alston, Yochai Benkler, Victoria Lemieux, Larry
Backer, Ori_Freiman, Michael Heidt, Christopher Ba Thi Nquyen, Rachel
O’Dwyer, Gili Vidan, Samer Hassan, Kevin Werbach, Sheila Jasanoff,
Lawrence Lessig, Saskia Sassen, Xin Dai, Jason Potts, Davidson Sinclair,
Darcy Allen, Chris Berg, Shawn Bayern

Session I. Jan 14 —Luhmann (2000): Trust & Confidence

Attendants: Primavera De Filippi, Wessel Reijers, Morshed Mannan, Nick Couldry, Judith
Donath, Paula Berman, Balazs Bodo, Vasilis Kostakis, Inte Gloerich, Nicholas Saul, Andrea Leiter,

Quinn Dupont, Silvia Semenzin, Georgy Ishmaev, Simona Ramos, Philémon Poux, Mattis Jacobs,
Chris Wray.

Key concepts

e Trust and confidence refer to expectations which may lapse into disappointments. [very
different disappointments: disappointment in probability changes nothing but further
probability; disappointment in belief is a whole different thing.]

e Trust and confidence are placed in a familiar world by symbolic representation, and
therefore remain sensitive to symbolic events. [treating them like identical twins does no
service to their distinction]


https://journals.sagepub.com/doi/abs/10.1177/0090591707304951?casa_token=ywdeXsSBdwkAAAAA:VGDZGlL-Zdy-Pr_pEnXU_XlxQmIEy8Fg0LCs5scp5KSZSc23u19rARJdhW3tOLhjAyWirnshWu3hOg
https://sciencespo.zoom.us/j/8789855081
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.23.8075&rep=rep1&type=pdf

Modern times and liberalism introduce a shift from cosmology to technology, from
religion to law and politics, from "fortuna" to "risk". [reshaping human identity]

The printing press has also changed our modes of coping with the unfamiliar, by making
it possible to pursue knowledge and risk assessment. [words enable us to think, record,
compute]

The distinction between confidence and trust depends on perception and attribution. [
perception associates with intake of data; attribution to belief]

In the case of confidence you will react to disappointment by external attribution.

In the case of trust you will have to consider an internal attribution and eventually regret
your trusting choice.

Political and economic liberalism attempts to shift expectations from confidence to trust.

The increasing complexity of social systems requires increased confidence in order to
economise resources.

Discussion (Wessel Reijers)

Paper was triggering both interest and confusion.
Unity between familiar and unfamiliar—is it too hegelian?

Trust & Confidence defined as expectations that might lapse into disappointment—but
expectations not well characterized.

Risk taking as sustaining the process of production and consumption—doesn't this
characterization of trust and confidence relies too much on capitalist liberal paradigm?

Distinction between religion / law & politics. But does it hold? What about theocracy?
Isn't trust reduced to calculation?
Can't Luhmann's definition of confidence be applied to pre-modern times?

If dangers happen on the macro-level, while risks are taken on the micro-level-what does
it mean to have confidence on experts in large, macro questions like climate change?

Comments

Chris Wray: Repeated references to systems theory, but claims seem imprecise.

Nick Couldry: Paper is a puzzling mixture of different things. Micro differences between
concepts. The functionalism that the author hints at comes in a big way: trust is about
trust in the system. But Luhmann never explains how a system like that is built, what is
the system based on? It is not clear what the author means by "the system" or "functional



systems"? (Nick is) Allergic to systems theory, but agrees with the author's point that trust
is very important in social order, and distinct from confidence. However, there's a human
hole in his paper. Other forms of human trust and agency are absent. Similar to
Primavera's point that humans are key to proper blockchain functioning, but also absent
from "blockchain governance" analysis.

Primavera De Filippi: The author is not trying to look at how systems are built, but what
is the relationship between the individual and the system. Author points out that these
relationships are always about expectations. You are never sure, but in "trust" you know
that you are making a specific choice, and that's where the risk comes from. Whereas in
confidence, you don't choose, you just are confident, while acknowledging that there are
dangers. You can trust the medical license that the scientific community gave to a doctor,
so you see the doctor.

Quinn Dupont: Illuminating passage, page 99 part III. Author is not answering where
systems come from but pointing out that trust and confidence are prerequisites in socially
complex systems. Paper has an interesting metaphor about the origins of money, which
are important for blockchain research.

Andrea Leiter: Two reactions to the text: i) The historical contingency that he is pointing
to was very interesting. While Luhmann is very protective about his categories, he drove
the argument that they work through different historical contingencies; ii) By tying trust
with an element of attribution, or action, and risk, the author is dealing with the question
of control. The angle that comes through is: how can I control my environment, when
giving up cosmology? Luhmann acknowledges unknowability, contains it and makes it
tameable. To her, in our current times where there are many questions over
human-mastership of everything, it's more interesting to look at how to make the
environment livable, but not necessarily controllable.

Primavera De Filippi: Confidence & trust are highly subjective: up to the individual to
decide. The more I understand something, the more I can trust it, or not. The paper is
essentially about how we relate to the external world. Before we had to trust religion, but
now with science, confidence emerges. But then again, trust is necessary because we trust
the experts behind science. This means that the system of confidence, unless it's driven by
personal experience, requires an underlying element of trust.

Simona Ramos: The point is whether or not disappointment depends on previous
behaviour. It's essentially about our ability to have a say, or not, within systems.

Morshed: Pre-modern societies existed in a state of trust, and modernity is about creating
more alternatives. Interesting to look at theocratic states, where to this day certain types
of societies, that present fewer alternatives to trust, require enormous amounts of
confidence (not in a positive sense). Genesis block as an example of both trust and
confidence eroded. Blockchain as a way to rebuild confidence but through a different
institution.

Primavera De Filippi: When there is too much complexity, trust becomes necessary. I
could do it myself but I should trust others to not deal with too much complexity.



o Philémon Poux: familiarity leads to confidence, is necessary at the beginning, but then
disappears with more complexity. Important to think about familiarity. Distinction
between what lack of trust leads to (smaller bubbles) or lack of confidence leads to. We
are observing today more than ever, these smaller bubbles.

e Judith Donath: Understands trust as emerging out of relationships. A lot of what we do
are ways of establishing trust with each other. Finds confusing that confidence isn't well
defined in the paper. She thinks about "confidence" in terms of particular circumstances,
it's situation-dependent. Blockchains can increase confidence or reduce risk and thus
reduce or eliminate the NEED for trust.

e Vasilis Kostakis: Trust is two-fold: it may be a means to an end (end=confidence) or the
end itself (trust for the sake of trust; because we need to feel human)

® Balazs Bodo: Paper lacks integration of concepts of familiarity, trust and confdence.
Where does the behavior of the DAO members fit?

o Primavera De Filippi: There was the aspect of risk of a traditional investment, but most
people were confident that the smart contract would behave as planned.

® Balazs Bodo: In studying trust and confidence it's important / helpful to look into
situations where you can clearly identify agencies and risks.

o Simona Ramos: Range of participation can be informative in analysing trust or confidence
in the blockchain setting: miners may be in a situation of trust whereas end users act on
confidence.

o Charles Nesson: The distinction and relationship Luhmann seeks to make between trust
and confidence mirrors the distinction and relationship between belief and probability as
used in law. Is the jury's verdict of criminal guilt an assertion to the community at large
of belief or probability? Contrast the jury's verdict of liability in a civil trial. Nesson. The
Evidence or_the Event? On [udicial Proof and the Acceplabi/ity ovlﬂ Verdicts, Harv.L .Rev. (1985)

Session II. Jan 28 —Gambetta (2000): Can we trust trust?

Attendants: Primavera De Filippi, Wessel Reijers, Morshed Mannan, Judith Donath,
Paula Berman, Balazs Bodo, Inte Gloerich, Nicholas Saul, Andrea Leiter, Quinn Dupont,
Georgy Ishmaev, Chris Wray, Gianluca Miscione, Divya Siddarth, Beatriz Botero,
Chatles Nesson, Juan Ortiz, Jessy Kate Schingler.

Key concepts:

On rational cooperation:


https://doi.org/10.2307/1340951
https://doi.org/10.2307/1340951
https://www.researchgate.net/publication/255682316_Can_We_Trust_Trust_Diego_Gambetta

At surface level, rational motives or interest are fundamental for cooperation, yet at closer

inspection beliefs (i.e. trust) play a key role:
o first degree trust: our beliefs about others, w.r.t their willingness to cooperate;

o second degree trust: our ability to establish our own trustworthiness, so others

believe we will cooperate with them, and will therefore cooperate with us.

Thus, rationally motivated cooperation may not emerge, not due to absence of rational

motives but more simply because not enough people trust others to act by those motives.
Definition of trust:

Trust is defined as a threshold point, located on a probabilistic distribution of subjective
expectations, ranging from complete distrust (0) and complete trust (1), and which is

centred around a mid-point (0.50) of uncertainty.
Conditions under which trust becomes relevant for cooperation:
Trust entails ignorance: it is a way of coping with information asymmetry:

o  With unlimited computational ability to map all possibilities, trust would be

unnecessary

Trust entails our freedom: in absence of freedom to choose there can be no trust, only

hope.

o Thus, for Gambetta, "confidence" in Luhmann's sense is akin to hope, or blind

trust.

Trust entails the freedom of others: trust is relevant only if one party can disappoint the

other
o it becomes more salient, the larger the feasible set of alternatives open to others.

o we can increase trust by means of commitment, coercion, contracts, promises,

etc.
o yet, coercion is not an exhaustive "functional equivalent” of trust:

m it is more costly (expenditures on surveillance, information gathering and

enforcement)

m  “imposed coercion” might reduce trust in the party exercising such

coercion, thereby increasing the probability of defection by the coerced.



O pre-commitments to impose restraints on our action and reduce the set of

alternatives
Trust can be artificially constructed, if the alternatives are worse or interests are very large

o if the pressure to act is great even when the trust threshold is lower than 0.50 -
when we verge on distrust; by means of wishful thinking and the reduction of

cognitive dissonance, a deceptive rearrangement of beliefs can be generated.

The demands for trust on cooperation is circumscribed by the constraints, costs and benefits

presented by each specific situation.

= Trust can be a result of, rather than a precondition for cooperation [more confidence

= more trust]

How to promote cooperation, without relying on trust:
Economizing on trust: standard practice of manipulating constraints, costs and benefits.

o cooperation via coercion + arrangements that encourage cooperation for

self-interest
Signalling shared interest: ppl are unlikely to cheat if that would go against their interests

o Signals emitted by the multiple agents, pointing to shared, mutual interests.

o Mutual interests make defection costly enough to be deterred [e.g. Mining]

Evolutionary perspective: optimal cooperation can evolve independently of trust, as in the

animal world and in certain human settings (e.g. war zones).

o Problem: in nature, such a process happens randomly, thus cannot be relied upon.

Further, without an initial predisposition to trust, it is not likely to evolve.
Unilateral blind trust: game theory strategy to generate a productive fif for tat dynamic.

o Problem: seemingly trusting signal could be interpreted as a trap. Thus, tit for tat
can be an equilibrium only if both players believe (trust) the other will abide by it,

otherwise other equilibria are just as possible and self-confirming.

= it might be rational to act “as if” we trusted the other party, in order to establish the
initial grounds for cooperation and therefore increase the likelihood for real trust to be
established among the players

= trust as a choice, rather than a fortunate by-product Qf evolution

Definition of trusting trust and distrusting distrust:



To choose deliberately a testing value of p which is both high enough for us to engage in
tentative action, and small enough to set the risk and scale of possible disappointment

acceptably low.

Trusting Trust as a rational strategy:

There is no evidence for “trustworthiness” (only lack of evidence for breach of trust)

Trust begins with keeping oneself open to evidence, acting as if one trusted, at least until
more stable beliefs can be established on the basis of further information. If we do not act

as if we trust, we shall never ind out if our suspicions were justified.

When we behave as if we trusted the other party, we enable cooperation through conditional
trust, which is based on the belief that the other party is not a sucker, but also on the

belief that he will be well disposed towards us if we make the right move.
Reputation for trustworthiness is a very valuable commodity:

o Interests might create incentives to act honestly, but reputation and commitment

are the way in which others are assured of the effectiveness of that pressure

Trust is not a resource that is depleted through use; on the contrary, the more there is the

more there is likely to be.

o When trust is not unconditionally bestowed it may generate a greater sense of
responsibility at the receiving end. The concession of trust, that is, can generate the
very behaviour which might logically seem to be its precondition.

o Trust is depleted if it is not sufhciently used

o If behaviour spreads through learning and imitation, then sustained trust can lead

to trust, and sustained distrust can only lead to further distrust.

Distrusting distrust as a rational strategy

Similarly, “distrust may become the source of its own evidence” : distrust encourages us
to look for evidence to disprove trust, hence creating a self-fulfilling prophecy where we

become increasingly more distrustful
Moreover, acting in terms of distrust may generate more distrust from others

The alternatives to banking on trust can be so drastic, painful, and possibly immoral that

they can never be lightly entertained.



o Being wrong is an inevitable part of the wager, of the learning process strung
between success and disappointment, where only if we are prepared to endure the

latter can we hOpC to €1’lj0)/ theformer.

o Asking too little of trust is just as ill advised as asking too much.

Discussion (Nicholas Saul)

A very stimulating piece that brought me back a few years to some of my initial research
on game theory, collective intention and the notion of subjectivity.
Methodological individualism is at the core of the debate: can we trust trust purely from
the point of view of a subjective rational motive or interest and/or belief?
Is trust really only a probabilistic distribution of subjective expectations, and if so how
do we categorize collective intentions, beliefs etc. What do we do of the plural subject?
How does the plural subject create trust?
Fundamentally my real question comes to the idea of whether or not trusting trust and
distrusting distrust can be limited to a rational strategy or whether we need to encompass
other forms of intentionalities? (I ask this as an open question in relation to what we
consider as co-governance of the commons)
Researchers like Margaret Gilbert consider this limited : individualists think we mustn't
go beyond the individual category of desires, beliefs, objectives and engagements to «
describe the context in which human beings deliberate and act ». Examples of such
contemporary individualists : H.L.A. Hart, David K. Lewis, Michael Bratman
o What can the theory of plural subjects and joint engagements bring to this
conversation? The links and attachments that unify forms of life, and allow for a
governance of the commons, are they not essential social phenomena to take in
account beyond individual belief when talking of trust?
All the examples used seem to describe a game theory temporality of confrontation and
gain situation (i.e. war, arms race, individual confrontation (prison dilemma), etc.)
Argument on animals, an example that cooperation is a sympoietic / intersubjective
relation?
Question of the varieties of learning and intentionalities => how do they depend on the
varying forms of cooperative practices? (example of markets and states => welfare born
from this? Notion of aristocracies confianza en confienza). Does trust follow rather than
precede cooperation?
The prisoner's dilemma issue according to Axelrod’s Tit for Tat strategy (generalizing the
evolutionary approach?): thinking only in the axis of confrontation & gain: not the way
ordinary life or commons-based governance can be obtained (i.e. through the rules &
norms (technical or ordinary) under which the users of a community co-govern the
ressources.)
Intentionality must be invoked, to what extent can it be invoked, but especially: what
kind of intentionality? Diego Gambetta touches upon this p.14
If behaviour spreads through learning and imitation then is it not the types of
intentionality that we learn and imitate that need to be changed in order to trust trust?

Meeting Agenda



(name): impressions / topics for debate

(Juan Ortiz Freuler):

o

O

In referencing the work of Desgupt and Lorenz, you state “If we were blessed with an
unlimited computational ability fo map out all possible contingencies in enforceable
contracts, trust would not be a problem”
u Though this seems sound, is it not also true that trust creates value beyond
cooperation?
m What is your take on replacing trust with trustlessness? Would that not create
negative side—ejﬁcts on the social bonds?
You state “Contracts and promises represent weaker forms of pre-eommitment, which do
not altogether rule out certain actions, but simply make them more costly. Contract shiﬁs
the focus of trust on fto the eﬁﬁcacy of sanctions"
m  Relying on the definition of contracts, given “smart contracts” are self-executing,
and leave no space for deviation, should we not choose another term?
I agree that dysfunctional societies of the south [“underdeveloped”] typically lack
cooperation, yet perhaps this lack of cooperation could be traced back to colonial structures
of extraction that relied on fueling internal divisions to cement their control, and
minimize chances of successful uprisings?

(Primavera De Filippi): reflections on how the key points of Gambetta (highlighted in

purple below) relates to blockchain technology:

;'funlimited eomputational ability to map a/lpossibilities, trust would be unnecessary
in that case, trust would be replaced by confidence (as per Luhmann definition)

what about the performative functions of trust? (e.g. create stronger social bonds)

Trust entails the freedom of others: relevant only if a party can disappoint the
other
m  (rust is more salient, the larger the feasible set of alternatives open to others.

W can increase trust by means of commitment, coercion, contracts, promises,
cf. blockchain as a “trustless system” where everything has been pre-determined

pre-commitments to impose restraints on our action and reduce the set of alternatives

“smart contracts” can be regarded as a means for parties to impose self-constraints,
with a view to increase the confidence in the way in which the transactions will
run

Trust can be a result of, rather than a precondition for cooperation

more confidence = more room for building trust relationships on top ?



O cooperation via coercion + arrangements that encourage cooperation for
self-interest
m  ppl are unlikely to cheat if that would go against their interests
m  Mutual interests make defection ¢
n
m  ostly enough to be deterred

cf. PoW / PoS mining as game theoretical design to encourage cooperation

o Reputation for trustworthiness is a very valuable commodity:

m Interests might create incentives to act honestly, but reputation and
commitment enable others to be assured of the effectiveness of that
pressure

e.g. reputation and token staking, to increase trustworthiness in a blockchain

system

o There is no evidence for “trustworthiness” (only lack of evidence for breach of
trust)
hard in pseudonymous systems, in which people can split identities for

misbehaviour

e (Divya Siddarth): How do these relationships change in situations of significant
power imbalances between parties? Many of the concrete examples are to an
extent 'between equals' - soliders on different sides, networks of moneylenders.
Can we expand the discussion of tension betweeen intensity of interest in action
and the value of p - for example, how does the concept of 'trusting trust and
distrusting distrust' play out when one party has significant distrust but no
leverage, and the other party has no incentive to cooperate - ie in precarious labor
relationships between employers and gig workers, or between debtor countries
and the IMF?

Transcript:

(Primavera de Filippi) Interested in the question of whether trust is a precondition or

consequence of cooperation.

(Primavera de Filippi) When relying on trust, cooperation entails creating conditions

where not only I need to trust you, but I need to trust that you trust me to trust you.

(Primavera de Filippi) Interesting correspondence between what Gambetta writes in

terms of pre-commitments and creating constraints, and how smart contracts and



blockchain-based systems operate. Because agents in these decentralized systems don't
know each other, cannot trust each other, the constraints come through technological

guarantees, to ensure others will not defect.

(Primavera de Filippi) So, as opposed to letting distrust generate more distrust, the
question becomes, can we use blockchain technology (or 'trustless systems') as an artifact
to create the necessary building blocks for cooperation to emerge, so that those collective,

participatory cooperations in turn actually can serve as a basis on to generate more trust?

(Wessel Reijers, Jessy Kate) Article offers a vacuous, even negative characterization of
cooperation. We can aim for a definition that is a bit more thick than simply "not

defecting".

(Morshed Mannan, pointing to the second footnote in the article) Cooperation as
agreement of rules, which can emerge implicitly and can also be based on trial and error.

A neutral definition.

(Judith Donath) Game theory does not encompass the variety of human rituals devised to
evolve trust by bringing in elements of pleasantness and repeated interactions. Trust can
be a way of understanding what it means to be social animals, on top of the coldness of

game theoretical models.

(Judith Donath) Something like bitcoin, and 'trustless systems' remains outside the

embodied world of real relationships.

(Balasz Bodo) Strange to reduce trust to a probabilistic calculus, ignoring the social
dimension of life. We don't have such a strict distinction in real life, both elements are

constantly overlapping.

(Andrea Leiter) If smart contracts are a way to replace trust temporarily, leading to
something more concrete later on, than what is the type of relationality or societal

engagement that would be desired in the horizon?

(Andrea Leiter) Doubtful about the conceptualization that, like a chemist, we can aim to

find the optimal doses of both trust and cooperation so that society functions well.

(Primavera de Filippi) Less skeptical because consider the article only aims to offer a
partial conception of trust, as there isn't one definition that can encompass all of the

related processes. A particular contribution that it brings (especially in the context of



blockchain technology) is showing what are the mechanisms that we can use in order to

enable cooperation, in a situation where trust is absent.

(Primavera de Filippi) One path is to increase the constraints (via pre-commitments
/smart contracts), the other is to create points of economic incentives and signalling, and
that speaks to the case of mining in which you can trust to some extent that the other

miners will collaborate because their interests are aligned.

(Primavera de Filippi) The question is whether the objective is to use this technology to
create a trustless system, or to enable a particular environment in which cooperation can
be implemented and as result of this initial degree of, even if limited, interaction and
cooperation. Can this become a particularly fertile ground where other types of

relationships can be developed?

(Primavera de Filippi) In most blockchains there's the pseudonymity aspect which hinders
the process, but in a context where actors in the network use systems of public
authentication, perhaps interactions that would never happen otherwise could be enabled

by those technological pre-commitments.

(Nicholas Saul) Back to the question of embodiment of relations of trust and cooperation.
Gambetta discusses bonds of friendship and the creation of fictions that allow cooperation
to develop. But the text is lacking a further exploration of other aspects of trust and how

they are built.

(Nicholas Saul) The plural subject emerges from a fiction of collective intentionality
which redefines how cooperation happens, where it is not limited to the coldness of game
theory, for instance as pseudonyms in a blockchain community. The question of whether
trust comes before or after collaboration depends on there being an intentionality to
cooperate or not. Because if we only face ourselves as one particular individual

intentionality than we are missing a lot of different aspects of trust.

(Georgy Ishmaev) Text is puzzling because it discusses various forms of trust but looks at
distrust only in a superficial manner. Distrust doesn't always have to lead to distrust, it's
not unidirectional. We can create systems where we can act as if we don't trust each

other as a precondition and trust may grow over time.

(Wessel Reijers) There's an underlying phenomenological, non-explicit point being
made: Gambetta's definition of cooperation, is not a definition but more like a theory

about how cooperation evolves.



(Wessel Reijers) The text is missing the element of temporality, which is core to our
discussion. What does it mean to trust trust and cooperate, if we can't place these within a

specific order of events?

(Primavera de Filippi) I see the text as surfacing the relevance of these different elements

for each other, rather than trying to suggest any particular order.

(Balasz Bodo) The text warns about not over-fetishizing cooperation, we shouldn't be

framing these as necessarily desirable behaviours.

(Balasz Bodo) Most of the analysis of cooperation assumes that agents have an identity
and a reputation. How does the analysis change if we bring in an anonymous

environment?

(Charles Nesson) I resonate strongly with the point that the element of temporality is

missing in the discussion.

(Charles Nesson) Distinguishing between concepts of probability and concepts of belief is
a formative question, a central feature of this discussion. Gambetta over-conceptualizes
belief in probabilistic terms. The line in which the middle point is a trying point in a
progression from uncertainty to belief, and where belief is something that has degrees of
probability to it: that's a very powerful game theoretic conceptualization of belief, but it's

incomplete.

(Charles Nesson) To me it comes into question when we add temporality to it. For
instance, in a criminal prosecution you start Time 1 with an assertion that someone is
guilty, and then you go through a trial where evidence is amassed and the jury concludes
beyond reasonable doubt that the crime actually occurred. The question is whether the
jury's verdict is a statement of probability or a statement of belief. And ultimately a

question of what is meant by "reasonable doubt".

(Charles Nesson) When it comes around gathering a group as we have, we have some
reason to trust each other: we were convened by Primavera, we were chosen. This
recommendation is a basis of trust, not a lot of trust but at least it's a place to start. If we
imagine that the trust that we have has a temporal quality, and it can grow by acts of
cooperation towards the end of building it, I think we can get to the place that Primavera

is pointing towards.

(Primavera de Filippi) If we have more time afterwards I want to continue discussing this

distinction between trust versus belief.



(Quinn DuPont) The question of reputation is really where temporality can be dissected.
Gambetta discusses reputation for trustworthiness, which implies something that is built

over time.

(Quinn DuPont) Building a reputation used to be central to the early internet and now

blockchain is bringing in the element of trust.

(Primavera de Filippi) Because of the pseudonymity aspect of blockchain systems, you
can't really leverage reputation as a mechanism of cooperation in order to create trust,

and attempts to build reputation systems on the blockchain are a response to that.

(Primavera de Filippi) Gambetta points that you can't prove trustworthiness, only the lack
of defection. That's a valuable point in order to argue that it makes sense to trust trust,
since otherwise you will never be able to gain more evidence of whether you can actually

trust an agent or not.

(Morshed Mannan) There's interesting research looking at repeated interaction as a path

to build a reputation, even in an anonymous environment.

(Morshed Mannan) The groups that are looking into building reputation systems on the
blockchain such as Colony and Daostack, have also been dealing with the question of
temporality, but this time not in the sense of accumulation but whether reputation points
should be degradable over time. That's a progression over Gambetta's thinking, which

can emerge because of the possibilities that this new system affords.

(Primavera de Filippi) Another way in which blockchain systems deal with the question
of reputation is through staking, where you can use assets as a way to signal something
about yourself, but that's a strictly game theoretical solution which essentially means these
agents are buying their reputation. Because of the way in which the technology is
constructed, without formalizing identity, then the system tries to find a way to address
these questions through economic and game theoretical means. This means that despite
the criticism to Gambetta's paper, it offers a proper representation of how people are

actually looking at and understanding trust.

(Primavera de Filippi) Referring to Luhmann's paper, we can decide to use trust as a way
to reduce costs and complexities. I think that that's what Gambetta was trying to express

with the language of probability.



(Georgy Ishmaev) In blockchain the problem is not over how to build trust with an
anonymous identity, but the fact that the identities are not persistent. The of how to get

people to commit to a single identity remains open.

(Juan Ortiz Freuler) To me the idea of trusting trust and distrusting distrust brings the
question of moving trust from individuals to systems, and then it's important to think
about what could be the broader consequences of having digital systems scaling

significantly.

(Primavera de Filippi ) Traditional political institutions also shift the focus away from
individuals and towards the system, and then we can have more trust in the individuals
involved because we know that they are governed by institutions. In a very rough
analogy, we could use a technology in a similar way, and ask what are the conditions that
need to be there in order to enable this. The question then becomes, what are the societal
consequences of having a system in which you don't need to trust people because you

can trust the institutions, versus having a people-based trust system.

(Juan Ortiz Freuler) The value of trust doesn't seem to be limited to cooperation. There's
an extra value that emerges when you put trust in someone and cooperation emerges,

where you feel like your expectations were fulfilled.

(Nicholas Saul) There's an interesting footnote where Gambetta discusses how modernity
had us abandoning localized similarities and modalities of trust, and allowing for trust

relationships to be formed with much less reliable persons.

(Nicholas Saul) We can use fictions to replace the need for these localized similarities,
and that can sufhce to establish trust. It works for states because there's a very strong
procedure and fiction behind it. Could it work for blockchains? There's an interesting

parallel in place.

(Beatriz Botero) In parallel to these fictions there are always interactions between
humans. Even cybernetic places always have chats and places where humans create bonds

among themselves.

(Primavera de Filippi) It's interesting: the institutions shift the focus away from trust,
enabling people who would normally not interact with each other to take that additional
level of risk, so it ends up enhancing the creation of more trusting relationships by
facilitating that initial interaction where you can check the other person's

trustworthiness.



(Primavera de Filippi) On the other hand it can become dangerous. The social credit
system in China shows how there's a point in which institutions are so pervasive that the
ever possibility of delation makes trusting relationships more difhcult to build. So the
question becomes, to what extent is an institution supporting an environment where

trusting relationships can emerge.

(Primavera de Filippi) Essentially in the blockchain has crossed that line, where you are so
pre-committed, and there are so many constraints that there's no possibility for trust to
emerge. Even if an interaction goes well it doesn't give me any feedback on whether the
collaborator is a defector or not because the possibility for defection did not exist in the

first place.

(Balasz Bodo) I'm more worried about the commodification and privatization of trust
than the institutionalization of trust. New technologies providing trust, including the
blockchain, are private infrastructures. They sell trust, this is their product. All the major
institutions that have traditionally provided trust have been public, and rightly so, since

trust is a public good. But they stand no chance against centralized private providers.

(Georgy Ishmaev) If we consider trust in a purely instrumental way, as a precondition for

cooperation, then we miss the intrinsic value of trust as a part of social life.

(Primavera de Filippi) Balasz - reputation is a very narrow indicator of trust, so it's easy to
commodify. But trust itself is much harder to commodify. What do you mean exactly by

commodification of trust?

(Balasz Bodo) I'm writing about how reputation systems are a way to exert control over
the past, automation / smart contracts systems control the present and recommendation
systems attempt to control the future. Each of them runs on private infrastructure, each is

a market, and there's no public oversight.

(Charles Nesson) Close the discussion in the form of looking forward or planning for
trust rather than trying to build it incrementally in an environment where it doesn't exist.
Harvard's central idea is veritas, truth, trust. The idea of establishing an environment for
the students where they are capable of developing trusting relationships amongst
themselves is central to its mission. Covid showed that the residential aspect was key to

enable that.

(Charles Nesson) The question is, can we approach the blockchain with an explicit

intention to build trust, rather than as an incremental and haphazard/vague process. If one



starts from this premise that we want to build trust and that our digital collaboration is
valuable, can we use a distributed ledger to build trust around how we structure

ourselves?

(Primavera de Filippi) Do you see any specific function that the blockchain would

support?

(Charles Nesson) The first rule of trust that we engage in is about our understanding of
confidentiality. Can I be recorded? If we collaborate in a digital space and then go on to
author things that come to have value, this could be exploited. Then in order to properly
disclose or distribute each other's contribution, we can have a distributed ledger

intermediating a creative commons structure.

(Primavera de Filippi) One danger of creating additional constraints in an environment
where trust is already present is that the transactionality of the processes can actually

disrupt trust. There are different costs and benefits.

(Charles Nesson) I want to invite all of you to join me in playing poker: I mean this in a
serious way. Poker is all about messaging conveyed through bets. The game we play does
not involve real money. It's education, not gambling, all about getting to know each
other and learning about discourse. Georgy and i&i played yesterday after our zoom call
ended, talked about the problem of reputation among pseudonymous participants in a

cooperating group. Here's the link to my table: all welcome, especially beginners.

hetps://www.pokernow.club/games/fl Zdkq4t-  yGbLHS7sL Wnm2X

(Charles Nesson) Even as we parse concepts of confidence and trust we can
self-consciously recognize their nuance in relation to one another.
(Diego Gambetta)

Protection can nevertheless be a genuine commodity and play a cru-
cial role as a lubricant of economic exchange. In every transaction in
which at least one party does not trust the other to comply with the
rules, protection becomes desirable, even if it is a poor and costly sub-
stitute for trust. This book shows that mafa protection fulfills this role,
albeit in an erratic and limited fashion. The market is therefore rational
in the sense that there are people who find it in their individual interest
to buy mafia protection. While some may be victims of extortion, many
others are willing customers. This situation was perceived in the nine-
teenth century, yet its implications have never been explored in full,



https://www.pokernow.club/games/fLZdkq4t-__yGbLHS7sLWnm2X

Session III. Feb 11 —Hardin (2002): Trust & Trustworthiness.
Chapter 1: Trust

Attendants:

Key concepts:

Trust, in most cases, is relational: a minimal core part of trust relationships is a clear, fairly well

defined interest at stake in the continuation of the relationship.
— Thus, trust is more than expectations about behavior, or incentive compatibility.
= If we have no or only a passing relationship, we are not in a trusting relationship.

Encapsulated interest theory: I trust you because I think you value the continuation of our
relationship, thus it is in your interest to take my interests in the relevant matter seriously (my

interests are encapsulated in yours).

This is presenting an account of trust as essentially rational expectations about the self-interested

behavior of the trusted in a particular matter.

Trust as a three-part relation: A trusts B to do X (there may be a fourth element of context as

well)

e Alternative framings see trust as normative or otherwise extrarational, arguing
that it is more richly a two-part or even one-part relation than this view implies
("A trusts B", or "A trusts"). However Hardin points out that such alternative
senses of trust entail cases that are not always of greatest import in social theory or

social life.

Trust as a cognitive notion: in the family of knowledge, belief; and assessment. Grounded in some
sense of what is frue --- we discover it or are somehow convinced of it (as opposed to choosing

it).
— Assessing competence is a predominant element of trust.

e Certain institutional arrangements arguably eliminate much of the trust that
might otherwise have developed between a client and professional, so that our
dealings with professionals have more the character of assessing and acting on

mere expectations.

Models of encapsulated trust:


https://www.russellsage.org/sites/default/files/hardin_Trust_chapter1_pdf.pdf

One-way trust: where only one of the parties can defect.

Here, if we play the prisoner’s dilemma once only, with no expectation of encountering each
other again, if is in the interest of the second mover not to cooperate. However, this may change if the
first mover takes the risk and cooperates -- especially in a scenario where iterated exchanges are

possible and the benefits of ongoing cooperation would surpass those of an initial defection.
Mutual trust: reciprocal and grounded in ongoing relationships.

Most common type of trust. Why? Because a good way to get me to be trustworthy in my
dealings with you, when you risk acting on your trust of me, is to make me reciprocally depend

on your trustworthiness.

— Several types of behavior often identified as moral can be clearly understood as self-interested
in many contexts. Promise keeping, honesty, and fidelity to others often make sense without any

presupposition of a distinctively moral commitment beyond interest.

Game theory of mutual trust: commonly, in mutual trust the interaction is a finitely iterated
exchange or prisoner’s dilemma. Standard approach — one should not cooperate in such a game,

as final play is a one-shot "defect game". By backwards induction, all plays become defect games.

However, if the first-mover cooperates in the first encounter (as Gambetta would put it, rationally
trusts trust), the second mover may reconsider the induction and decide it is in her interest to
reciprocate the cooperation, so that both gain far more than they would from continuous mutual

defection.

— This ability to reconsider the induction and cooperate is the basis for life in a society, where all

relationships are necessarily ﬁnite.

Thick trust: built on thick communal relationships. For Hardin, it is merely a special case of the
encapsulated-interest theory, as thick relationships are nothing more than one possible source of
knowledge for the truster about the trustworthiness of another, and one possible source of

incentives (such as stronger reputation consequences) to the trusted to be trustworthy.

— Hardin acknowledges a merit of thick relationship theory: it helps distinguish between

individual and institutional problems.
Discussion - Morshed Mannan:

e Hardin's contribution to the already voluminous scholarship on trust is looking at actual
rather than just conceptual ideas. In the real world, even in situations that don't lend
themselves to trust.



e Main idea in the chapter: trust as encapsulated interest. Accessing temporal interest
compatibility is not sufhcient for trust. Trust needs to be undergirded by the trustee's
interest in continuing the relationship with the truster: "I trust you because I think it is in
your interest to attend to my interest in the relevant matter".

e This means trust is both rational and relational. Trust relationships are limited to certain
persons and certain matters - A trusts B to do X.

e Here, trust is a cognitive process, different from Giddens, where trust is less cognitive and
more like a leap of faith, and more similar to Luhmann's conception of confidence. Trust
as a mental state.

e Whereas trust is a cognitive state/assessment and requires no choice, acting on trust entails
risk and does require choice.

e Trust can encompass relationships based strictly on self-interest, as well as love.

e One-way trust: where only one of the parties can defect. Mutual trust: distrust can be

paralyzing

e Thick relationships: not the primary realm of trust, just one more way of gaining
information about others. Concerns about reputation can lead to interest in acting in a
trustworthy fashion.

e Trust is primarily rational, essentially based on self-interest, but not necessarily monetary.
Can be based on morality, reciprocity, of self interest of the trustee. Trust can be maximized
by aligning incentives of the trustee.

e Harding lays out three categories of trust relations: iterated interactions or exchanges,
which he discussed in this chapter, but also trust relations that are backed by institutions
and trust relations that are mediated by non-institutional third parties (discussed later in

the book).

e Hardin critiques vagueness of game theoretic work on trust, how it excludes the
possibility that players may have a broader relationship.

Relevance for blockchains

e Hardin writes (p.12) that fully programmed automatons cannot be trusted, they are relied
on.

e Blockchains are not fully programmed automatons. They involve coordination based on
meeting predefined and deterministic conditions on-chain, but there's also open ended
coordination happening off-chain too. Thus there are elements of both confidence and
trust. I'm interested in hearing about whether you agree with this assessment.

e Would the use of a smart contract have prevented the situation that happened with the
colonel losing the money transfered illicitly to the merchant, or would the same issue
have arised regardless of the use of technology?

Transcript:



(Juan Ortiz) Towards the end of the piece he says that the types of trust that people have
with each other is different from the types of trust people have in institutions. How
would this apply to the blockchain? I agree that there are some elements of trust, but
wouldn't this system be more like a non-government institution? He discusses trust in
institutions in a different chapter, but to what extent are the things in this chapter
applicable to the off-chain coordinations?

(Morshed Mannan) If there's a mapping of the oft-chain elements of a particular DAO,
conversations in the past years on DAO governance suggest that there's usually a
leadership figure that is involved. Most of the time that only becomes clear once a mishap
happens, but on other occasions it's something that happens upfront. So there are
elements of both institutional trust, but also individual trust, by the person who is
interested in becoming a member or participant of the DAO. I don't think that the
institutional lens fully applies.

(Quinn DuPont) Agree that blockchains cannot be fully contained in that automaton
definition. There's an interaction between on-chain & off-chain elements.

(Quinn DuPont) "Generalized trust" is a concept that speaks to people's acceptance of
technologies implicitly (high modernity moment). That's part of the formation of
institutions as well, so my reading is that generalized trust mitigates much of the need for
trust in off-chain coordination. And the other half is just deterministic, so it can be
misleading to talk about trust there.

(Quinn DuPont) We need to be very specific about what is trusted. Trust between
cryptocurrency users is widely different from trust in miners. Hardin's text is useful in
helping define what we are trusting and how.

(Morshed Mannan) My question is whether generalized trust should exist? Hardin talks
about trust as a cognitive notion. So what is the knowledge building exercise, needed to
enable this cognitive notion to emerge? If we are talking about generalized trust on
off-chain elements, should this be more nuanced, based on an analysis of whether there
are elements of institutional trust, individual trust, and perhaps after that, a degree of
generalized trust too. Maybe there needs to be more done to build that knowledge to
substantiate this generalized trust. Is it just based on marketing speech, or interactions
with individuals involved with the DAO?

(Nick Couldry) The problem with generalized trust is that when it's broken, it's very
hard to know what you have to do to repair it, because it is not based on any articulation
of specific elements.

(Nick Couldry) Luhmann's approach 1 didn't find useful because it depends on a notion
of system, which is very abstract. A great strength of Hardin's approach is this concrete
breakdown of trust as encapsulated interest, but it needs to be expanded for our purposes.
In Hardin's definition there are very specific people involved: "I trust you because I think
it is in your interest to attend to my interest in the relevant matter". You and I are real,



specific people, not a type of people. And that's the potential weakness of applying this to
fit with the blockchain, which is a much more complex and systemic situation.

(Nick Couldry) I think generalized trust on the other hand is too broad, because it
doesn't point to specific layering of things that need to be done in order to build trust and
therefore to repair it if something goes wrong. But Hardin's model could help us.

(Nick Couldry) So staying in the spirit of Hardin's model - which I think is a good one,
the best I've seen so far - how can we open it to fit it with the blockchain? Maybe we can
turn our attention to what he means by "attend to". Maybe when I use blockchain I
attend to the interest of all the other people who are also using it, because I know they
must at some level be aligned with my assessment of the risk. Maybe we need to fll this
notion of attend to a bit more to get to "alignment".

(Nick Couldry) Morshed, you summarized encapsulation as alignment of interest, but I
have a slightly different interpretation on the meaning of alignment. I think that it is a
much broader notion than trust encapsulation, because I could be aligned with millions of
people for structural reasons, as in the blockchain.

(Morshed Mannan) Relating this to the example that he uses in the chapter of people
driving a car in a highway - where on the one hand trust doesn't exist because you are
not committed to the other drives, but on the other hand you must take their interests
into account, so there's an incentive for drivers to not crash into each other. I'm curious
about what would be the analogy that we could draw from this for something like
mining, where they have an interest in the blockchain prospering, and people doing
transactions on it, but are not personally committed to each other.

Primavera. Blockchain systems - because of pseudonymity you cannot have relational
elements, all you have is mechanism design and game theory aligning economic interests,
and therefore reliability and predictability. Here (as opposed to Gambetta), you might not
have to establish trust because the alignment is so strong that it is suthcient.

Bodo. Text is strange. Sentences sometimes incomprehensive. What he describes as
encapsulated interest is everything but trust. The model for the Karamazov example is
distrust, not trust. Structuring the incentives of others to enable trust is something closer
to coercion than trust.

Wessel. Found the chapter very confusing. Notion of interest is central yet vague, dk
what it means. Temporal aspect is under theorized. Encapsulated interest involves
relationships & events. Both of them refer to interest but what does it mean to have
interest?

Morshed. Backwards induction of distrust — only for that reason do we have living
societies.

Judith. Greatest strength is its emphasis on relationships, but he doesn't take that far
enough. The act of being trusted and trusting others in an end in itself (there are
interesting biological underpinnings of trust, the experience of trust is pleasant).
Karamazov relationships is not affective, purely transactional — the two shouldn't be
conflated. With blockchains, to the extent that you eliminate trust, is trust an end in itself
that you want to achieve.



Primavera. Hardin does not analyze trust as an end, he puts it as a means to an end. He
identified the fact that I selfishly value the relationship with that person, which is a
different value.

Judith. You may value continuing the relationship, but I'd argue that that's outside the
realm of relationships.

Primavera. So Karamazov' ‘example would be outside of trust as encapsulated interest to
you?

Judith. There's an inherent value to being trustworthy.

Primavera. Agreed that wouldn't consider that merchant in the example to be
trustworthy. Maybe a good manipulative human being.

Philemon. If trust is just based on interest than its confidence. Thick trust is what I would
define as trust. Hardin's definition is too economic, transactional.

Primavera. Perhaps there” a distinction to be made: do you only trust because you think
that the person is trustworthy or can you also trust because the trustee has encapsulated
interest. That's why Hardin frames it as a three-part relationship, because I can trust
someone in a specific set, but not in others.

Balazs. If you go to a restaurant you can trust that it is complying with food safety rules,
and I trust his self interest in complying.

Morshed. A third party institution is what enables that trust. In the absence of it, you may
consider reputational effects, but maybe the self interest of the restaurant could be to
maximize profits.

Primavera. Independent of those two, if I am confident that the restaurant wants me to
come back as a customer that I can trust that the restaurant has my encapsulated interest.
Balazs Bodo. In modern societies it's rare that we develop relationships where you are
seen as a human, not just a client (your bartender knows your name and wants to make
sure you are satisfied).

Judith. Aspect of modernity is that you can

Chatles. Is trust possible without human trust? Could a smart contract have prevented the
lieutenant losing his money?

Primavera. Does not solve the problem to trust, hampers it because the very fact that you
are using the smart contract implies you have no trust.

Charles. Isn't the premise to use blockchains as a base to lead to trusting relationships?
Primavera. Larger quest is to try to avoid the problem of reconstructing trust and just
leverage alternative means to enable cooperation. My quest is to try to understand how
new types of relationships enabled by the blockchain can bootstrap the basis for trust.
Charles. Emotional state is a product of senses. Cognitive state is a product of the brain.
When I think of trust I'm in an emotional state. Cognitive state, is math and logic, and
very trustworthy in most senses, but has no ethics.

Georgy. Hardin is very critical of general trust, which is what we have with banks, and
facebook. He tried to introduce rational trust, which is a better framework for
cooperation.

Wessel. Agree trust is emotion. I also think it is a virtue, which is emotional but rationally
mediated. My problem with framing it rationally is that it becomes a worldly affair.
Virtue is in between rationality and emotion. Trusting itself as a virtue. Anticipatory
resoluteness as a definition of trust.



Primavera. Trust as encapsulated interest can come from values, but there can be multiple
grounds, value-based grounds, cognitive grounds, etc.

Paula. If trust can be understood as Gambetta puts it: a line from complete distrust to
complete trust with a mid-point of uncertainty, so numerically ranging from -1 to 1,
then in a particular circumstance where A trusts B to do X, can a smart contract be seen
as increasing the probability for trust to emerge as opposed to uncertainty or mistrust?
Just by the mere fact that it obliterates the range of -1 to -0,1. In this framework, even
when everything goes according to what has been programmed, trust can remain on 0 -
you have no information about your counterpart’s trustworthiness. But [ am interested in
the question of whether we can affirm that the probability for trust to emerge, as opposed
to mistrust, increases? (of course, not in Luhmman’s sense, who would just frame the
interaction as one of confidence).

March 2 —Nissenbaum (2004): Trust as Security (Guest speaker )

Attendants: Helen Nissenbaum, Quinn Dupont, Divya Siddarth, Philemon Poux, Morshed
Mannan, Balasz Bodo, Wessel Reijers, Georgy Ishmaev, Primavera de Filippi, Aviv Barnoy,
Heleen Janssen,

Transcript:

(Helen Nissembaum) When I was writing this paper, the National Scientific Foundation
had a program (still has), where computer scientists were merging ideas of security and

trust. [ was trying to argue that it's not ok to call something “trust” if your aim is security.

(Helen Nissembaum) Re-reading the paper - it's depressing how the “insider” and
“outsider” part remains relevant. The main threat comes from respectable parties, and we

have to engage with them. Things have gotten pretty dire in that respect.

(Balasz Bod6) The most interesting thing is how the paper has aged.

Key concepts & discussion (Baldsz Bodd)

The argument: The assumption is that we need trust because lack of trust is paralyzing.
That was especially relevant in the context of e-commerce, with frauds. To have a lively

digital economy you need trust.

Trust is caused by: history and reputation; inferences on characteristics; mutuality and
reciprocity; role fulfillment and contextual factors (cheating can be made public /

rewarded / punished). But many of these factors are not present online.


https://nissenbaum.tech.cornell.edu/papers/securingtrust.pdf

o  Problems of trust online: missing identities (in the internet nobody knows you are a dog),
inscrutable context (digital domain is a context of its own, disembodied from institutions

that facilitate personal relationships in real life.).

o Solutions that have been proposed in many technical discussions: trust through security, better

access control, management and enforcement of identity and surveillance

e Argument of the paper: these are misguided approaches. Trust depends on the
freedom of others. Certainty, security and safety, give a certain type of warranty but

comes at the cost of freedom.

e Trust in information systems is the question of insiders / outsiders. Facebook is not an
information system in itself, it's a firm that has its own agency. Can we trust it as a firm (as

opposed to a technical system)?

e More insidious setup now: these systems grew into monopolies, and we are now stuck

with untrustworthy systems.

e The question is not about whether you use them or not (we are stuck with these options)

but how do you live with untrustworthy systems?
The threat model changed:

e Missing identities is not the biggest problem anymore - we know too much about each

other and platforms know too much about us.

e Evil hackers are not the only or most important enemies, there are many other problems:
greedy corporations, extractive business models, state adversaries, unaccountable CEOs,

lack of regulation, unexplainable ML models

Problems with the solution

e Sometimes we want distrust. The whole system of democratic institutions comes from
carefully managed distrust.
e Sometimes we want security. We want to have some degrees of certainty in how we

relate to apps and platforms.

e False dichotomies: trust enables people to interact in a rich and complex world, whereas
security decreases richness and complexity. Trust and Security are not necessarily
mutually exclusive. We are in a richer and more complex digital world, and we need to

find a place for both trust and security.



(Helen Nissembaum) Minor side comment: I realized that back then there was the issue
of identity - those were the days of nobody knows you are a dog. The interesting point is
that we are talking about the factors that seem to lead people to trust others, and identity
was one. But what often is the case, is that identity can be pseudonymous, but knowing

that you will have a continuous relationship with the other is what enables trust.

(Helen Nissembaum) The problem with algorithmic governance is that there’s no
accountability. It's not about identification, but the acceptance of action without

accountability which emerges as the problem.

(Balasz Bod6) With the big platforms - social media, airbnb - their real product is
reputation. But not accountability, because it's so easy to re-register and create false

profiles.

(Balasz Bodd) Blockchain systems were also developed to respond to the anonymity
problem. It’s a completely secure and safe system, there is no freedom there. You don’t

choose the rules, you only have the freedom to join or not.

(Primavera de Filippi) I ind your paper timely. At the time, the fear was how do we
protect ourselves against hackers. And in large part this has been achieved, we do feel safe
to pay things with our credit cards. And yet, we never had less trust in online operators
than today - we are not in a realm of trust. So the external security aspect has been dealt
with, but not the internal security: technological guarantees, accountability, separation of

power, within the system itself.

(Primavera de Filippi) When you increase security too much, you don’t leave room for
trust. But our problems today, are they due to excessive security or lack of security

against insiders?

(Helen Nissembaum) In re-reading the paper, I kept thinking to myself - so what? If we
make things so safe why do we care about trust? Maybe it's better to not have trust.

Maybe we should celebrate the security we do have.

(Helen Nissembaum) In the online realm, I speculate that we secured certain parts, that’s
great. We still have to trust the internal people - like your mobile operating system. And
yet, we don’t have the information or context or all those factors that I listed, about those
folks in order to wholeheartedly trust them. And these guys are con artists - you can’t
trust them more than a used car salesman. We don’t have the regulation that would

require the needed auditing.

(Helen Nissembaum) But while you can be secure against certain types of aggression or

attacks, you cannot live your life without trust because you will always be vulnerable.



(Wessel Reijers) What struck me was how trust is built through a specific setting of
identity and reputation, which is very similar to Chinese Social Credit system. How does
a trust based system, understood along the lines of the context that you sketch, improves
freedom? Chinese Social Credit system has all of these criteria but does not increase

freedom. Similar with blockchains.

(Wessel Reijers) The ideal of trust as security is false. You only have walled gardens.

Question becomes: is there a path that increases freedom?

(Helen Nissembaum) What is it about blockchains that makes it a libertarian favorite, in

what way does it enhance freedom or liberty?

(Quinn DuPont) Blockchains don't promote freedom in the sense of, do whatever you

want. They are a technique against the state.

(Primavera de Filippi) Blockchains enable you to bypass certain institutions that liberals
don’t want to be subjected to. You escape from one type of constraints, like regulations,
and then you choose your own set of constraints, among the different blockchains. So it's
not like “I want to be free of everything” but “I want to be able to choose my

constraints”.

(Helen Nissembaum) The fact that libertarians are so committed to the preservation of
property rights, and the way they impose on the freedom of others in doing so strikes me

as odd. Some limitations on freedom are blessed by them, while others are not.

(Morshed Mannan) At some stage blockchain libertarians run into some regulations. In
Kenya they passed legislation to allow for blockchain free-trade zones: so people realize
that there are certain constraints outside those zones. A regulatory sandbox in a
geographic space. This is interesting to question the claim of how far blockchains are free

from regulatory constraints.
(Helen Nissembaum) Why, as people studying blockchain, are you studying trust?

(Primavera de Filippi) In the blockchain system there’s no insider or outsiders. You don’t
trust anyone, so you need technological guarantees or economic incentives to ensure that

actors will act as expected.

(Primavera de Filippi) On the other hand you have institutions analyzing the possibility
of adopting blockchain technologies. So our question is, can we actually use blockchain
technology to increase insider security? And by increasing insider security and
confidence, could that contribute to increased trust. Or if we secure it too much we may

eliminate it? Are there fields where we can use it?

(Helen Nissembaum) Assuming we could secure more, what will we lose? What

relationships are the most degraded ones?



e (Heleen Janssen) Can we discuss gradations in trust and security? Distrust can be useful, it
can keep people communicating with each other. You need breathing space and

dialogue.

e (Helen Nissembaum) Technology constraints can shape behavior and create its own
morality. But then that’s like the shackled psychopath, it's only the shackles that are
holding him back. With The DAO hack, is the blockchain implementing a moral rule, or

is it the moral rule?

e (Baldsz Bodo) Attractive dichotomy, but in practice there are very few situations where
this comes out very clearly. We don’t want to trust that the uber drive will not rape us,

we want to have confidence.

e (Baldsz Bodd) Digital world: most of the trust producing institutions are private (offline,

most of them are public at least in the modern era).

e (Balisz Bodd) With technical systems, the problem is not that they are producing too
much security and eliminating trust, but that they are commodifying it. Safety is being

produced by private contractors.

March 11 —Bodo (2020): Mediated Trust (Guest speaker )
Attendants:
Transcript:

Introduction by Andrea Leiter

e Paper complements existing theoretical thinking on trust with the question of what does
it mean when technology becomes The Entity that is entrusted to be the mediator of
trust.

e Trust is conceptualized both as an interpersonal relationship, and an institutional
relationship. However, both on the interpersonal and the institutional level, the trust
relationship is characterized as an interhuman and intersubjective relationship. The paper
is genuinely concerned with how humans trust each other.

o Crisis of trust - perpetuated through two things that are taking place at once:
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o Globalization: The nation state, as the one entity that in a sense bounded trust,
does not scale up to the global level.

o Digitalization: Digital technologies now create this new phenomenon of
technologically mediated trust.

e Three questions the paper asks:

o How do digital technologies establish new forms of interpersonal and institutional
trust?

o How digital technologies transform the existing logics of interpersonal and
institutional trust?

o And ultimately, how can we establish the trustworthiness of trust mediating
technologies?

m  How can we assess this transformation? What kind of tools do we have to
see what is coming for us? What game are we in? Is that a good thing or
bad thing? What do we do with this?

e ABI framework: trustworthiness of technologies fail the parameters of Ability
Benevolence and Integrity.

Discussion by Andrea Leiter

e When do we start having technologically mediated trust that we did not have before?

o What is the fantasy of unmediated trust that stands on the other side of a mediated

trust?

o How would unmediated trust look like? In a sense trust is mediated through all
sorts of technologies be it, the telephone, the book, the paper and even on a more
fundamental level, words. So the question becomes: what is so fundamentally
different about these digital technologies that they really are not just part of the

story, but you want to ascribe agency to them in a new quality.

o It seems that what changed the notion of trust, is the moment it became a response to

risk.

e You speak of how technologies actively shape our relationship to trust. Going away from
only the human being the subject, and everything else being is an object; towards seeing

an agentive relationship where there is a co-production at stake.

e  On the heels of this co-production, one thing that I would provoke you with is to say
that the lens of risk in and of itself is one that is co-produced through the tools of

governance. Mapping, cartography, statistics and everything that we use in order to assess



the world and measure the world has now brought us into this category of coding,

numbers and symbols, assessing them on a measure of risk.

So risk is the category that makes us engage in the world. But I wouldn't say that risk is
the only category that makes us engage in the world and always has been. Risk only came
to be invented as that category through the tools that we deploy to make sense of the
world. And so that trust in a sense becomes only a response to that. The notion of having
to use trust as a risk responding mechanism to engage in this world is already embedded
when we ascribe the risk category as the one with which we want to make sense of this

world.

Thinking of trust as a response to risk appears as a necessity, if we ascribe to the tools and
to their mode of operation. That is already something that we might want to challenge

and think through. Is that a good way?

Other than saying are these tools trustworthy? We might want to ask: Does it make sense
to think through the lens of risk? Is that the lens through which we want to know our

world and through which we can engage in the world?

The final provocation I would like to put out is on human reasoning and reasoning in

general, that to me appears to come through as the thing that has to be the safeguard.

In the assessment of ABI, what is lacking in a sense is transparency and an idea of
comprehending the logic that is being displayed by these technologies in order to

domesticate them, to make them graspable.

And I think that algorithmic reasoning or machine learning reasoning escapes this idea of
domestication, or bringing it back to human reasoning and rationality, making it

penetrable with our knowledge. I don't think that is possible.

Here I was very much taken by Louise Amoore's book Cloud Ethics, in which she has an
approach that is an embracing of doubt and the unknowability. She tries to come to
terms with technological reasoning or algorithmic reasoning, not by trying to keep
understanding it with the human mind, to open the black box, make it transparent, know
the reasoning and the causalities and follow it back; but by going at it in a different way
that says, this is an instantaneous decision making process, and it is a way of governance

that operates differently than the logic and planning that we are that we are used to so far.

And so I think that there could be something in that direction of trying to think with the

unknowability, and try to capture it in a different way in order to make it trustworthy.

(Balazs Bod6) So about "when does the new form of mediation start?". This whole paper

is based on two fundamental texts. One is Susan Shapiro's The Social Control of

Impersonal Trust, and the other is Lynne G. Zucker, Production of Trust: Institutional
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Sources of Economic Structure from 1840 to 90. Zucker's article is a description of a big

transformation of the US economy with the settler culture that comes in. She does a
meticulous documentation of the economic activities there, describing how an economy
based on knowledge, familiarity and customs has to give way to something else because it
can't scale with the new settlers. So a new way of establishing trust has to be built. The
technologies didn't change but the socioeconomic realities changed, so new ways of
building trust were necessary. When we are dealing with unfamiliar faces on alibaba, or
when the 2008 crisis in the USA makes my life difhcult in Hungary, there’s a need to

mediate trust in a new way that applies to these new circumstances.

(Balazs Bodo) If reputation and repeated interactions are key to trust, my question is how
do we remember these interactions? It depends on the medium, and whenever there's a
new medium, the type of trust that is built changes. Different mediums have different
ways of operating. When social changes happen, we also develop new ways to establish

trust with a medium that is more adequate to the new reality.

(Balazs Bod6) So my answer to, when this new form of mediation starts, would be in the
2000s when we see literature emerging on how to make e-commerce more trustworthy.

I would say that’s the beginning.

(Balazs Bodo) The second question is whether the lens of risk is the one through which
we want to engage with the world? I would be very interested in discussing what other

lens can we use to engage with the world. How else?

(Balazs Bodd) The last problem is the domestication of technology - how can we
domesticate systems that are intransparent, or very speculative or deterministic. We had a
similar problem: how do we domesticate secret services? Institutions which are by
definition intransparent, and resist oversight. If something like machine learning models
are inscrutable for human oversight, if that is what we have to work with, then maybe we

can apply the logic devoted to oversee these organizations.

(Baldzs Bod6) You mentioned Cloud Ethics, I can offer another book on the topic,

Technologies of Speculation, which also speaks about speculative futures, and what

happens when we can only speculate but can't reach any certainty, and how we deal with

that type of uncertainty.

(Primavera de Filippi) | was expecting to see more in the session where you describe the
tools being used to facilitate the establishment of trust. One based on the past, reputation.
One based on the present, blockchain. And one based on the future, recommendation
systems. I think it's a very nice three-part separation. And I actually want to open the
question for discussion, of whether either of those three are actually successful, effective
tools to establish trust? Or whether they reduce the need for trust. To me blockchain is

not a technology that actually creates or enables new trust, but reduces the need for it. So
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to which extent do you see these as establishing trust, or tools that avoid the need for trust

intermediaries?

(Balazs Bodo) I think this is a discussion that has been going on for quite some time
between us. You are focused on trust and confidence. A differentiation of a reliance on
some form of control or of confidence in the actions of others, and something that
precedes that and is more an expectation for myself to deal with the uncertainty and the

lack of control.

(Balazs Bodo) I don't really differentiate between trust and confidence. I think in every

situation in life they are mixed together. Some part trust, some part confidence, some part

blind faith.

(Balazs Bod6) Reputation is an important signal for e-commerce - and that's aggregating
the past right? The past transactions of both parties. Is it confidence? Is it trust? Is it faith?
[ think it's all that. But that requires identity. And what I see with the blockchain systems
is that they prepared the solution where there are no fixed identities, which enables
transactions in an anonymous environment. That comes with control, right? This is how
they control the present, blockchain systems, smart contract systems create certainty in
your vocabulary, by creating a certain type of certainty to control the actions of the

counterpart.

(Balazs Bodd) So it would be interesting to actually measure empirically: to what extent
this is a confidence based on the full understanding of how the system works and how
much is it just because someone told me the system is reliable. For me the DAO hack is
the case in which the limits of confidence become very clear. People were very confident
because this was open source code, but there was an element of speculation as well which

goes beyond confidence.

(Balazs Bod6) And with Al and recommendation systems, my argument is that they build
trust by being able to reduce future uncertainty. If we can reduce future uncertainties,
probably we need less of this mix of trust, confidence and faith. So I think they can play a
really important role if we believe that they will lead us to solid ground. These systems
are reducing uncertainty but not increasing certainty, and this is where the
trustworthiness question comes from. Are they actually delivering, or are they increasing
the risks?

(Primavera de Filippi) Maybe this relates to the question that Andrea raised about risk.
Which is that perhaps trust cannot be only about reducing risk, uncertainty or
vulnerability. It also requires some type of choice and agency, capacity to act. And the
interesting thing about this section on the three approaches is they all reduce risk but not

all of them have the same impact on choice and agency.



(Primavera de Filippi) Reputation reduces risk because I get more information about who
I'm interacting with, therefore it increases my agency of choosing: do I want to interact
with that actor, given the trust behavior of this person? It's providing more information,

hence enabling me to expand my realm of action. I can make more informed choices.

(Primavera de Filippi) The blockchain, I define more as a confidence setting, because it
does reduce the risk, but it does not enable me to even question anything. I don't need to
trust because there is no question that it's going to operate as expected. And of course
there are all the drawback