R E Facebook,

BB EEME, BAERE r] DI T E & (33858 ) (— IR A B4 ) BOR', B2 L2 i A
il 1)L A HE e 5 2 i L3R T IEm AT A T P, P55 A 7 BLORFE, We write to call on
Facebook to reform its “authentic identity” (commonly known as “real name”) policy?. It’s time for
Facebook to provide equal treatment and protection for all who use and depend on Facebook as a central
platform for online expression and communication.

AP 118 Fh {18 A BRSSO IR R, B R ORBR A JRUE RS, 998 IE. LGBTQ +LA¥, DL
AL Bl i B 4 IR S b L REE, TR B Big o R, T3 : We are a coalition of
people and organizations who work to protect the rights of women, indigenous and ethnic minority
communities, LGBTQ people, and Internet users who have found Facebook’s name policies to be
culturally biased and technically flawed. We represent:

o [RIzVEAR AL B A BIRR R ASFF & RO B ME I 8 BLAZEME N, Transgender and gender variant
people whose legal names don’t accord with their gender identity

o XTSRS mBRBUNIERECE, Beih AT PERHEL SR, BUBURTTEN 51 A BEE:, T
fif R4 B ke 4 A7 B 2179 A\, People who use a pseudonym or name modification in order to
protect themselves from physical violence, legal threats from repressive governments, or harassment
on the basis of gender, sexuality, religion, or political activities

o WRUBUERE I M eEN B R RA | RIREDRE M ML 28 3 . People who have been silenced by
attackers abusing Facebook’s “Fake Name” reporting option

o BT A EN T EE A IEEER N, People whose legal names don’t fit the arbitrary
standards of “real names” developed by Facebook.

(5 R B O B R BOR, (L HOE R R 8 N B IR 0L 5 S P OB I B, A5
PR, AP 03RRI RS E, S5 B2 R, Despite commitments to reform these
policies, Facebook maintains a system that disregards the circumstances of users in non-western
countries, exposes its users to danger, disrespects the identities of its users, and curtails free speech.

SRR ThHefE 9525 H P BB ATLEL Abuse Reports Silence Vulnerable Users

KR BEBIERIBOR, H P fR AT B E AR ) TR FH R4 AR SR, & M P IR AIEE Rk, fas
At BR B 4733875, Under Facebook’s current policies, users create profiles using the names they use
“in real life.””> When a user first creates a profile, Facebook does not require proof of identity.

AT 5 40 AT LAEE 5, e i 35 2 0 — AL P A0 T8 BOR, W Hig A F551R IRl A 835, (AT
PP R AT LAE R 2R, SRR R AT L, 58 2 BT P RO TR B B T R o, 8 BG4
BORS BN ATHIRI ], $2 B E T A LA RO — (& b HLA R T B, — RIS A8 mT LA

! “What names are allowed on Facebook?” https://www.facebook.com/help/112146705538576

2 “What names are allowed on Facebook?” https://www.facebook.com/help/112146705538576

* See appendix for case examples.

4 Post by Chris Cox, Oct. 1, 2014, Facebook, https://www.facebook.com/chris.cox/posts/10101301777354543.

* This policy has also been referred to as an “authentic” name policy. Compare “What names are allowed on Facebook?” from October
2014 (“We require everyone to provide their real names....”) with that from July 2015 (“Facebook is a community where people use their
authentic identities.”). Located at: https://web.archive.org/web/20141001193811/https://www.facebook.com/help/112146705538576;
https://www.facebook.com/help/112146705538576.
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1S —4 P k= ALER,  Any user can easily file reports with Facebook claiming that a fellow
user is violating this policy, and has no obligation to submit evidence supporting their claim. Any user
can file as many reports as they wish, as quickly as they wish, allowing targeted reporting sprees. This
has led to unfair application of the policy, and provides people who wish harm upon communities like
ours with a dangerous and effective tool. One abuse report can silence a user indefinitely.

ERLGBTQH:RE, P i Bl . o R A =5 0 P 8 SO AT RERS L) i ik (A iR 2 i im 25) 2l
1A M) B AR 1) Ak e TSR ) ) #28, Facebook users in the global LGBTQ
community®, South and Southeast Asia’ and the Middle East report that groups have deliberately
organized (sometimes even coordinating via Facebook) to silence their targets using the “Report Abuse”
button.®

TEEM R A4 R R 2538 A “Name in Real Life” Is Not an ID

T S R O 8 SR 2 5 1), P AR R R R, SRS Es ], e EE Ry 4, FeiRys
TELTRAMIRFF G, R FT = R iR AN AR B AT B S A B 7 e, SR A B I JHE SR e Th RE T

H, EER BB FAIR— 4 BRE A IEMR S 2 R P g A4, R an R B

JEFL NN EEFERY, REp S B B BL o 4% LIRERR I AR R o AN AR 55 11 B 7y 35 IF o B BT
I8 N HYVE R S 5 BRSO B R ) B 45 35 RS A AT I s

In the face of an abuse report (regardless of the report’s merit), users who wish to maintain their
accounts must submit proof of identification. Facebook acknowledges that profile names may not match
legal names, and has repeatedly emphasized that government-issued ID is not required. Yet the types of
ID that Facebook asks for in the “report abuse” process, whether issued by a government or private
entity, do not necessarily feature a person’s nickname or “real life” name—especially for transgender
people and others who modify their names to protect themselves from harm. ID from a private institution
is also often linked to a person’s legal identity and government-issued identification number.’

3B I R AT REEAS AN LE IR 2% 22 4 B AL S M ARE FIVAE 4 MR P B AR H R R, /RS
Filrh, MR A BUM B & 03 B LOB IR IR EBOR 2 1%, IR & KR = e, (B4 FRstal P #Y
IR, SE MM BRER (A R IR R CEE, BOAS) 5%, D B H IR A28,

This process can put users who use a name other than their legal name for safety or privacy purposes in
real danger. In some cases Facebook has reinstated accounts with the legal name of users who have
submitted government-issued ID in accordance with Facebook’s policies, exposing them to abusive

6 See, e.g., Jay Barmann, Drag Queens, Other Performers Outraged As Facebook Forces Them To Use Their Real Names, sfist, Sep. 11,
2014, http:/sfist.com/2014/09/11/drag_queens_other_performers_outrag.php; Selena Larson, Facebook's real name policy claims account
of Ethiopian LGBT activist, The Daily Dot, Jul. 12, 2015
http://www.dailydot.com/technology/facebook-real-name-policy-ethiopian-1gbt-activist/

" Russel Brandom, Facebook's Report Abuse button has become a tool of global oppression, The Verge, Sep. 2, 2014,
http://www.theverge.com/2014/9/2/6083647/facebook-s-report-abuse-button-has-become-a-tool-of-global-oppression

# Supra, note 3; Sahar Habib Ghazi, We Will Choke You”: How Indian Women Face Fatal Threats on Facebook While Trolls Roam Free,
Global Voices, August 6, 2015.
http://advocacy.globalvoicesonline.org/2015/08/06/we-will-choke-you-how-indian-women-face-fatal-threats-on-facebook-while-trolls-roa
m-free/; Preetha G., post on August 3, 2015, https://www.facebook.com/preetha.gp/posts/862310883838735?fref=nf; User stories from
survivors of domestic or sexual violence, (last updated May 29, 2015), MyNamelsCampaign,
http://www.mynameiscampaign.org/category/user-stories/survivor/.

? Many countries use unique individual identification numbers (akin to social security numbers in the US) on all kinds of documentation,
including many of the “non-state” examples that FB offers, such as student IDs and library cards.
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former partners, politically-motivated attacks, and threats of real-life violence.'’

R ER B RGP B AT

Facebook’s Enforcement Process Leaves Users Without a Remedy

AR, T A TR ) R R BRI ET Fe T TR, RN, B R B, A0 SR L S e
TR S AR, B IEESR AINRSR, B 058 I ZH B R E AN 2 12 10 R NHE AT, IR LA R
EHEAR AR By, U2 AR IE 74 05 B 5K B2 Jre P 52, VAL IDIPR P9 22 By 43 38 PN
SEEL H CRORSRIK PR, MR AN R 5 s, B TR 5 R DRIt T, 38 e kR R F 5 iR
ARETTHER, EOREUSIR .

For years, Facebook has known about the flaws in their appeals process across the service, yet have not
addressed them.'' Individuals without a type of ID that Facebook accepts are left without recourse. IDs
must be submitted to Facebook within ten days of notice, disadvantaging users who do not have daily
access to the Internet, many of whom live in non-Western and developing countries. Those who fail to
submit IDs in the allotted time period are locked out of their accounts, preventing both communication
with other users and downloads of account data for use elsewhere. Excluded users are not provided with
the right to appeal for access to accounts.

503 38 A B RE f 5 P R
ID Process Endangers User Data

SRS {1 N By 473 38 PR kG 5 A P P R e o e A A ) R RO 22 42, EA [ B i 5 & e f
FELEE B, P 85 G M B S 3 58 A SCERE IR AN B - B AS IRE, S50 AIEEE, &
SR AREE K 2% B T AR 52 BB HERI R .

Users who opt to send Facebook their identification information are told that their information is secure,
but are given no information about how Facebook treats their data. Users often send their ID documents
to Facebook through unencrypted emails—particularly concerning for users who are subject to
surveillance for the political work they do.

BUORGIEVERE &
This Policy Raises Legal Concerns

TRIZIER ARERRYE, 36 TR i A RE, A 1B PR Bl TR B 1 A AT 455 5 R A HE e R i, AT
B0 ] 28 B BRI E ST R AR B0 SR (8 4 BORETEFERO RS, 40 RFacebook il L B R

FARIE, & 16 E w2 . LGBTQARNFF 26 HoAth A T A S i, -t B 7 R DR B e A 14 [ 52 41

A5, WRGRAN W BUE RN AR 8 —HIR, R R PR R R AR, bt 28 S il
AR,

1 Samantha Allen, How Facebook Exposes Domestic Violence Survivors, THE DAILy Beast, May 20, 2015,
http://www.thedailybeast.com/articles/2015/05/20/how-facebook-exposes-domestic-violence-survivors.html.

" Lee Rowland, Naked Statue Reveals One Thing: Facebook Censorship Needs Better Appeals Process, ACLU Free Future Blog, Sept. 25,
2013, https://www.aclu.org/blog/naked-statue-reveals-one-thing-facebook-censorship-needs-better-appeals-process.
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Under international human rights standards, companies have a responsibility to respect human rights and
to provide remedies for any abuses they cause or contribute to."> A policy of excluding users in a
discriminatory manner also violates European Union regulations'® and the spirit of US civil rights laws."
If Facebook maintains these policies and practices, it will build a reputation as a dangerous place for
women and girls, LGBTQ people, and many others. It will also continue to run afoul of countries with
more stringent data protection requirements,. (i 922 [ {iE3EE))

If the company wants to do right by its current and future users, particularly those in less-developed
nations, it must strive to meet the needs of its users.

i Facebook L 334 B T
Proposed Policy Changes

AR B B>k Facebook fE 1T Hk i, SO BUR BLyEAR, DARERFIT A 8 B, 704 Bl R R
As a coalition, we ask that Facebook fulfill its promise to support the dignity, safety, and expressive
rights of all users by making the following changes in its policy and process:

o K RZMEE SR E B E L T A HB A FFRIE AR, SRR (E AR A LL T fFE G I, —
e AT R A AR TR G B AR A R, B AR EER eS8 4 . Commit to
allowing pseudonyms and non-legal names on its site in appropriate circumstances, including but
not limited to situations where using an every day name would put a user in danger, as
determined in consultation with civil society, or situations where local law requires the ability to
use pseudonyms.

o WZHSEHI BN A BORE R AN E 6 A, 6 A BIR B, HoR U LI E
ﬁ\ e f5E RE Bl S Hoth SURE , Require users filing real name policy abuse reports to support their
claims with evidence. This could come in written form, multiple-choice questions, or some
alternative documentation.

o ENTHHBUAAR, AFFEAEHE ALAG H B0y SCUE L RERRFE B 1, (8 T LU A E e, Bl
B PR B AR (AR A SORE, B A0S v b S L s B A LA AH HEM%/%%B%%L?
17, Create a compliance process through which users can confirm their identities without
submitting government ID. This could include allowing users to submit written evidence, answer

12 Special Representative of the Secretary-General on the Issue of Human Rights and Transnational Corporations and Other Business
Enterprises, Guiding Principles on Business and Human Rights: Implementing the United Nations “Protect, Respect and Remedy”
Framework, Mar. 21, 2011, U.N. Doc. A/HRC/17/31,
http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf [accessed 2 September 2015]. There is growing
recognition that anonymity enables the realization of human rights online, including on private Internet platforms. See UN Human Rights
Council, Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, David Kaye,
at 16, 20, 22 May 2015, U.N. Doc. A/HRC/29/32, available at:
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session29/Documents/A. HRC.29.32_AEV.doc [accessed 2 September 2015].
'3 The Hamburg Data Protection authority ruled that Facebook must allow German users to use pseudonyms under German law ( Julia Fioretti, German
regulator orders Facebook to allow pseudonyms, Reuters, Jul. 28, 2015,
http://www.reuters.com/article/2015/07/28/us-facebook-germany-pseudonyms-idUSKCN0Q21U620150728). See, also Nadia Kayyali, New Report Shows
European Data Protection Authorities are Taking Facebook's Questionable Terms of Service Seriously, EFF, Feb. 26, 2015,
https://www.eff.org/deeplinks/2015/02/new-report-shows-european-data-protection-authorities-are-taking-facebooks

14 See, e.g. Cal. Civil Code § 51 et seq.

4


http://www.reuters.com/article/2015/07/28/us-facebook-germany-pseudonyms-idUSKCN0Q21U620150728
http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session29/Documents/A.HRC.29.32_AEV.doc

multiple-choice questions, or provide alternative documentation such as links to blog posts or
other online platforms where they use the same identity.

o TEMF IS H B 4 EBHRE, 12 AR BRTRE A BT LA 1 B IR B, B A& B GRE AL
5 WIRR, DL AT REAFBCE BN B 4% B, 38 0 RIE T 38 CEAG HH B 403 S Bk ] DLAEE
PGPEHAMLE RN 815 72, 13 B RB /LR E 2 A i A2 Rt & 4> & . Give users
technical details and documentation on the process of submitting identity information such as
where and how it is stored, for how long, and who can access it. Provide users with the ability to
submit this information using PGP or another common form of encrypted communication, so
they may protect their identity information during the submission process.

o FAMRHRHEH AT A R AR i R iR, T LABOR R R A . 1RSSR,
W NG Z22 e gE B T AR NIEFR, Provide a robust appeals process for users locked out of
their accounts. This could include the ability to request a second review, to submit different types
of evidence, and to speak to a real Facebook employee, especially in cases involving safety.

We look forward to working with Facebook to develop concrete and meaningful changes to its name
policy and would welcome the opportunity to participate in strengthening these policies to ensure the
rights and free speech of all Facebook users. But we are also dealing with communities that have had
their ability to communicate with each other decimated by this policy. That is why we are asking
Facebook to respond to these proposed changes by October 31. Our communities recognize the
common injury this policy currently inflicts and we will not stop advocating until fundamental changes
are made.

FRA 4 B fr 24 ) 2 WA BORANG L B T A A0 SO, 1B R BBt BOR OB &, LU
DRATA i 5 BORERI BL S G B R (BRI RF A o B 25 R B BOR,, e RE /) Rk 1A AR AL
fitio R, FAM@ERHIRELE10H 31 F Aij[a]E AR A5 TE B AT RO R B, Bl iE Lot a8 n 2 B 4 B
FRACE RS, W& R R R B i E A TR A A A,

Signed,



