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Introduction

Background

In current versions of Cisco ASA firewall code, it is possible to configure single sign-on with SAML
wherein Anyconnect and SSL-VPN firewall authentication are integrated with cloud Office 365 (or other
cloud vendors) with SAML - Cisco documentation:

https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/vpn/asa-97-vpn-config/webvpn-co
nfigure-users.html#1D-2271-00000055

[Note: This does *not* extend to ASDM - this is only for remote access such that specific 365 user
accounts may access internal resources (behind the ASA) remotely.]

Advantages of 365 integration include:
- ability to require/allow password changes
- forgotten password resets without administrative involvement
- access control via accounts present in 365
- better visibility into account situation than with local ASA accounts
- integration with 365 2-factor authentication (text or Microsoft authenticator)
- ability to see Anyconnect traffic connection source by ip address in 365
- ability to see user Anyconnect pass/fail, access times in 365 logs

The ASA/365 arrangement can be used to differentiate access-to-the-network roles within the ASA by
assigning different 365/SAML/Enterprise-Apps with different ASA pulldowns/group-policies/tunnel-groups.

If there is not a need for “roles”, i.e. a small network with a single administrator accessing inside
resources, 365 and the ASA may be set up with a single SAML app and ASA policy.

The Anyconnect Enterprise apps within 365 can be turned on for any subset of 365 groups and/or users.
One would not want “everyone” including students connecting to the ASA to access internal resources
behind the ASA.

Tying Anyconnect authentication to 365 necessitates purchase/installation of a commercial Identity cert
from a CA in lieu of the default/existing ASA self-signed certificate. An additional advantage of using a
purchased identity cert from a CA is increased security, i.e. one would know one is really hitting the
firewall instead of an imposter device. And users will not get the scary Anyconnect messages such as:
- Certificate does not match the server name
- Certificate is from an untrusted source

Disadvantages of using a purchased cert include cost (usually less than $100/year) and maintenance of
the certificate. While it is possible (and cheapest) to purchase an identity CA cert valid for 2 years (730
days) instead of one year, as of September 1, 2020, the CA/Browser forum suggests a shorter lifetime of
397 days:
https://securityboulevard.com/2020/09/say-goodbye-to-2-year-certificates-and-hello-to-multi-year-ssl-plan
s/


https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/vpn/asa-97-vpn-config/webvpn-configure-users.html#ID-2271-00000055
https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/vpn/asa-97-vpn-config/webvpn-configure-users.html#ID-2271-00000055

Use of a 1-year certificate is recommended as the industry is moving in that direction.

The configuration may be done via the ASDM gui in current code; we used ASDM 7.16.1 and ASA
version asa9-12-4-7.

Network Design

In our example, we have 3 different roles within 365 and the ASA:

ASA
Anyconne
365 Enterprise ct School Network
User Role App Name 365 Group 365 Test user Pulldown | Access
Finance CiscoAnyConn | Finance cfo@k120365.mcnc.org Finance 192.168.50.12/32
ectFinance
HVAC CiscoAnyConn | Vendors carrier@k120365.mcnc.org HVAC 192.168.50.40/32
ect HVAC
IT Cisco Admins ddunlap@k120365.mcnc.org | ITStaff 192.168.50.0/24
AnyConnect
ITStaff

When the 3 different roles are added to the existing pulldown, the finished interface will look like this:

-
Cisco AnyConnect | 365.k12.nc.us

() Please complete the authentication process in the
% AnyConnect Login window.

-

HVAC
ITStaff
r LocalNotAD

Firewall DNS FQDN



In order to obtain the purchased identity certificate from a CA vendor, the existing firewall will need to
have a resolvable FQDN. Our firewall’'s hostname is:

365

And its domain:

domain-name k12.nc.us

Our FQDN 365.k12.nc.us resolves to 152.26.31.109

As configured by DIT, firewall hostnames are typically something like k12-9999-fw with domain k12.nc.us.
If this is the convention on your firewall, you may open a ticket with MCNC to create a DNS entry for your
firewall such as:

365.k12.nc.us = 152.46.31.109 (or whatever the outside ip address is for your firewall)

If you manage your own DNS, you can do the same.

The hostname and domain can be changed/checked in ASDM under Configuration > Device setup:
@ Home QE:% Configuration| l:;] Monitoring L._J Save @Refresh o Back J ‘.;) Help | Type topic

Device List- GBookiiatisy (O Configuration > Devi > Device Name/P:
000 Device List

Hostname and Domain Name
% Add [ Delete & Connect

. Hostname: 365
Find:
= 10.1.1.71 Domain Name: k12.nc.us
=} 128.109.1.166
= 128.109.58.62 Enable Password

3 152.26.9.65 () Change the privileged mode password.
= 152.26.22.1

- New Password:
oo Device Setup

o Startup Wizard Confirm New Password:

> B3 Interface Settings

> +5» Routing Telnet Password
FeadDevice Name /Password (0 Change the password to access the console of the security appliance.
@ Key Chain

Old P. d:
> & System Time asswor

New Password:

Confirm New Password:

The firewall needs to be able to resolve its own name. Under Config > Device management > DNS, we
tell the firewall to query DNS on the outside interface:



@ Home

Device List T -
288 Device List

% Add T[i Delete & Connect

‘ind:

CJ%} Configurationl @ Monitoring Q Save @ Refresh o Back d

O Configuration > Device Management > DNS > DNS Client

‘?’ Help | Type topic

Specify how to resolve DNS requests.

DNS Setup

= 10.1.1.71

= 128.109.1.166
= 128.109.58.62
= 152.26.9.65
B 152.26.22.1

' O © Device Management

& E-Mail Setup
Event Lists
£il Logging Filters
[ Rate Limit
Syslog Servers
(&) Syslog Setup
g SMTP
EZ NetFlow
Smart Call-Home
£ Cloud Web Security
Service Module Settings
Users/AAA
Certificate Management
ils' DHCP
= DNS
R
& Dynamic DNS
ii5' REST API Agent
Advanced
FIPS
> T# ARP
> Bridging
Embedded Event Manage

& Device Setup

. © Configure one DNS server group (O Configure multiple DNS server groups

Primary DNS Server: 8.8.8.8 Source Interface:
IP Address | Interface | Add
Edit
Secondary Servers: Delete
Move Up
Move Down
Domain Name: k12.nc.us
DNS Lookup
To configure DNS, enable DNS lookup on at least one interface.
Interface | DNS Enabled |
inside False
outside True

ﬁ_ Firawnall

After doing this in ASDM, the CLI configuration shows:

hostname 365
domain-name k12.nc.us

dns domain-lookup outside

dns server-group DefaultDNS

name-server 8.8.8.8

After this is configured on the firewall, the firewall should be able to ping itself by FQDN and other devices
should be able to ping the firewall by FQDN.

365# ping 365.k12.nc.us

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 152.46.31.109, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

365#

Firewall Clock

As certificates are time-sensitive, you need to configure ntp server on the ASA if this is not
already done, for example in Configuration > Device setup > NTP:

(
| N N Cis
@ Home[ﬁ% Configuration] @ Monitoring D Save @ Refresh o Back \‘__}] ? Help | Type
- Device List oiogkiiaikan O 0 Configuration > Device Setup > System Time > NTP
Device List
aon Slce Configure NTP servers and define authentication keys and values.
% Add [ Delete g Connect
s a e “Ed';NTPSI“ rC Hf' l t'“ | N — X
i erver Configuration e
= 10.1.1.71 ece 9 E
= 128.109.1.166 _ k|
= 128.109.58.62 [Foterters O pva O I1Pv6 -
- D
& 152.26.9.65 IP Address: 216.239.35.12 Preferred —
= 152.26.22.1
— Interface: [ outside
B8 Device Setup
&4~ Startup Wizard Authentication Key
N .
? Interface Settings Key Number: -- None -- Q (] Trusted
> +2+ Routing
.3{'} Device Name /Password Key Value:
@~ Key Chain
v ) System Time Re-enter Key Value:
© Clock Authentication Key Algorith
@ uthentication Key Algorithm
(o ) (el ) QD
€ - v



@& Launcher File View Tools Wizards Window Help

r. ON | Cisco ASDM
@ Home[G}%} Configuration] @ Monitoring B Save @ Refresh o Back \_/] ? Help | Type topic
~ Device List L fookmarksy (O Configuration > Device Setup > System Time > Clock

BAa8 Device List

Confi the ASA date and clock.
% Add [F Delete & Connect UL s ate and cloc

Find: Time Zone: ( (GMT-05:00)(Eastern Time) Indianapolis, Montreal, New York

B 10.1.1.71 .

= 128.109.1.166 Date

= 128.109.58.62 |Dec 30, 2021

= 152.26.9.65

= 152.26.22.1 .
] Time

3y Device Setup Firewall time is set by the NTP Server 216.239.35.12 with reference clock .GOO

& Startup Wizard
> E&l Interface Settings
> *;“ Routing
.;F Device Name/Password Time: 15 : 14 : 39 hh:mm:ss (24-hour)
& Key Chain
v .@ System Time [ Update Displayed Time ]
o
& NTP

Clock will be automatically adjusted for daylight saving changes.

Our resulting configuration has:

name 216.239.35.12 time.google.com
ntp server time.google.com

clock timezone EST -5
clock summer-time EDT recurring

“show clock” should show the correct time.
365# sho clock
11:24:48.227 EST Fri Dec 31 2021

CA Certificate

CA/CSR-generate/Download

Because the ASA self-signed certificates are good for 10 years which is in excess of the current
industry-standard 397-day maximum and there was observed twitchiness with their use, the self-signed
certificate may be left on the ASA but you will need to obtain a purchased CA certificate and configure as
the trustpoint.



We explored “Let’s Encrypt” as those certificates are free and do work but the problem there is they
expire every 3 months and require some sort of server and “bot” activity to refresh on an ASA.

We tried a wildcard certificate (for example, *.k12.nc.us) but there were security concerns with that
solution; some device-types require the certificate to contain a Subject Alternative Name (SAN); not all
commercial certificate vendors offer wildcard certificates; and not all vendors who provide wildcard
certificates include a SAN. However, per Cisco, wildcard certificates will work.

The decision to use a firewall-specific GoDaddy certificate was based on market-share and price.
Certificate vendors by market-share are:
1. Sectigo
DigiCert
GoDaddy
The USERTRUST Network
Starfield Technologies
GlobalSign

2

Our purchase was a “1 Year Standard SSL Certificate” from GoDaddy - these are usually less than $90
annually.

After payment for the certificate, GoDaddy instructions at:
https://www.godaddy.com/help/generate-a-csr-certificate-signing-request-for-my-cisco-asa-5500-vpnfirew
all-32068

were used to generate a certificate-signing-request (CSR) on the ASA and submit it to GoDaddy for
issuance.

The ASA’'s CSR would be generated by DIT if your firewall is DIT-managed.

This describes CSR generation in ASDM.

In Identity certificate > Add > CSR generation, in addition to our CN=365.k12.nc.us parameter for the cert,
we added:

O=MCNC

C=US

St=NC

L=RTP

We told the ASA not to include its serial number in the CSR, thinking that hardware replacement with a
different serial number could nullify the certificate.

The GoDaddy instructions say ‘generate now’ on the CSR - in current ASDM, this is - ‘add identity
certificate’. When choosing that, commands are delivered to ASA then there’s the option of saving the
CSR. This is a screenshot of ASDM CSR generation using the 5 CSR parameters and a chosen key-pair:


https://www.godaddy.com/help/generate-a-csr-certificate-signing-request-for-my-cisco-asa-5500-vpnfirewall-32068
https://www.godaddy.com/help/generate-a-csr-certificate-signing-request-for-my-cisco-asa-5500-vpnfirewall-32068

Q & ThuNov11

Launcher File View Tools Wizards Window Help

Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109

@ Home D Monitoring ‘ B Save erfresh ‘ o Back 0 Forward @ Help ‘ Type topic Go cisco
-~ Device List- Looiiiatioy 2 O Configuration > Remote Access VPN > Certificate Management > Identity Certificates

000 Device List
Issued To Issued Expiry Date Associated Trustpoints Usage Public Key Type
% Add [ Delete & Connect i Py i 9 v IvP Add
Find: Go Show Details
8 152.26.36.13
=l 152.26.77.2 Delete
=l 152.26.79.2
Export
5 152.26.234.2 2
O O Remote Access VPN Install
[ ] ® Add Identity Certificate
Re-Enroll

2 Introduction

E letwork (Client) Access
Clientless SSL VPN Access
€3 Easy VPN Remote o . ) X .
‘. AAA/Local Users Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
£\ secure Desktop Manager

[ Certificate Management
3 CA Certificates = | File to Import From: Browse... E
ifi Find:
A FEEICE TS o © Add a new identity certificate:

Trustpoint Name: GoDaddy

Decryption Passphrase:

%Tms‘eé Certficate Pool Certificate Expiration Alerts "
£ Code Signer Key Pair: MyKeyPair e Show... New...
Language Localization Send the first alert before: 60
{B' DHCP Server Certificate Subject DN:  .2.nc.us,0=MCNC,C=US,St=NC,L=RTP Select...
8 DNS Repeat Alert Interval : 74 ) B
Advanced Generate self-signed certificate
N Weak Crypto Configurations |
Act as local certificate authority and issue dynamic certificates to TLS-Proxy
Permit Weak key sizes and Hash |
‘ &, Device Setup ‘ Public CA Enrollment Advanced...
‘ % Firewall Eeert\;lf'?cl:tESis::dﬁ?als:ec:irgzggglfi;:g Enable CA flag in basic constraints extension a special promotional price for
o
pr e , Help Gl A
Site-to-Site VPN Using a previously saved certificate s
‘ Q Device Management
» Reset Apply
| \cneuser | \-'TMIB\@ ] '8 11/11/21 2:25:16 PM UTC

Configuration changes saved successfully.

- Y=L
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Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109
alinln

@ Home_ D Monitoring ‘ Q Save GRefresh ‘ o Back O Forward @ Help ‘ Type topic Go asco

- Device List- hgoiihatioy 0086 > Identity Certificates
000 Device List
Issued To Issued Expiry Date Associated Trustpoints Usage Public Key Type
% Add [ Delete & Connect 4 P P g (ks e
Find: Go Show Details
=l 152.26.36.13
= 152.26.77.2 Add Identity Certi Delete
& 152.26.79.2
- Export
& 152.26.234.2 Trustpoint Name: GoDaddy
O O Remote Access VPN ® SRP— EPSREES SN PR — Install
2 Introduction [ NN ] Certificate Subject DN
Re-Enroll

letwork (Client) Access

Clientless SSL VPN Access
€3 Easy VPN Remote Attribute Value
o’ AAA/Local Users DN Attribute to be Added | E‘;u'"n'z‘u"(c")“’"e--- 3:5-k12-"ﬂ----
£ Secure Deskiop Manager Attribute: -~ Select Attribute —- Add>> | loeiondy Rep
[E Certificate Management
B3 Identity Certificates Find: | I Rary;
&Trustet? Certificate Pool Centificate Expif )
£ Code Signer

Language Localization Send the firs

(' DHCP Server renen
7 DNS epeat Alel
Advanced Help cncel (ORI
Weak Crypto Confi
Permit Weak [

‘ Public CA Enrollmer Help Cancel Add Certificate

Get your Cisco A$
certificates and triar ceruricates Tor tesung.

rs Cisco customers a special promotional price for

‘ % Firewall

3

‘ £44 site-to-site VPN
‘ @ Device Management

Enroll ASA SSL certificate with Entrust

Using a previously saved certificate signing request, enroll with Entrust.

Reset Apply

»

@ 11/11/21 2:23:16 PM UTC

\cneuser

| |15

Configuration changes saved successfully.

-

e
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Launcher ile View Tools Wizards Window Help
Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109
o I
@ Home_ Monitoring ‘ B Save erfresh ‘ o Back \‘) Forward @ Help ‘ Type topic G ci1sco
- Device List- 2 O Configuration > Remote Access VPN > Certificate Management > Identity Certificates
‘OA?MO a DD:I::: Li; e Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
Find: Go Show Details
8 152.26.36.13 [ BN ] Advanced Options
& 152.26.77.2 Delete
=l 152.26.79.2 Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates. ENpoT
& 152.26.234.2 Certificate Parameters ~ Enrollment Mode  SCEP Challenge Password
) O O Remote Access VPN Install
2 Introduction
Network (Client) Access FQDN: 365.k12.nc.us Re-Enroll
& Clientless SSL VPN Access E-mail:
€3 Easy VPN Remote .
o AAA/Local Users 1P Address: B
£\ secure Desktop Manager
[ Certificate Management Include serial number of the device
£y CA Certificates = | E
P8 ey Cenncaes] Find: |
£5 Trusted Certificate Pool Centificate Expirati
£ Code Signer New.
Language Localization Send the first ¢
fi#' DHCP Server a ey
= oNs epeat Alert In
)
Advanced Weak Crypto Configt E
Permit Weak k
‘ &’ Device Setup ‘ Public CA Enrollment Advanced...
‘ % Firewall ‘ Get your Cisco AS/ Help Cancel oK a special promotional price for
certificates and tri
; .
‘ @ Site-to-Site VPN ‘ Using a previously saved certificate s Ll ety Add Certificate
‘ Q} Device Management ‘
» Reset Apply
Configuration changes saved successfully. | \cneuser ‘..Ta B & .\ | & 11/11/21 2:24:36 PM UTC

e

08 =

Bl 2ce@c ssa

At the end of the process, you need to save the generated CSR locally as shown here:

=
=

Thu Nov 11

Launcher Is Wizards Window Help
Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109
2 G I
@ Home Monitoring ‘ B Save GRefresh ‘ o Back O Forward D Help ‘ Type topic Go cisco
- Device List 0 O Configuration > Remote Access VPN > Certificate Management > Identity Certificates
000 Device List
Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type
% Add [ Delete & Connect Aad
Find: Go Show Details
5 152.26.36.13
= 152.26.77.2 ~ Dslete
2 152.26.79.2 Export
= 152.26.234.2 ) p
) 0 O Remote Access VPN Ell=g 365GoDaddy I Install
2 Introduction
Network (Client) Access [ ddunlap I Re-Enroll
Clientless SSL VPN Access o
G Easy VPN Remote Name ~ Da(edMndlfled } 3 o
o AAA/Local Users 192.168.70.2 Monday, August 23, 2021 4:44 PM +Private Key):
& Secure Desktop Manager Achievement Tuesday, October 12, 2021 5:54 PM
B Contifite P g Alexander Tuesday, September 21, 2021 12:20 PM
aplpiiinaiod Allworx Monday, July 19, 2021 5:41 PM K
&3 CA Certi fcates | APeak Thursday, July 29, 2021 4:34 PM
%ﬂ APeak0804 Wednesday, August 4, 20216:33PMW |
QET"‘S@ Certificate Pool Certificate Expiration Alef APeak0826 Thursday, August 26, 2021 3:07 PM
&3 Code Signer APeakDHCP Thursday, August 26, 2021 6:58 PM k- New.
12 Language Localization Send the first alert bef Apple Friday, August 6, 2021 3:04 PM
DHCP Server licati . it...
gnns Repeaalert inton sl [ Applications Tuesday, August 17, 2021 12:35 PM ,
o
-
s . . - 7y
Advanced Weak Crypto Conflguration File Format: | _All Files (<))
to TLS-Proxy
Permit Weak key sizes an
New Folder Cancel -
‘ g&) Device Setup Public CA Enrollment . Advanced...
‘ % Al Get your Cisco AS.A secu.my apm v Enable CA flag in basic constraints extension a special promotional price for
certificates and trial certificates for ti
o
‘ @ Site-to-Site VPN Using a previously saved certificate s Help Cancel Add Certificate
| [, Device Management ‘
» Reset Apply
Configuration changes saved successfully. | \cneuser BB SN | @ 11/11/212:28:16 PM UTC

e

BB - &

Bl coegc as@-



Cert purchase/Download

You will need to create an account on GoDaddy to purchase the certificate. There is a ‘create
an account’ option at https://www.godaddy.com/web-security/ssl-certificate:

1 Inbox (148) - ddunlap@mailbo X 1 Inbox (1,256) - ddunlap27613¢ X | [= 365ASARoles - Google Docs X | [l How to Add a Table of Content X Domain Names, Websites, Ho: X
y; ) .
( 0 H
< C (L@ godaddy.com O ) » © :
5 Apps & PSU - Web Filterin. [E Reading List
@ GoDaddy  Domain Names  Websites  Sell Anywhere  Marketing Tools  For Web Professionals Hirean Expert  Help Center  Signln A g

Registered Users

Find your perfect domain Search Domain ~com $0.0 o 9
Have an account? Sign in now.

Sign In

Naomi Osaka
kinlo.com

Sell Online or In-Person

Sell Anything. Anywhere.

Get Started Learn More

& New Customer
¥ New to GoDaddy? Create an account to
get started today.

Create an Account

CONTROL PANEL LINKS

Manage Domains
. Manage Website Builder
Manage Hosting

Manage SSL Certificates

Manage Email

Domains SSL Security Websites WordPress INBOX LINKS
Sign in to Office 365 Email

Sign in to GoDaddy Webmail
Email & Microsoft 365 Website Design Services Online Store Web Hosting

Success in 3 easy steps.

The Standard SSL DV certificate option shown below will suffice (price may vary):


https://www.godaddy.com/web-security/ssl-certificate

——

& ¥ O § podeddy.comycortgursTers sgal plaso sl - 00 ie-Ser 1A imrmz 24 W e wr T e lia e % M7 ucteme ™ % 5 "add_ec oot _mveet” W AT v r l} I
5 1 W
Managed 550 Service for Standard Y ‘14..}.:;.? i Order Summary
+ Faflnmat ic ratalstien arel engoing rainiesance s
Profect 1 Wabaite ST
= Fints mised-conlent omors tandard 5E 2 waary
o Babiglbi-yeme berms availabie
Tatnl AT

o Compati bl arith GaDuddy WerdPress and Wil

Hoating on hoating platforms. teeciuding seit
wped sareers) Contadh us for optioss if using
non-Golisddy hasting platiorms.

Bubiotal ceas. noi e bate sppdicable taxes

Term lenghs adjustabie prior to checkost
.

Sz ral] coww b combe in oot

® Standard 550 DV £63.99,
= Aferdssis dorrain-mame wslizdsfion SR

= Zatund and encrypt your dats o,

= Fastest msuance Himes

Defuxe 55L OV £135.99 ..
e Maanualhy vatied by certficate setnority AL
= Highis vl ol erecibily s st

= Complete arganization wafdation

Premium SEL EV $124.99 r-n

After the purchase, you should receive an email directing you to log in to GoDaddy to configure the cert,
i.e. “Set up” the Standard SSL cert which you purchased - we follow their email link to:

@ safari File Edit View History Bookmarks Window Help (Y € ©® 3 ¥ = Q & ThuNov11 9:33AM

[ ] @ account.godaddy.com () ﬁ

mailbox.menc.org... ! GoDaddy login us... = GoogleASARoles -. BB configure ASA An. = 365ASARoles - G.. ? Inbox (1,214) - dd.. Products MCNC DB: Entity...

Standard SSL Options Manage
gapps.k12.nc.us

Auto-renews 1/30/2022 Validate billing details LELETL

st
Standard SSL Options Set up

v Additional Products

Deals from GoDaddy Partners

yelp3¢ NEeXT RingCentral

You've unlocked $300 in Business Insurance as low 30-Day Free Trial
- v

—
' Public CA Enrollment
Get your Cisco ASA security appliance up and running quickly with an SSL Advantage digital certificate from Entrust. Entrust offers Cisco customers a special promotional
S " s . | s
C @ §, @ © )




When we hit the ‘Set up’ button, this brings us to the screen where we can use our CSR. Since we saved

our CSR from the ASA as file 365GoDaddy.txt we bring up that file
and paste the BEGIN to END and all in-between:

.' Safari File Edit View History Bookmarks Window Help ) = Q & ThuNov11 9:38 AM

| L] 7 @ certs.godaddy.com

BD mailbox.menc.... 1 Gonz Guzman... = GoogleASARol... . Configure ASA... =/ 365ASARoles... 1 Inbox (1,214) -... @ Products 1Year Standard S... MCNC DB: Enti...

Certificate Setup s

1 Year Standard SSL Certificate I

Identify Primary Domain

O Choose a Domain © Inputa CSR

Provide a domain and we'll create the CSR The CSR should contain the Primary Domain

gQpuGKLVXSZyHObJOEXDf1WMkoTRIHIZbaKWKz itumoyRsOE77WZRUaF3eDykUo6
VWNrpbia@]qEOyFqc@qPyaM4H2ypeDjvodWhYLHPt8YmVyxcZUSQS0jdQueXo+HA
Ip5tnCfBeIXWT2KINFXaN1laHqVkUGAGGNp70KMyA6dvDwAFbkT1YuD30500CBSAT
DvwPa918HwViccQykXIX6QCPLNicbto4VSnZy7wW2s2XwPWUdV+610YXF1SiQiBmH
R/IvsKBUCIKING7sI7V38c1VOxBAM]YQ5ZgEUTNE/d7Q1I+jQt/n0AY/eglexQmd
bZugaheGfl+vXzzrSccokds1D+24Kv6F5UaacaD6@Fwk foG6t3EodRatE1eGP285
LYHBN3/CAWOGISViDL2v]yNpxcxmsjLj0q5CMT iXN7bAIZWLXKF6YCFOSjvo] 128
FTq2WqZNtw1jgOwGTEbszZMb4DfUfUs5KdYtY2uNGcwKd6XqIMF813eAvF rcNAUW
5+g+4TuxF4nTUdenzQj9Jj2RDtNK5ONAPZ+Nwpk9IEZnDBICRHOGH rDWbF 1/ tXXp
hnJFJIURODXBBigRN1Q= ‘

—END CERTIFICATE REQUEST-
Based upon your CSR, you are requesting a certificate for: 365.k12.nc.us

CSR Help [=] contact Us
I . I ™~ .
&; vice Setup Public CA Enrollment

g} e | Get your Cisco ASA security applia * ddunlap — -zsh — 139x24

LS ge

- D

On Save/Submit, GoDaddy will display a warning about who will get email for domain verification:

St



" Safari File Edit View History Bookmarks Window Help 2 3 A <+ Q & ThuNov11 9:39 AM

s

‘ [ ] @ certs.godaddy.com i
mailbox.menc.... 1 Gonz Guzman... = GoogleASARol... . Configure ASA... = 365ASARoles... 1 Inbox (1,214) -... @ Products 1Year Standard S... MCNC DB: Enti...

Prove Domain Control

Please choose from the following options to prove domain control.
You only need to prove control once. Multiple options are provided for your convenience. |

st
Send an email to the following email addresses for this domain:
admin@365.k12.nc.us

administrator@365.k12.nc.us

hostmaster@365.k12.nc.us

postmaster@365.k12.nc.us R
webmaster@365.k12.nc.us

Make a change to the website or add a TXT record to the DNS
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The screen shown above which says “You don’t need to do anything now” means the email has been sent
to the domain owner, i.e. the admin@, administrator@, hostmaster@), postmaster@, webmaster@ seen
above. If “that is not you”, you would need to contact that person to alert them of the need to do domain
verification.

Our domain-owning person receives the request and approves, i.e. our admin@365.k12.nc.us is
someone other than us.
Our domain-owning person also controls our DNS and adds the txt record GoDaddy needs as directed.

After our domain-owning person does the DNS piece, you will receive natification via GoDaddy email that
the certificate is available for download with a link. On going to our link, this shows 3 certificates - we
expand our 365.k12.nc.us one:

Certificates

[T Tr . . Crrtificats End Duts
a a8

e % wrririan

and download certificate zip bundle as type ‘Other’:
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Certificate Details Download Certificate

To secure your site that's hosted elsewhere,

Type Standard SSL Certificate download the Zip file that matches your
hosting server type. Then, install all of the
certificates in the Zip file on your hosting

Status Certificate issued (Revokel server, including any intermediate certificates
that might be needed for older browsers or
Domain name 365.k12.nc.us servers
First time installing a certificate?
Certificate Issuer GoDaddy SHA-2 View Installation Instructions for the selected
server,
Request Date 11/11/2021 9:40 AM
Server type
Request Submission Type New Request v Select Download Zip File
Apache
Current Certificate Validity Period  11/12/2021 - 11/12/2022 Exchange
s
Mac 0S X
Subscription Period 11/12/2021 - 11/12/2022 Tomeat ﬂ e
ontact Us
Serial Number 4b:7e:01:7e:d0:aa:cf:94
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The above GoDaddy instructions reference unzipping the downloaded certificate file. When the certificate
bundle is in-hand and unzipped, it should contain 3 files - yours would have names different than ours:
2freaf48dc4a3d91.crt

2f7eaf48dc4a3d91.pem

gd_bundle-g2-g1.crt

The gd_bundle-whatever.crt is the CA certificate referenced in the GoDaddy documentation. The
random#.crt is the Identity certificate referenced in the GoDaddy documentation.

We did not have to use the .pem certificate.

Install CA and Identity Certs (on ASA)

The instructions at:
https://www.godaddy.com/help/manually-install-an-ssl-certificate-on-my-cisco-asa-5500-vpnfirewall-32070
lllustrate installation of the GoDaddy certificates on the ASA as do the screenshots below.

Under ASDM Remote access > Certificates > CA certificate > we upload the gd_bundle-g2-g1.crt
cert from our zip:
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£ Code Signer
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(5" DHCP Server
% DNS
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Install Certificate
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@ Install from a file:
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Then we go into Remote access > Certificates > Identity certificates, highlight the GoDaddy entry
associated with the CSR then import the <random#>.crt identity cert.
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@ Home () monitoring | (i save Q@ Refresh | ) Back () rorward | D Help Type topic Go élnlsélé
- Device List 0 O Configuration > Remote Access VPN > Certificate Management > Identity Certificates
’0 Y a Device ”; Issued To [Issued By | Expiry Date | Associated Trustpoints |Usage [ Public Key Type i
fo) | jen /s [365.k12.nc.us] Not Available Pending... GoDaddy Unknown
& 10.1.1.71 '

& 128.109.1.166
 128.109.58.62

Export

& 152.26.9.65
815226221
2 O O Remote Access VPN | Re-Ei )
e-Enrol
2 Introduction
>
> [ Clientless SSL VPN Access
G3 Easy VPN Remote 000 Install Identity certificate
> o AAA/Local Users
> £ Secure Desktop Manager Identity Certificate
v [ Certificate Management Please wait... (“Browse )
£3 CA Centificates. (Rizch (O] © st from o o Information D
B8 dentity Certificates | Certificate Expiration Alerts O Paste the cert|
& Trusted Certifcate Pool Send the first alert before : 60
& Code Signer Certificate import succeeded.
13 Language Localization Repeat Alert Interval : 7
1B DHCP Server
@ DNS Weak Crypto Configurations
>3
Advanced () Permit Weak key sizes and Hash
Public CA Enrollment R erificate
Get your Cisco ASA security applianc a special { price for and trial i for

testing.

(_Enroll ASA SSL certificate with Entrust )

Using a previously saved certificate signing request, enroll with Entrust.

ASDM Identity Certificate Wizard
The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is required for launching ASDM through launcher.

Device Setu
&9——9 (" Launch ASDM Identity Certificate Wizard )

G site-to-site ven

[ZJ, Device Management

cneuser 15 ABSaRnN A  11/12/21 1:18:15 PM UTC,
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Please wait... sending changes to device.
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Apply/save everything.

The GoDaddy instructions mention adding the Identity trustpoint to the outside interface - this can be
done in Remote SSL > Configuration > Advanced:
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ECDH to be used with SSL: Group19 - 256-bit EC B

© O Remote Access VPN GEPOLCER ( e )
Introduction Encryption
Network (Client) Access Cipher Version |Cipher Security Level |Cipher Algorithms/ Custom String [ Edit
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£ CA Certificates DTLSV1.2 outside interface. To enroll a trustpoint, go to Device Management > Certificate Management > [256-GCM-SHA384 ECDHE-RSA-AES256-GCM-SHA384 D...
£ Identity Certificates Identity Certificates.
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Or via the command-line:
ssl trust-point GoDaddy outside

Base ASA config

After the CA (GoDaddy) cert installation, the scary messages about ‘connection is not private’

should go away when Anyconnecting to 365.k12.nc.us.

We assume that Anyconnect has previously been configured with local accounts and the VPN is

currently working. In our case, the base configuration is:
group-policy LocalNotAD internal
group-policy LocalNotAD attributes

wins-server none

dns-server value 8.8.8.8

vpn-tunnel-protocol ikev1 [2tp-ipsec ssi-client ssi-clientless
split-tunnel-policy tunnelspecified

split-tunnel-network-list value LSplit

username LocalNotAD password ***** pbkdf2
username LocalNotAD attributes
vpn-group-policy LocalNotAD



tunnel-group LocalNotAD type remote-access
tunnel-group LocalNotAD general-attributes
address-pool cnelab

tunnel-group LocalNotAD webvpn-attributes
group-alias LocalNotAD enable

group-url https://365.k12.nc.us/LocalNotAD enable

ip local pool cnelab 10.2.3.4-10.2.3.100 mask 255.255.255.0
access-list LSplit standard permit host 192.168.50.12

Split tunnel access-lists are defined in the gui under Firewall > Advanced > Standard ACL:
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The 3 pulldowns for the 365 SAML connections - Finance, HVAC, ITStaff - will be added to existing
LocalNotAD one.

365 iDP certificate creation

Office 365 will be the iDP (Identity Provider) for the ASA which is the SP (the Service Provider).



The challenge with the Office 365 certificate arrangement is the 365 default is for each Enterprise App to
have a unique certificate. The ASA assumes that the iDP uses the same cert for all pulldowns - which it
does not.

Since Office 365 uses different certificates - one for each pulldown, a single self-signed certificate will be
generated and uploaded to each Enterprise App in Office 365 to replace the default/different 365 certs.
Then the matching/single self-signed certificate will be added to the ASA.

The drill here will be:
e Use openssl to create cert.pem on local device (*NIX or PC)
e Convert cert.pem to samlISigningCert.pfx - this includes a password
e Replace canned certs in each 365 Enterprise app with the same samlSigningCert.pfx file
e Download the resulting .pem file from one 365 Enterprise app to use in the ASA

This is on a Macbook but you can install openssl on a laptop.
openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 1095

Generating a 4096 bit RSA private key

writing new private key to 'key.pem’

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ", the field will be left blank.

Country Name (2 letter code) []:US

State or Province Name (full name) [|:NC

Locality Name (eg, city) [J:RTP

Organization Name (eg, company) [[:-MCNC

Organizational Unit Name (eg, section) []:CNE

Common Name (eg, fully qualified host name) [].365ASA

Email Address []:

This forms cert.pem and key.pem.
Convert cert.pem to samlISigningCert.pfx t so it can be uploaded in Azure - this includes a password.
openssl pkcs12 -export -out samiSigningCert.pfx -inkey key.pem -in cert.pem

You must enter the previously used password that secures private key
You must enter a new password to secure .pfx file



This forms samISigningCert.pfx which will be used in 365.

365 Setup

Creation of 3 Enterprise Apps - one per pulldown

Our 3 pulldowns were created in Enterprise Applications > New application > search for Anyconnect and
‘add’. Under ‘Properties’, we changed the logos to reflect the Finance, HVAC, and Staff arrangement.
This shows our resulting 3 Enterprise apps:

Populating Single Sign-on String in Each Enterprise Application

Within each Enterprise App > Single Sign-on, we must fill in the basic SAML strings for each application
respectively as seen below prior to importing the single cert into each app - you can see how these are
derived from the firewall name and pulldown(s):

Identifier (Entity-ID) = https://365.k12.nc.us/saml/sp/metadata/Finance

Reply URL = https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=Finance
Sign on URL = https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=Finance

Identifier (Entity-ID) = https://365.k12.nc.us/saml/sp/metadata/HVAC

Reply URL = https://365.k12.nc.us/+CSCOE+/saml/sp/acs?taname=HVAC
Sign on URL = https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=HVAC

Identifier (Entity-ID) = https://365.k12.nc.us/saml/sp/metadata/I T Staff


https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=Finance
https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=Finance
https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=HVAC
https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=Finance

Reply URL = https://365.k12.nc.us/+CSCOE+/saml/sp/acs?taname=IT Staff
Sign on URL = https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=ITStaff

This shows entry of the strings for one Anyconnect Enterprise App under
Single Sign-on - the strings are unique per app/pulldown as seen above:
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o permissions givenname user.givenname
o surname user.surname
© Token encryption emailaddress user.mail
name user.userprincipalname 8
Activity Unique User Identifier user.userprincipalname  pm
D sign-in logs
4 Usage & insights (s I Signing Certificate 2 &t
E Auditlogs Status Active o
AEEEE A22ECEICENARNCCNRTCCAA r
® CiscoAnyConne...cer ~ @ CiscoAnyConn...pem  ~ ShowAll X

fi-CCrs8=  wocmoso -oevecolsen -}

Populating pfx cert in Each Enterprise Application

Within each app, we edit the SAML signing cert - this is where we import the certificate previously created
with the openssl pfx file and specify the key - this shows for the Finance Enterprise App but all 3 would be
done the same way:


https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=ITStaff
https://365.k12.nc.us/+CSCOE+/saml/sp/acs?tgname=Finance

® Chrome File Edit View History Bookmarks Profiles Tab Window Help (O © O 3 @ T Q & TueNov16 11:44AM

[ Microsoft 365 admin center - I X @ SAML Signing Certificate - Az. X 4 [+]

<« C (¥ @& aad.portal.azure.com/#blade/Microsoft_AAD_IAM/| dAppN /SignOr d/d2ff84e0-27ad-46d1-a379-a6e9d78902cf/objectld/c5c828ca-f.. o ¥ [ #* o :

[E] Reading List

Azure Active Directory admin center e & & 0O K ddu"|aP@k120355»m':cﬂJc. ;

Dashboard > Enterprise applications > Cisco Any( SAML Signing Certiﬁcate X
Dashboard CiSCO AnyConnectFinance | S‘ Manage the certificate used by Azure AD to sign SAML tokens issued to your app
= Al services Enterprise Application [5] save — New Certificate T Import Certificate A7 Got feedback?
% FAVORITES « T Up

B i Import certificate
% Azure Active Directory & Overview

Upload a certificate with the private key and the pfx credentials, the type of this file should be .pfx and using RSA for the encryption

£\ s Deployment Plan algorithm
£E Enterprise applications Manage Cortificate: [samiSgningCertph E

1! Properties 9

PFX Password:  [(aeeseueed 7]
& Owners
Cancel
&. Roles and administrators (Preview) m E
ddunlap@k120365.menc.org i0f

25 Users and groups

D Single sign-on ‘

@ Provisioning
C  Self-service

Custom security attributes
(preview) (4]

Security
& Conditional Access
o .

ius Permissions

© Token encryption

In the same area, make certain that the pfx certificate just uploaded is “Active” - the old/original one
should not be active (in fact, it can be deleted) nor should there be multiple certificates active:



SAML Signing Certificate X

Manage the certificate used by Azure AD to sign SAML tokens issued to your app

Save -+ New Certificate T Import Certificate R'_VJ Got feedback?

Status Expiration Date Thumbprint

Active 12/29/2024, 9:04:57 AM AEFEE75DBO0F7E30C422EFF32C5D98DCC087CCA4 ses

Inactive 1/28/2022, 2:38:13 PM 570A7C22E71D3684F898809212B8075A027E124D s

Inactive 12/28/2024, 12:50:32 PM 7CD26184D3088731D904D14AC95B4FFA0B240891 wee

Inactive 12/29/2024, 10:40:51 AM 6A0515A12DB019824D032381636403B8E37F3142 oo
Signing Option | Sign SAML assertion Y% |
Signing Algorithm | sHA-256 v |

Notification Email Addresses

ddunlap@k120365.mcnc.org il

Downloading pem certificate for ASA

After the strings and PFX files are present on all 3 Enterprise apps, go into any one of the 3 Enterprise
Apps in 365 > Set up single sign-on > Edit > Click on the 3 dots to the right of the Active cert then do
‘PEM certificate download’.



M Inbox (145) - ddunlap@mailbo. X | 5] ASA SAML Steps - Google Doc X | 1 Microsoft 365 admin center - I X | M My Dashboard - Azure Active | X JA SAML Signing Certificate - Az. X 4 ©

& > C @ aad.portal.azure. )/ i ft_AAD_IA i 4e0-27ad-46d1-a379-a6e9d78902cf/objectld/c5c828ca-f25f-4b69-a886-27b1b... Yt e H
Azure Active Directory admin center ddunlap@k120365.ma
Mcne @
« : ieati 8 . e . pe
Dashboard > Enterprise applications > Cisco AnyConr SAML Slgnlng Certlflcate X
41 Dashboard H i
X Cisco AnyC| Manage the certificate used by Azure AD to sign SAML tokens issued to your app
= All services Enterprise Application [ .. 4 New Certificate T Import Certificate | 27 Got feedback?
FAVORITES
Status Expiration Date Thumbprint
% Azure Active Directory Overview P P
& users Deployment Plan Inactive 11/21/2024, 9:58:46 AM B9IBBI3972D3DEC6013BC867E816D815CCCTFB172 e
X o I — Inactive 11/10/2024, 1:25:54 PM 734A03D50C159B99BCIAF3403CSCEF7CICO277F9
Enterprise applications Manage
R . . Inactive 11/10/2024, 1:25:54 PM 734A03D50C159B99BCI4F3403C5CEF7CICO277F9 coe
Application ID {I!' Properties
. Inactive 11/10/2024, 1:25:54 PM 734A03D50C159B99BCI4F3403CSCEF7CICO277F9 i
572fd857-cdcb-4888-a54a-4f5... 2 Owners
. i | Active 11/16/2024, 11:36:54 AM ANAATARIAERACTARRRANTANNTEI266F5004E57E0 oo
4cd80752-23ca-4fc3-9f29-4ab... 4k Roles and admini () Make certificate active
499b8dac-1321-427f-aa17-26... & Users and groups  signing Option Sign SAML assertion | Base64 certificate v ‘
d2ff84e0-27ad-46d1-a379-a6. D single sign-on download
Signing Algorithm SHA-256 B v
@ Provisioni L PEM certificate
fab4b39e-5df7-4bc1-8e34-71... <« Provisioning
. Notification Email Addresses L Raw certificate download
76d74€12-b7cd-410b-8b5c-7... € Self-service -
Custom security | ddunlap@k120365.mcnc.org L Download federated il
b5e81c28-148¢-475¢-9605-44... (preview) certificate XML

00000007-0000-0000-c000-00... T

B Delete Certificate
Security

9d3e55ba-79e0-4b7c-af50-dc...

% Conditional Acce
0000000a-0000-0000-c000-00... N

.+ Permissions
ddebce55-015a-49b5-a083-c8...

@ Token encryption
cc15fd57-2c6¢-4117-a88¢-83b...

Activity
00000002-0000-0ff1-ce00-000...

D Sign-in logs
€5393580-f805-4401-95e8-94...
Usaae & insiahts.

@ Cisco AnyConn...pem A @ Cisco AnyConne...cer A @ Cisco AnyConne...cer A ™ Cisco AnyConne...xml A =  642074814.pdf ~ Show All X
Delete all certificates except for the active one:
M Gonz Guzman messaged y© X \ ™ Add a password to your ne. X \ A= Home x \ 1) Microsoft 365 admin cente X 4 SAML Signing Certificate - X M SAML Signing Certificate - X | + ©
< > C @ aad.portal.azure. \/ A ft_AAD_IA i 4e0-27ad-46d1-a379-a6e9d78902cf/objectld/c5c828ca-f25f-4b69-a886-27b1b... ¥r e :
ddunlap@k120365.mc
Azure A rectory admin center T Q MeNe @
€ Dashboard > Enterprise applications > Cisco AnyConr SAML Signing Certificate X
Dashboard X Cisco AnyC| Manage the certificate used by Azure AD to sign SAML tokens issued to your app
= Al services Enterprise Application ) ¢, 4 New Certificate T Import Certificate | AP Got feedback?
% FAVORITES
o i Status Expiration Date Thumbprint
% Azure Active Directory = Overview P P
au Deployment Plan  Active 11/16/2024, 11:36:54 AM 0B8859D13EBAFFADBDO879BICEI266FS004ESTED
r:
sers
Manage Signing Option [ Sign SAML assertion v
{I! Properties o i
Application ID Signing Algorithm [ sHa-256 V]
&8 Owners

S72HdBST-cdcb-4808-254a-4f5.. s A Notification Email Addresses
4t Roles and admini
4cd80752-23ca-4fc3-9f29-4ab...

28 Users and groups ddunlap@k120365.menc.org [il]

499b84ac-1321-427f-aa17-26...
D Ssingle sign-on ‘

d2ff84e0-27ad-46d1-a379-a6...
@ Provisioning
fabdb39e-5dlf7-4bc1-8e34-71...
© Self-service
76d74e12-b7cd-410b-8bSc-7...
Custom security i

bSe81c28-148¢-475¢-9605-44.. (preview)
00000007-0000-0000-c000-00... Security
9d3e55ba-79e0-4b7c-af50-dc... & Conditional Acce:
0000000a-0000-0000-c000-00... % Permissions
ddebceS5-015a-49b5-a083-c8... @ Token encryption
cc15fd57-2c6¢-4117-a88c-83b... Activity
00000002-0000-0ff1-c€00-000... D sign-inlogs

€5393580-f805-4401-95e8-94...

Usaae & insiahts.

8 Cisco AnyConn...pem A @ Cisco AnyConne...cer A @ Cisco AnyConne...cer A ™ Cisco AnyConne...xml A %  642074814.pdf ~ Show All X



Our downloaded pem file = “Cisco AnyConnectFinance.pem”.

ASA SAML Setup

Add Azure iDP cert to ASA

Since ASDM does not allow entry of the 365 pem cert using the ‘no ca-check’ option, we specify ‘no
ca-check’ from the CLI:

365%# conf t

365(config)# cry ca trustpoint Azure
365(config-ca-trustpoint)# no ca-check
365(config-ca-trustpoint)# exit
365(config)# exit

365%# write mem

Write mem then go into ASDM and refresh the CLI config.
To add the cert, go into ASDM Remote access VPN > Certs > Add CA cert > name the trustpoint same
as in CLI (Azure) then upload the pem file (ours was Cisco AnyConnectFinance.pem) downloaded from

365 EA.

Do Apply > Save. Afterwards, certificate can be seen:



& Launcher File View Tools Wizards Window Help G & 3 @B W T @ Q 8 O WedNov24 1:09PM
r ~
000 Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109
5 =T o N il
@ Huma [;I Monitoring | (i Save (¥ Refresh | ) Back () Forward ? Help | Type topic ¢ thatle
- Device List. 006 C i Remote Access VPN > Certificate > CA C
000 Device List
% Add Delet C t
I Delete & Connec Issued To [issued By [Expiry Date [Associated Trustpoints [Usage TActive T rer
Find: Go Daddy Secure Certificate Aut... cn=Go Daddy Root Certificate ... 07:00:00 UTC May 3 2031 GoDaddy General Purpose Yes
#10.1.1.71 l Microsoft Azure Federated SSO ... cn=Microsoft Azure Federated ... 16:35:50 UTC Nov 16 2024 Azure General Purpose Yes
2 128.109.1.166
2 128.109.58.62 Show Details
8 152.26.9.65
8 152.26.22.1 Request CRL
)0 O Remote Access VPN e e Certificate Details
Introduction
> £} Newwork (Client) Access
Issued to | Issued
> B Clentes 55 P s cJ Z
G Easy VPN Remote Feid i
> @ AAA/Local Users T‘V‘p! ‘C:“‘ I
>
J g?“"ﬁ“ D“:l“’" Manager - olo Serial Number 73b3bbbf55b2c623450...
ertificate Management Find: © O] 0 Match Cas Status Available
NG cerincaes]
= = Usage General Purpose
£ identity Certificates Public Key Type RSA (2048 bits)
&3 Trusted Certificate Pool CRLDP
£ Code Signer Valid From 16:35:50 UTC Nov 16 2...
> (B} Local Certificate Authority Valid To 16:35:50 UTC Nov 16 2...

15 Language Localization
{B DHCP Server
o8 DNS

> 13 Advanced

&%, Device Setup
% Firewall

2
G site-to-site veN

[T, Device Management

Device configuration refreshed successfully.

Associated Trustpoints  Azure
Signature Algorithm SHA256 with RSA Encrypt...

(CAeply

EECN: I £ [11/24/21 6:02:48 PM UTC

(cneuser |1
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Configuring Azure as idp in ASA

Relevant strings

In Azure under the Enterprise App setups Cisco AnyConnect<whatever> there are 3 strings as shown
below - paste them to notepad (these do not differ per app):
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Azure Active Directory admin center Iz

& Dashboard > Enterprise applications > ITStaff AnyConnect >

= Dashboard ITStaff AnyConnect | SAML-based Sign-on
i= All services Enterprise Application
% FAVORITES « T Upload metadata file ) Change single sign-on mode %= Test this application &7 Got feedback?

> Azure Active Directory S5 Overview

[l Deployment Plan
A Users pey e SAML Signing Certificate 2 Edit
B Enterprise applications Manage
Status Active
i Properties Thumbprint AEFEE75DBO0F7E30C422EFF32C5D98DCC087CCA4
Expiration 12/29/2024, 9:04:57 AM
dx Owners Notification Email ddunlap@k120365.mcnc.org
2. Roles and administrators (Preview) App Federation Metadata Url https://login.microsoftonline.com/ed3fe6d3-252d... D)
Certificate (Base64) Download
&8 Users and groups Certificate (Raw) Download
Federation Metadata XML Download

D Single sign-on
@ Provisioning

C  Self-service o Set up ITStaff AnyConnect

Custom security attributes You'll need to configure the application to link with Azure AD.
preview) )
Login URL [ https://loginmicrosoftonline.com/ed3fe6d3-252d... D |
Security Azure AD Identifier [ httpsi//sts windows.net/ed3fe6d3-252d-4214-a80... D |

Logout URL l https://login.microsoftonline.com/ed3fe6d3-252d... [ ‘
— VIEW Step-Dy-step mstructions

& Conditional Access

o

.+ Permissions
@ Token encryption
o Test single sign-on with ITStaff AnyConnect
Activity
. Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.
D Sign-in logs

@l Usage & insights

& Audit logs

The relationship between 365 attribute nomenclature and ASA nomenclature is as follows:

String #1 Login URL in Azure (1/3) = Sign-in URL in ASA (yours would be different):
https://login.microsoftonline.com/ed3fe6d3-252d-4214-a808-15a4def117e2/sami2

String #2 AD ldentifier (2/3) = server name in the ASA (yours would be different):
https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/

String #3 Logout url (3/3) = Sign-out URL in ASA (yours would be different):
https://login.microsoftonline.com/ed3fe6d3-252d-4214-a808-15a4def117e2/saml2

Base url is the https://FQDN firewall (this is your firewall).

IDP cert is the one brought in from Azure.
SP cert is the one issued to the FW.

Adding Azure IDP under ASA webvpn

Since the Azure (and GoDaddy) certs/trustpoints are now in the ASA, we now have to define Microsoft
365 as iDP in ASDM under Remote access > Clientless SSL VPN > Advanced > Single sign-on server.

The fields are as follows:


https://login.microsoftonline.com/ed3fe6d3-252d-4214-a808-15a4def117e2/saml2
https://fqdn

Sign-in URL = your login.microsoftonline.com/<whatever> (HTTPS pulldown!!!)

Sign-out URL (optional) = your login.microsoftonline.com/<whatever> (HTTPS pulldown!!!)
Base URL = FQDN-of-your-firewall (HTTPS pulldown!!!)

Identity Provider Cert = Azure one

Service Provide Cert = purchased one (like GoDaddy)

Request signature = rsa-sha256

Request timeout = 7200

Request iDP reauthentication at login

@ Launcher File View Tools Wizards Window Help DY 9 3 T Q & TueNov16 12:12PM

Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109

~ itori > 1 > c alvaln
@ Home_ B Monlmrmg‘ Q Save GRefresh o Back \) Forward ? Help | Type topic  Gc cisco
~—Device List- Liogiiatiay )0 O Configuration > Remote A VPN > Clientl L VPN A > Advanced > Single Signon Servers
000 Device List

Configure Single Signon (SSO) server SAML parameters.
% Add i Delete & Connect g oSy ! L=

% Add [ Edit] {l Delete

Find:
= 152.26.36.13 ServerName Sign In URL Sign Out URL Base URL S e ont Signature Internal | Re-Authentication  clock-skew
= 152.26.77.2 o "
pailf Edit SSO S False  False
= 152.26.79.2 ece i erver
8 152.26.234.2 IDP Entity ID: https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/
) O O Remote Access VPN
Clientless SSL VPN Access Settings
onnection Profiles Sign In URL: hitps @ ://  ed3fe6d3-252d-4214-a808-15addef117e2/saml2
&9 VDI Access Sign Out URL: https ) ed3fe6d3-252d-4214-a808-15a4def117e2/saml2
#§3 Group Policies
2 h .
ik Dynamic Access Policies EasSlURL tps @ i/ 365ki2ncus
Advanced Identity Provider Certificate Azure:cn=Microsoft Azure Federated SSO Certificate...
s"‘°"‘:9 Service Provider Certificate: GoDaddy:cn=365.k12.nc.us, OCSP AIA: , URL: http://...
2 Proxy Bypass
Proxies. Request Signature: -- None --
Code Si
%Jca::(e; P Request Timeout: 7200 seconds (1-7200)
[ Content Rewrite Enable IdP only accessible on Internal Network
[ Application Helper o .
Request IdP re-authentication at login
H} Microsoft KCD Server Clock-Skew
&9 Device Setup ‘ Help Cancel -
% Firewall ‘
-
&G site-to-Site VPN |
Q} Device Management ‘
» Reset Apply
Configuration changes saved successfully. cneuser 15 BB SR . & 11/16/215:12:13 PM UTC

Apply and save. The finished piece of the configuration looks like this:
webvpn
enable outside
http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
x-content-type-options
X-XSS-protection
content-security-policy
anyconnect image disk0:/anyconnect-macos-4.7.04056-webdeploy-k9.pkg 1


https://fqdn-of-your-firewall

anyconnect image disk0:/anyconnect-win-4.7.04056-webdeploy-k9.pkg 2
anyconnect enable
saml idp https.//sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/
url sign-in https://login.microsoftonline.com/ed3fe6d3-252d-4214-a808-15a4def117e2/sami2
url sign-out https://login.microsoftonline.com/ed3fe6d3-252d-4214-a808-15a4def117e2/saml2
base-url https://365.k12.nc.us
trustpoint idp Azure
trustpoint sp GoDaddy
signature rsa-sha256
force re-authentication
timeout assertion 7200
tunnel-group-list enable
cache
disable
error-recovery disable

Add ASA group-policies for each pulldown on the SAML/365
arrangement

In ASDM, add group-policy - Network > Client access > Group-policies - this illustrates “Finance” - a
banner is optional:

@ Launcher File View Tools Wizards Window Help G & 3 B W) & ® Q B © WedNov2s 1:43PM
e e Edit Internal Group Policy: Finance

Name: Finance

Banner: O Inheri Welcome to Finance

SCEP forwarding URL: Inheri

it
it
Address Pools: Inherit Select
IPv6 Address Pools: Inherit Select

More Options ¥

Find: P P

(o) (o) QD

It c:CC:e87 BcEEO-CEB8Y 500@ 1|

We define the DNS server:



@ Launcher File View Tools Wizards Window Help G & 3 B3 W) T @ Q 8 © WedNov24 1:43PM
° Edit Internal Group Policy: Finance ‘

General

DNS Servers: () Inherit ~ 8.8.8.8
v Advanced
Split Tunneling | | WINS Servers: (J Inherit
Browser Proxy

> Ay Conmect Cle | MO B8 e

> IPsec(IKEv1) Clier

Find: @ Next @ Previous

. ded

o) _—

ogav [J50e@ LOI”

And we have a split-tunnel list:



& Launcher File View Tools Wizards Window Help G & 3 B W) = @ Q 8 O WedNov24 1:45PM
S

e e Edit Internal Group Policy: Finance
General The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to "Policy’ and ‘Network List’ fields.
Servers
v Advanced DNS Names Inherit
split Tunneling
Browser Proxy Send All DNS Lookups Through Tunnel: (] Inherit O Yes  © No
> AnyConnect Cliel
> IPsec(KEv1) Clier | Policy: O inherit ~ (_Tunnel Network List Below
IPV6 Policy: Inherit S
Network List O inherit~ (_Lsplit (“Manage... )
Pressing this button to set up split exlusion for Web Security proxies.
(et up Split Exclusion for Web Security...
Intercept DHCP C Message from Microsoft Clients, v
g
—
Find: ° ]

(o) (o) QD

L :CC *»87 BcoER-0FBY.

4

3@ e@ LE1™ |

Finished, the Finance group-policy in the CLI looks like this:

group-policy Finance internal
group-policy Finance attributes

banner value Welcome to Finance

wins-server none

dns-server value 8.8.8.8

vpn-tunnel-protocol ikev1 I12tp-ipsec ssl-client ssi-clientless
split-tunnel-policy tunnelspecified

split-tunnel-network-list value LSplit

Add tunnel-groups, associate with group-policies

This is done under Remote-access VPN > AnyConnect Connection Profiles.
These screenshots show the addition of “Finance” connection profile.

The “Finance” pulldown is configured to use the SAML server (your defined single-sign-on server string)
and to do SAML for the method:



& Launcher File View Tools Wizards Window Help G 5 % @ m) % ® Q 8 © WedNov24 1:50PM
_|

000 Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109
@ Huma (&) save Q¥ Refresh | ) Back () Forward| D Help | Type topic_Go il
jceui 000 Configura{ ® O ® Edit AnyConnect Connection Profi
000 Device List
The security appl o histrative rights. The Cisco AnyConnect VPN Client
% Add il Delete & Connect supports IPsecl(] Basic Name: Finance
. > Advanced
[AccessInterface8 Aliases: Finance
#10.1.1.71 l
= 126.109.1.166 Authentication
= 128.100.58.62 SSL access must
: SAML
= 152.26.9.65 £ Method
Interface
2 152.26.22.1 A AAA Server Group: ("LocaL ( Manage... )
= outside
EO0 Remote Access VBN, inside Use LOCAL if Server Group fails
Introduction
twork (Client) Access ] SAML Identity Provider
Bypass interf| SAML Server : ("https:/ /sts windows.net/ed3fe6d3-252d-4214-a808-1... ( Manage...
AnyConnect Customization/Locali | s cacc lists from
[7@ AnyConnect Client Profile () SAML External Browser

[7@ AnyConnect Client Software Login Page Setting.
H Dynamic Access Policies

Client Address Assignment
3 Group Policies

DHCP Servers:
Psec(IKEv1) Connection Profiles (O shutdown po
Psec(IKEv2) Connection Profiles c on prol B O None (O DHCPLink (O DHCP Subnet
T3 Secure Mobility Solution onnection|Froiiy ' )
B rdbres st Connection prof Clen Address Pools:  cnelab
& Advanced

Clientless SSL VPN Access [ Add e it e

Easy VPN Remote

Name Default Group Policy | |Group Policy
AAA/Local Users DefaultRAGroup DAtGrpPolicy
Group Policy: Finance B

Secu.re Desktop Manager DefaultWEBVPNGr| j DftGrpPolicy
Centificate Management HVAC (Following fields are linked to attribute of the group policy selected above.) HVAC
Lar Locali; "

nguage Localization TS Enable SSL VPN client protocol Finance
DHCP Server
NS siaff () Enable IPsec(IKEv2) client protocol saff

LocalNotAD LocalNotAD
Advanced DNS Servers:  8.8.8.8
— WINS Servers:

&%, Device Setup Domain Name:
) Firewall
7
43 Find: o ]

G site-to-site veN
A — () Let group UI

[T, Device Management

|map will be used.

» Reser APV

cneuser 15 BB & | 11/24/21 6:50:32 PM UTC,

cARM~NLFMdV. D@@a\mm“

Define and associate the connection aliases and group urls (this shows “Finance”):

& Launcher File View Tools Wizards Window Help G & 3 @ @) & ®@ Q 8 © WedNov24 1:54PM
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000 Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109
@) Home 325 Configuration| [ save @ Refresh| € Back () ronvard| D Help| Type topic_co bl
ice Li © 0 0 Configurat ® ' @ Edit AnyConnect Connection Profile: Finance
000 Device List
= The security appl - - — - — istrative rights. The Cisco AnyConnect VPN Client
% Add [l Delete & Connect supports IPsec (] Basic () Enable the display of Radius Reject-Message on the login screen when authentication is rejected
) v Advanced
Find: Inccess InterrarsS General () Enable the display of Securld messages on the login screen
& 10.1.1.71
Client Addressin - S
& 128.109.1.166 Authentication Connection Aliases
2 128.109.58.62 Secondary Auche | ThiS SSLVPN access method will present a it of aliases configured for all connection profiles. You must enable
= 152.26.9.65 Ae‘:" ary Authe| | the Login Page Setting in the main panel to complete the configuration.
uthorization
2 152.26.22.1

Accounting 4 Add|[& Delete (The table is in-line editable.) @
Group Alias/Grot | [Alias | Enabled |

O O Remote Access VPN

Introduction
Network (Client) Access

Bypass interf|
& AnyConnect Customizat
AnyConnect Client Profile
[@ AnyConnect Client Software Login Page Setting Group URLs

) Dynamic Access Policies This SSL VPN access method will automatically select the connection profile, without the need for user selection.
B Group Policies

mlocall | Access lists from

Psec(KEv1) Connection Profiles O shutdown po % Add|[ Delete (The table is in-line editable.) ©
Psec(IKEv2) Connection Profiles ) s [URL TEnabled 1
B oo Comcion e 7
B Address Assignment Connection profil
) Advanced =
Clientless SSL VPN Access [ Add|f it

Easy VPN Remote Name . You can chose not to run Cisco Secure Desktop (CSD) on client machine when using group URLs defined above

|Group Policy
AAA/Local Users DefaulRAGroup to access the ASA. (If a client connects using a connection alias, this setting is ignored) DftGrpPolicy
Secure Desktop Manager DefaultWEBVPNGr{ O Always run CSD DAtGrpPolicy
Certificate Management HVAC HVAC
Language Localization O Disable CSD for both AnyConnect and Clientless SSL VPN
DHCP Server Fiance france
oS [Tstaff O Disable CSD for AnyConnect only. ITStaff
Advanced LocalNotAD LocalNotAD
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&%, Device Setup
€ Firewal —
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And associate tunnel-group Finance with group-policy Finance:

@ Launcher File View Tools Wizards Window Help G & 3 B

r
[ X X ]

Cisco ASDM 7.16(1)150 for ASA - 152.46.31.109

©® ©®@ Q 8 © WedNov24 1:56 PM
.

@ Home (% Configuration| 2] Monitoring | (i) save (¥ Refresh | () Back ()

% Add il Delete & Connect
Find:

2 10.1.1.71
8 128.109.1.166
8 128.109.58.62
2 152.26.9.65
& 152.26.22.1

© O O Remote Access VPN

Introduction

Network (Client) Access

& AnyConnect Customization/Locali
AnyConnect Client Profile
AnyConnect Client Software

)y Dynamic Access Policies

roup Policies

Psec(IKEv1) Connection Profiles
Psec(IKEv2) Connection Profiles
@ Secure Mobility Solution

B Address Assignment

& Advanced

Clientless SSL VPN Access

Easy VPN Remote

/AAA/Local Users

Secure Desktop Manager
Certificate Management

Language Localization

DHCP Server

DNS

Advanced

o, Device setup
€ Firewall
7.

G site-to-site VPN

[, Device Management

D Help | Type topic
O Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Connection Profiles

aluli
cisco

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon The initial client

i requires end-user
supports IPsec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Access Interfaces
Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

. |SSL Access. |IPsec (IKEv2) Access |

Allow Access |Enable DTLS | Allow Access Enable Client Services | Device Certificate
outside @]
inside @] (@] Port Settings ...

Bypass interface access lists for inbound VPN sessions

Access lists from group policy and user policy always apply to the traffic.
Login Page Setting

Allow user to select connection profile on the login page. ©

O Shutdown portal login page.

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.

| % Add] & edit| (i Delete| Find: 5 | O Match Case

ive rights. The Cisco AnyConnect VPN Client

<

ITStaff
LocalNotAD

ITstaff saml
LocalNotAD

[<J<]
00

AAA(LOCAL)

Name [SSL Enabled [1Psec Enabled [Aliases ‘Authentication Method [Group Policy

DefaultRAGroup @] AAA(LOCAL) DftGrpPolicy
DefaultWEBVPNGroup 0 AAA(LOCAL) DftGrpPolicy
HVAC @] HVAC Saml HVAC

MStaff
LocalNotAD

(O Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection profile that matches the certificate map will be used.
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The tunnel-group area in the CLI appears thusly in our ASA for “Finance”:

tunnel-group Finance type remote-access
tunnel-group Finance general-attributes
address-pool cnelab

default-group-policy Finance

tunnel-group Finance webvpn-attributes
authentication saml

group-alias Finance enable

group-url https://365.k12.nc.us/Finance enable
saml identity-provider https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/

365 - turn on Enterprise apps for whoever

Within 365, Enterprise Apps can be turned on at the user and/or group level.
This shows the app “Cisco AnyConnectFinance” turned on for user cfo as well as group Finance.



B overview
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Testing Anyconnect

Properties
Owners

Roles and administrators (Preview)

& Users and groups

Single sign-on

2 Provisioning

Self-service

~+ Add user/group

== Columns | A Got feedback?

@ The application will appear for assigned users within My Apps. Set ‘visible to users?" to no in properties to prevent this. —>

[, First 200 shown, to search all users & groups, enter a display name.

Display Name

D.(io

O BAY Finance

Object Type Role assigned
User Default Access
Group Default Access

Since the ip address of the ASA resolves (it had to to get the certificate) and it has a CA cert, you should
no longer see messages about the connection being sketchy.

You can either Anyconnect to the firewall FQDN then choose the pulldown or enter the pulldown in the
browser like:

365.k12.nc.us/ITStaff
365.k12.nc.us/HVAC
365.k12.nc.us/Finance

On connection to 365.k12.nc.us, the software should show the configured pulldowns.
On connecting to a specific pulldown, the Microsoft screen should come up:

Sign in =l

v, Tgn-n opRor

LT L I BT P
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After logging into 365 with the cfo@k120365.mcnc.org account and a brief Anyconnect flash, the
successful connection message comes up if a banner is configured:


mailto:cfo@k12o365.mcnc.org

Cisco AnyConnect - Banner

Welcome to Finance

[ Disconnect ]

It is also possible to connect via appending the correct pulldown in Anyconnect as shown here:

AnyConnect SIIr

00 Secure Mobility Client CISCO

VPN:
Ready to connect.

365.k12.nc.us/Finance v)

| v




If the user selects the incorrect pulldown, for example, the Finance user chooses the ITStaff pulldown,
that user will get an error as 365 discovers the Finance user is not allowed access to the ITStaff
Enterprise App.

- 5 L L L tu

([ N N J Cisco AnyConnect Login

B® Microsoft

ITStaff AnyConnect

Sorry, but we're having trouble signing you in. H

AADSTS50105: The signed in user 'cfo@k120365.mcnc.org' is not assigned to a
role for the application '9a7f4a82-c53c-4579-85b3-ea059e66a8b8' (ITStaff
AnyConnect).

Request Id: 9f9c7835-ffea-453b-95b6-345736a32502 X
Correlation Id: dcbbdfd7-ff2e-414d-87b0-9ca02cdb537a

Timestamp: 2021-12-30T16:58:04Z

Message: AADSTS50105: The signed in user 'cfo@k120365.mcnc.org' is not assigned to a
role for the application '9a7f4a82-c53c-4579-85b3-ea059e66a8b8' (ITStaff AnyConnect).

Flag sign-in errors for review: Enable flagging

If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin
attention.

Terms of use  Privacy & cookies

o |

T T

The 365 logs for the user will show successful and failed attempts as well as the ip address of the
connections:



Microsoft 365 admin center- | X /\ cfo - Azure Active Directory j [rancid_svn] Contents of ftrun’ X Buyflow Serviceability Page

C ( @ aad.portal.azure.cor

Azure Active Directory admin center s o0 & ddunlap@(120365men.. (@

€ Dashboard > MCNC > Users > cfo

4 Dashboard ) cfo | Sign-in logs  # X
= All services User
 FAVORITES « L Download \+ 5} Export Data Settings X Troubleshoot () Refresh | == Columns | 2’ Got feedback?

 Azure Active Directory X Diagnose and solve problems
@ Want to switch back to the default sign-ins experience? Click here to leave the preview. —>

& Users Manage
£ Enterprise applications & Profile Date : Last 24 hours. Show dates as : Local User contains 9a69bfe9-bb89-4fda-afbs-5428dc0edf31 5 Add flters
& Assigned roles User sign-ins (interactive) ~ User sign-ins (non-interactive)
3 Administrative units
Date 4 RequestID N User 1L Application Ty Status 1P address Ty Location Conditional Acc. A
2 Groups
B Applicat 12/30/2021,6:49:09 ... 86abefcO-5cBc-49fc-.. cfo Cisco AnyConnect  Success 172.2203.169 Raleigh, North Caroli... Not Applied Sit
i Applications
| 12/30/2021,649:05 ... f0a3fd42-9cba-4853... cfo Cisco AnyConnect  Interrupted 172.2203.169 Raleigh, North Caroli... Not Applied Sit
4 Licenses
@ o 12/30/2021, 1:00:32 ... bd89deas-f43c-4e79... cfo Cisco AnyConnect  Success 1722203.169 Raleigh, North Caroli... Not Applied Sit
evices
12/30/2021, 11:58:04... 9f9c7835-ffea-453b-... cfo ITStaff AnyConnect ~ Failure 172.2.203.169 Raleigh, North Caroli... Not Applied Sit
Azure role assignments
12/30/2021,9:39:40 ... 47bc7297-9698-4f03... cfo Cisco AnyConnect  Success 172.2.203.169 Raleigh, North Caroli... Not Applied Sit
© Authentication methods
12/30/2021,939:37 .. 1€21b55¢c-7f9e-4867... cfo Cisco AnyConnect  Interrupted 172.2203.169 Raleigh, North Caroli... Not Applied Sit
Activity
12/30/2021,9:23:17 ... 804{7fa7-a807-4022... cfo Cisco AnyConnect  Success 1722203.169 Raleigh, North Caroli... Not Applied Sit
D Ssign-in logs
12/30/2021,9:23:14 ... 64076cb-89cd-4f9f-... cfo Cisco AnyConnect  Interrupted 172.2.203.169 Raleigh, North Caroli... Not Applied Sit
E Auditlogs
o 12/30/2021,8:56:43 ... fed6{076-d6cf-416¢-... cfo Cisco AnyConnect  Success 172.2.203.169 Raleigh, North Caroli... Not Applied Sit
Troubleshooting + Support 12/30/2021, 8:56:40 ... fed6f076-d6cf-416¢-... cfo Cisco AnyConnect Interrupted 172.2.203.169 Raleigh, North Caroli... Not Applied Sit

& New support request

B untitled drawing.jpg ~ B money.jpeg A B cisco AnyConne...cer A B cisco AnyConn...pem

Locking Down the ASA

The examples above illustrate use of grouping/pulldowns - Finance, HVAC, ITStaff - within the ASA in
order to limit user access to specific host ip addresses inside the ASA network; this is tied in with 365.
But suppose we wanted to be more granular and only permit access to specific ports on specific hosts
inside the network?

In our example, our Finance grouping/pulldown users’ access is limited by virtue of the split-tunneling
access-list “LSplit”; those users can only access the Finance server at 192.168.50.12:

access-list LSplit standard permit host 192.168.50.12

But we want to further limit connections to the 192.168.50.12 server, only permitting remote-desktop on
port tcp 3389. We do not want to allow tcp 389/636 Idap queries, 11S’s ports 80/443, etc., so this requires
an additional port-based extended access-list and use of the vpn-filter command in the group-policy:

access-list Finance Ports extended permit tcp any host 192.168.50.12 eq 3389

group-policy Finance internal

group-policy Finance attributes
banner value Welcome to Finance
dns-server value 192.168.70.3



vpn-filter value Finance Ports
vpn-tunnel-protocol ssl-client ssl-clientless

split-tunnel-policy tunnelspecified
split-tunnel-network-list value LSplit

Chromebooks and ipads

It is possible to use Anyconnect with 365 on Chromebooks and ipads but setup was challenging. If those
devices are required, you should make sure existing VPN connections (i.e. non-365) work initially as the
ASA needs to be licensed for those device-types. DIT can install mobile device licenses for
Chromebooks and ipads.

In order for Chromebooks to work, the command:
saml external-browser
might be needed under the tunnel-group depending on the code version.

ASA Debugs

These debugs show successful connection of
User=cfo@k120365.mcnc.org, pulldown==Finance

debug webvpn saml 255
debug webvpn 255

debug webvpn session 255
debug webvpn request 255
debug aggregate-auth ssl 255
debug crypto ca messages 255

365# debug webvpn saml 255

INFO: debug webvpn saml enabled at level 255.
365# debug webvpn 255

INFO: debug webvpn enabled at level 255.

365# debug webvpn session 255

INFO: debug webvpn session enabled at level 255.
365# debug webvpn request 255

INFO: debug webvpn request enabled at level 255.
365# debug aggregate-auth ssl 255

debug aggregate-auth ssl enabled at level 255
365# debug crypto ca messages 255

365# SAML AUTH: SAML hash table cleanup periodic task

365# term mon
365# #0x00007f64942d9b00 (POST). Request line:/
#0x00007f64942d9b00 File to execute: /ICSCOSSLC/config-auth


mailto:cfo@k12gapps.mcnc.org

/CSCOSSLC/config-auth

Processing client request

XML successfully parsed

Processing request (init)

INIT-no-cert: Client has not sent a certificate

INIT-no-cert: Resolve tunnel group (Finance) alias (Finance) Cert or URL mapped NO

INIT-no-cert: Sending SAML authentication form

Generating SAML auth request

Public archive directives retrieved from cache for index 1.

rcode from handler = 0

Sending response

#0x00007f64942d83f0 (GET). Request line:/+CSCOE+/saml/sp/login

#0x00007f64942d83f0 File to execute: /+CSCOE+/saml/sp/login

Dec 30 13:00:17

[SAML] build_authnrequest:
https://login.microsoftonline.com/ed3fe6d3-252d-4214-a808-15a4def117e2/saml2?SAMLRequest=fZJLT8
MwEIT%2FSuR74keSNIhNpUCpVAKkQAsSBC7KcDbVw70B1ePx70gBSOcB1PZ93ZuwVqt4Oshnj3t3Ay
wgYk%2FfeOpTzQU3G4KRXaFA61QPKqOVic3khRcbkEHZz02ItyhPxPKEQIOXhHkt2mJo8NL8%2B2p2xR
8W2eF%2BdVc35S5YwVeVkUrCk5Se4h4KSvyYRPEOIIO4dRuTiINmOApF2nO7nglGZN8%2BUCSzZTB
OBVnah%2FjgJJS65%2BMy3qjg0ffRe%2BscZBp31No8w4WbZ6KUrRpIXiRqopVKS9VOULH%2BRIEPS
QTJINNn60GHuqiYxjHAwdD 1IMq9Qk05ZBLJeHbRyYNhrWP%2BvzRZk9c5E5nY0430Zx0D1E1aqo6Hby6zS
s6DG7%2Bngaq6bnE3ebaW6M%2FDgZ6F{%2FumGd8npg27WapHBOOoE1noCVJY61%2FOwuginwHo
Ouvpb%2B%2FwPoT&SigAlg=http%3A%2F %2Fwww.w3.0rg%2F2001%2F 04 %2F xmldsig-more%23rsa-
sha256&Signature=byxG80ozQgNYVwNnhkQgbo55YF 10B2vKOpMtGEYjke4tjEOD%2FeJ%2FRSgMTrley
Gz40IlAGHpvJgXfd%2By56SFpHfDhJzWsOetetONKyA%2BgbJr%2B19rHQqBzJcGGuxecAMFU9kJhUH
XBukSKENYL8k6xJgdH%2FiRAv3WcsxrfswsRgrVJOH1WnhF9Fy36t5MUm5Dz0vth8 QwOZPuuvSCTnVJ
SkYnLC4xMUWwmv7zg8gaeM25fejRsfQ%2Btwsx7AJbMp%2B8hPRpf7UH68GVIsgeNLeEduVSaxHIdQ
OU7WP3tjgrLMvVGtyl8N3S8%2B0IW1056ER 1kdIZm%2Fz3D0CbFc7UzfOncfT5%2FgiDraDUodVXKG94
ZWFVnnmzQ99ixzNBBdah1nxR9L4rQmCsb7FO0p2rf77Rza4dmAJKIskZhGwEfVeBEbGf52wgEypokA8AJv
QIDwIZDBdKK6Wh7s%2F0ZX2B5ssTi33%2FYKH7sALBnOJbU1542pkp3g7HS601SQsRo4bHkby24mC
LTjdCfSIBFb9Z251az8 QkhCXm9DC5II19vJL5m39UsVVPAEIbIjIXSU8ZW30zINly9Bcux1yO%2F %2FY JOxx
wxZHfpu
ySPzNsyOljrXWEhrphAbV4mvH4u7qGnavORDMAPUMSAJx4%2B7yD1kRnwgOqlM%2By9y111r1XT33%
2F%2FJK3JLgOIimEKpM%3D

[SAML] saml_is_idp_internal: getting SAML config for tg Finance

#0x00007f64942d83f0 (POST). Request line:/+CSCOE+/saml/sp/acs

#0x00007f64942d83f0 File to execute: /[+CSCOE+/saml/sp/acs

#0x00007f64942d83f0 (POST). Request line:/+webvpn+/index.html

#0x00007f64942d83f0 Hand-off to emWeb.

webvpn_allocate_auth_struct: net_handle = 0x00007f6494fa5fa0

len1/28 < len2/590

length of new buffer 0x00007f64a28c7480 is 618/954 prefix left=366
webvpn_portal.c:ewaFormSubmit_webvpn_login[4023]
webvpn_portal.c:webvpn_login_validate_net_handle[2728]
webvpn_portal.c:webvpn_login_allocate_auth_struct[2745]
webvpn_portal.c:webvpn_login_assign_app_next[2767]
webvpn_portal.c:webvpn_login_cookie_check[2788]
webvpn_portal.c:webvpn_login_set_tg_buffer_from_form[2837]



webvpn_portal.c:webvpn_login_transcend_cert_auth_cookie[2873]
webvpn_login_transcend_cert_auth_cookie: tg_cookie =, tg_name = Finance
webvpn_portal.c:webvpn_login_set tg cookie_form[2946]
webvpn_portal.c:webvpn_login_set tg cookie_querry_string[3003]
webvpn_portal.c:webvpn_login_resolve_tunnel_group[3085]

webvpn_login_resolve_tunnel_group: tgCookie =

webvpn_login_resolve_tunnel_group: tunnel group name from group list
webvpn_login_resolve_tunnel_group: TG_BUFFER = Finance
webvpn_portal.c:webvpn_login_negotiate_client_cert[3222]
webvpn_portal.c:webvpn_login_check_cert_status[3335]

webvpn_portal.c:webvpn_login_cert_only[3418]

webvpn_portal.c:webvpn_login_saml_only[3448]
webvpn_portal.c:webvpn_login_primary_username[3486]

Dec 30 13:00:32

[SAML] consume_assertion:
PHNhbWxwOIJIc3BvbnNIIEIEPSJfODRmMNjk3YjctMDIyMSO0YTEyYLTIIZWEtYmRKNmYOYWM5ZjYxIiBWZ
XJzaW9uPSIyLjAilEIzc3VISW5zdGFudDO0iMjAyMS0xMi0zMF QxODowMDozMi4zMThaliBEZXNOaW5hd
GlvbjOiaHROcHM6Ly8zNjUuazEyLm5jLnVzLytDUONPRSsvc2FtbC9zcCOhY3M/dGduYW1IPUZpbmFuY2
UIlEluUmVzcG9uc2VUbz0iXOEXNUNGQjA20DFGMzMORThBRTk4MzAWNDM1NDQwQTUxIiB4bWxucz
pzYW1scD0idXJuOm9hc2lzOm5hbWVzOnRjOINBTUw6Mi4wOnByb3RvY29slj48SXNzdWVylHhtbG5zP
SJ1cm46b2FzaXM6bmFtZXM6dGM6UOFNTDoyLjAG6Y XNzZXJ0aW9uljS5odHRwczovL3NOcy53aW5kb3dz
Lm5IdCOIZDNmMZTZkMyOyNTJKLTQyMTQtY TgwOCOXNWEOZGVmMMTE3ZTIVPC9Jc3N1ZXI+PHNhbWx
wOINOYXR1cz48c2FtbHA6U3RhdHVZzQ29kZSBWYWx1ZT0idXJuOm9hc2l1zOm5hbWVzOnRjOINBTUw6
Mi4wOnNOYXR1czpTdWNjZXNzli8+PC9zYW1scDpTdGFOdXM+PEFzc2VydGlvbiBJRDOiX2JkODIKZWE
2LWYOM2MINGU30S04N;Y2LTBjMDVINGY5NDAwWMilgSXNzdWVJbnNOYW50PSIyMDIXLTEYLTMwVDE
40jAwOjMyLjMwMIoilFZIcnNpb249I1jluMClgeG1sbnM9InVybjpvYXNpczpuYW1lczp0YzpTQU1MOjluMDp
hc3NIcnRpb24iPjxJc3N1ZXI+aHROcHM6Ly9zdHMud2luZG93cy5uZXQvZWQzZmU2ZDMtMjUyZCOOMjE
OLWE4MDgtMTVhNGRIZJExN2UyLzwvSXNzdWVyPjxTaWduYXR1cmUgeG1sbnM9ImhOdHAGLy93d3cu
dzMub3JnLzlwMDAvVMDkveG1sZHNpZyMiPjxTaWduZWRJbmZvPjxDYWSvbmljYWxpemF0aW9uTWV0a
G9kIEFsz29yaXRobT0iaHROcDovL3d3dy53My5vemcvMjAwMS8xMC94bWwtZXhjLWMxNG4jli8+PFNpZ
25hdHVyZU11dGhvZCBBbGdveml0aG09Imh0dHAGLY93d3cudzMub3JnLzIwMDEVMDQveG1sZHNpZy 1t
b3Jl13JzYS1zaGEyNTYiLz48UmVmZXJIbmNIIFVSSTOil19iZDg5ZGVhNi1mNDN]LTRINzktODY2NiOwYzA
1YjRmOTQwMDIiPjxU
cmFuc2Zvem1zPjxUcmFuc2Zvem0gQWxnb3JpdGhtPSJodHRwOIi8vd3d3LnczLm9yZy8yMDAwLzAS5L3ht
bGRzaWcjZW52ZWxvcGVKLXNpZ25hdHVyZSIvPjxUcmFuc2Zvem0gQWxnb3JpdGhtPSJodHRwOIi8vd3
d3LnczLm9yZy8yMDAXLzEwL3htbC11e GMtYzEObiMiLz48L1RyYW5zZm9ybXM+PERpZ2VzdE11dGhvZC
BBbGdvcml0aG09Imh0OdHAGBLY93d3cudzMub3JnLzlwMDEVMDQveG1sZW5jI3NoYTI1NilvPjxEaWdIc3R
WYWx1ZT5YWIJBbWpEaE960UV5TkIXc2IOWEMxbGLEY UtKUjVhMWNECONtM3NJbk5vPTwvRGINZX
NOVmFsdWU+PC9SZWZlcmVuY2U+PC9TaWduZWRJbmZvPjxTaWduYXR1ecmVWYWx1ZT5VUG16 THp
aTlloOVGtVYUUrs2dBVmhiUVJyRXRLNVVgRWhicDIZSnZaclZOcE10TjBXTDVKWS9JK2wvb1NOaEJXZI
hDNTdSbVJmeFVxTzYvbTFKU1Vud0d6bnpsc3paOUIlIVGIINk9aVnZlaitOUDVOSWF2aFBEZnk5RIZGRF
BSZ1N3NnIvKOhXSC9JVIpDTkEzcy9TV3hoQlhvaWFnQWxmSmJrVzhTR3pCc2Njc1RLMkRYUOJmb3IK
cThHN1hmNmO0zVFE1SHVobXk4VENYc3hUaUV2VjFDSTIsZnZrSWJOdnZjcXN1Y 1BleWppNkJMbWhW
aXBIbjFSc3k2cFZ2ZcDB4anRKOWxVR0ZsRDEveGpVTFZnNjFPc20zM3ZCQVVKOG1VUDhuNk5ERUhA1
SE02SmdQdDlya1pXalpOMEJueU5JdnNSUXZgREStYVIsS3Z40FB6UUMSc2xIbDY xV3E4TmdaS0x3djg
5NjNpSEh2UkVsZ1hKZm1UYms1dGevMmRaYmpkR3gyNVhkY2g4R0ordGhlOGg1TGFLVIJ2NGJzYUF
BUOIQVzIGanFVNO1Ccy9PYVUVvWWhzaExOR1FuOFJMMkg0eUZXRUIOeFILMGIOdXIXeXd0SktTeFUXT
TZZTFUwQ3hkd2FEcGVYemluMVp4K2U1SGhsT3FIVFg4dSs5NONKkUTZJTOY2SkdSeXAOWHpaSFAzV



EF1Y29ScEdvRW4yUVRYNWZESHANVUNESHdjSXVKkUkNpcm1jd1ZrQ0Y4Mm96VTdVY XBxeU9QVE9
OelpGcFAQYzMwTTM2dGhOc0xiZ3IHcTgxK0ZacGd TWUtY UHp6bkc5VIimeINFSNNQaG1pVmMwdHJyN
FhHVKRpajhEWFVXxM3pWcWZ0dUc2Sm10U2kxMVAFWVQVNFFKTOdXTTO08L1NpZ25hdHVYZVZhbHVI
PixLZXIJbmZvPjxYNTASRGFOYT48WDUwOUNIcnRpZmljYXRIPk1JSUZaRENDQTB3QONRQO5BR09U
QmMZIZjzUQU5CZ2txaGtpRzIBMEJBUXNGQURCME 1Rc3dDUVIEVIFRROV3SIZVekVMTUFrROExVUVD
QXdDVGtNeEREQUtCZ05WQKFjTUEXSIVVREVOTUFzROExVUVDZ3dFVFVOT1F6RUINQWOHQTFVR
UN3dORRMDVGTVF3dONNnWURWUVFEREFNek5qVXhlekFkQmdrcWhraUc5dzBCQ1FFVOVHUmMtkVzV
zZWVhCQWJXTnVZeTV2Y21jdOhoY05NakV4TWpNdO1UUXdORFUZzV2hjTk1qUXhNakk1 TVRRAO5EVTN
XaklwTVFzdONRWURWUVFHRXdKVIV6RUXNQWtHQTFVRUNBdONUa014RERBS0JnTIZCQWNNQTF
KVVVERUSNQXNHQTFVRUNNdOVUVUSPUXpFTU1Bb0dBMVVFQ3d3RFEWNUZNUXd3Q2dZRFZRUU
REQU16TmpVeEh6QWRCZ2txaGtpRzISMEJDUUVXRUdSa2RXNXNZWEJBYIdOdVISNXZjbWN3Z2dJa
U1BMEdDU3FHUOIIMORRRUJBUVVBQTRJQOR3QXdnZ0ILQW9I9JQOFRRHRLNG1PTktMbXNrTFNRUG
xBWjROUmoxcUtObUVPUW1sd0xIM3dINXdxclZOTUs1TEJzR3NWZDdKVIgrY0h3dVcORFAVUXFmMSOF2
Mk5gNCtLdS9nQ08ydDIleWxoWDVzVUhNbkoxWktkRIRnRzBmamtTR1M2UORELO5RakxYbkVJdkh2M
WpmTXZDYjVPYVJInTOVOMMNMZko2WmIiVHRUL1BrZkczKzZXRUszTWplQWJjQUZ5NkhGQ1NTbGZ
NNGVEYUI2ZDFWa29ueFdONOMram1hdEt0Q1NzbVg4UKkNDaUM2ZEQvMnphZ2E5N1M3UURNV0tsO
X14dUhGVWYzSEhWNzdnTIBZYVItaOt5NXdINMZGVIV0anZSWS90ZHU3UkJMZzhabmNYVHIgSmI4NOI
qelMzdC82Yncwd3NKTXJIZKNKTnNxZ0U3YIldnWi9FWThZTi9sVUxOWk8yOFhkNOI3YWFuQ1NEOEdTZ
HVWUESwWRIBKNOILWUJxcWILTUxhMkRUNGgydzNuZm5XNnBWSXpBbG5id1N4R2UvWk55SXMxazN
vU2gzV2InVVRLUWR1dXcxSU5qMUkKvYUtLSmMhQeEJ3QIVYSVFNbGFjaWZ1Um0zQWc2WnkrdDJId3Q
xdEYzaGVUMDZIYklsaFMDec 30 13:00:32 [SAML] NotBefore:2021-12-30T17:55:32.068Z
NotOnOrAfter:2021-12-30T19:00:32.068Z timeout: 7200

Dec 30 13:00:32 [SAML] consume_assertion: <Session
xmins="http://www.entrouvert.org/namespaces/lasso/0.0" Version="2"><Assertion
RemoteProviderIlD="https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/"><Assertion
xmins="urn:oasis:names:tc:SAML:2.0:assertion" xmIns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="_bd89deab-f43c-4e79-8666-0c05b4f94002" Issuelnstant="2021-12-30T18:00:32.3022"
Version="2.0"><Issuer>https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/</Issuer><Sign
ature xmins="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/><SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/><Reference
URI="#_bd89deab-f43c-4e79-8666-0c05b4f94002"><Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/><Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>XZRAmjDhOz9EyNBWsiNXC
1lkDaKJR5a1cDsCm3sInNo=</DigestValue></Reference></Signedinfo><SignatureValue>UPmzLzZNYN
TkUaE+KgAVhbQRrEtK5UjEhbp9Y JvZrVNpMNNOWLSdY/I+l//0SNhBWfXC57RmRfxUqO6/m1JSUnwGzn
ZIszZ9IHTie60ZVvej+NP5tlavhPDfy9FVFDPRgSw6r/+HWH/IVZCNA3s/SWxhBXoiagAlfJbkW8SGzBsccs
TK2DXSBfoyJg8G7Xf6m3TQ5HUhmy8TCXsxTiEvV1CI9lfvklbNvvegsucPHyji6BLmhVipHn1Rsy6pVYpOxit
JOIUGFID1/xjULVg610sj33vBAUJEMUP8n6NDEHUHM6JgPt22kZWjZt0BnyNIvsyQvjDNmaYIKvx8PzQC9
sIHI61Wqg8NgZKLwv8963iHHVREIgXJfmTbk5tg/2dZbjdGx25Xdch8GJ+thH8h5LaKVRv4bsaAASIPWIFjq
U7MBs/OaU/YhshLtGQn8RL2H4yFWEINxYKO0b4uyWywtJKSxU1M6YLUOCxdwaDpeXzin1Zx+e5HhIOgH
TX8u+97CdQ6IOF6JGRyp4XzZHP3TAHCORpGoEN2QTr5fDHWMUCDHwcludRCirmewVkCF820zU7Uap
qyOPTONzZFpP4c30M36thNsLbgyGq81+FZpgSYKXPzznG9VYfzSEJsPhmiVcOtrr4e XGVDij8DXUq3zVqft
uG6JmtSi1TWEYT/4QdOGWM=</SignatureValue><Keylnfo><X509Data><X509Certificate>MIIFZDCCAO
wCCQCNAGOTBfef6 TANBgkghkiGOWOBAQsFADBOMQswCQYDVQQGEwJVUzZELMAKGATUECAWCTk
MxDDAKBgNVBAcMA1JUUDENMAsGA1TUECgwETUNOQzEMMA0GA1UECwWwDQO5FMQwwCgYDVQ
QDDAMzNjUxHzAdBgkghkiGO9w0BCQEWEGRkdW5sYXBAbWNuYy5vemcwHhcNMjExXMjMwMTQwNDU



3WhcNMjQxMjISMTQwNDU3WjBOMQswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTKMXDDAKBgNVBA
cMA1JUUDENMAsGA1UECgwWETUNOQzEMMA0GA1UECWwDQO5FMQwwCgYDVQQDDAMzNjUxHzA
dBgkghkiGOwOBCQEWEGRkdW5sYXBAbWNuYy5vemcewggliMAOGCSqGSIb3DQEBAQUAA4ICDwAwg
glKAoICAQDtK4AmONKLmMskLSQPIAZ4ANRj1gKtmEOQmIwLe3wH5wgrVNMK5LBsGsVd7JVX+cHwuW4D
WUQqfKAV2Nj4+Ku/gCO2t9HyIhX5sUHMnJ1ZKdF TgG0fikSGS6SDD/NQjLXNnEIVHV1jfMvCb50aRgOEN
2cLfJ6ZibTtT/PkfG3+6WEK3MjHAbcAFYy6HFCSSIfM4eDaB6d1VkonxWN7C+jmatKtCSsmX8RCCiC6dD/
2zaga97S7QDgWKI9yxuHFUf3HHV77gNPYaYmkKy5we6fFVUtjvRY/tdu7RBLg8ZncXTyjJb871jzS3t/6bw0
wsdMrHfCJNsqgE7bWgZ/EY8YN/IULNZO28Xd7B7aanCSD8GSduVPNpFPJ70OKYBqgkKMLa2DT4h2w3
nfnW6pVIzAInbwSxGe/ZNyls1k30Sh3WigUTKQduuw1INj1l/akKKJhPxBwBUXIQMIlacifuRm3Ag6Zy+t2ewt
1tF3heT06ebllhS1Wur2muVVWeiQx/ZpnE03+5ChCFPf5TXerSzKqDuhsl750TEUHXbFxqCNOTXKIC7zw
1F2VedYnYLdgGumbkby67ug48ViXK/hE4HFquVkOWHBmMXIFOupForNOsgYqwOgRHBwWB9XRsiiaAi3K+
1aRSyEQ6DbxzOWrTTRpkLe04hvCBYVO4wKBOSpwA1S8tbwhMQgAQIDAQABMAOGCSqGSIb3DQEB
CwUAA4ICAQBQMPHOVNIQsMuNwibg9dIiLIUYO7LdyePQuJPvLfg/DnsOwm7far+cK90jf9oG5W3PiungP
KRJbSO2TfNj0OpRgByew/X5zU237qJahYYAWzgGsKYKX3EIjJW1AfPRrCzJoMeyVncX5nypvSs23CYzG
wy+nMGQ2x3tHuBehcme8TAa7Z9dK8FFIWISigtfcFeBjQY8IQoual TwUSQrmull/EcsPnqcZKgAZ0T24ize
kT6Yv4Q7R+JghJxgEngbBWx4xFSeBqSqSdUJOvVISSEmMfShq98dd6GWBtksMZVxI5qzjCyExtE6kIDSCoZ
XMxuT2YouVzQ5T7hpHpgO9AHXKUI4cuBVA21n+eCl6rBxKdxk1r9ilD5ZcHoU6eT201gbck+j1W4uHcLP
oXhgHvaeMwlczD1wV54vzvcvNTY0OUpTDFIoNiTbUXTVTAL3/+nVeFojypNs50pozNsD8gMo/butG7P4bb
UKhTq/pZGKgYLoXNKIgmYwpQjiUkZ1lySS7s/ojvTmsPCqO7ECz9SB1PSxjhj1ayaUxOwWNHaXU9fWyIT6
xgCaxgmJbTfnTPJsNF+2e2HfJDUDjPMCt1wF/boWTv+Lm1VxbSvxVK1BfrMovMUXscvzv1 TWSPBOKKT
RBgghaUhPF91euaG92vCS6dk++0qTnrV7nI33mymbKOjNw==</X509Certificate></X509Data></Keylnfo
></Signature><Subject><NamelD
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">cfo@k120365.mcnc.org</NamelD
><SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><SubjectConfirmationData
InResponseTo="_A15CFB0681F334E8AE98300435440A51"
NotOnOrAfter="2021-12-30T19:00:32.068Z" Recipient="https://365.k12.nc.us/+CSCOE+/saml/Dec 30
13:00:32

[SAML] consume_assertion:

https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/ cfo@k120365.mcnc.org

[saml] webvpn_login_primary_username: SAML assertion validation succeeded
webvpn_portal.c:webvpn_login_primary_password[3637]
webvpn_portal.c:webvpn_login_secondary_username[3667]

webvpn_portal.c:webvpn_login_secondary password[3754]
webvpn_portal.c:webvpn_login_extra_password[3805]
webvpn_portal.c:webvpn_login_set_cookie_flag[3827]
webvpn_portal.c:webvpn_login_set_auth_group_type[3851]

webvpn_login_set_auth_group_type: WEBVPN_AUTH_GROUP_TYPE =4
webvpn_portal.c:webvpn_login_aaa_resuming[3872]

webvpn_auth.c:http_webvpn_post_authorize[2363]

http_webvpn_post_authorize: AUTH_ACCEPT, WEBVPN_AUTH_USERNAME = cfo@k120365.mcnc.org
webvpn_auth.c:http_webvpn_auth_accept[2742]

Start timer for verifying token 543152244E581AB735FF2DB

Username "cfo@k120365.mcnc.org" added to list with token 543152244E581AB735FF2DB
webvpn_remove_auth_handle: auth_handle = 0

http_remove_auth_handle(): handle 0 not found!

webvpn_portal.c:webvpn_login_aaa_resuming[3892]

ewaFormSubmit_webvpn_login() -> redirect status=1 ret="NULL'

webvpn_free_auth_struct: net_handle = 0x00007f6494fa5fa0



webvpn_allocate_auth_struct: net_handle = 0x00007f6494fa5fa0
webvpn_free_auth_struct: net_handle = 0x00007f6494fa5fa0
#0x00007f64942d9350 (GET). Request line:/+CSCOE+/logon.html
#0x00007f64942d9350 File to execute: /+CSCOE+/logon.html
#0x00007f64942d9350 (GET). Request line:/+CSCOE+/saml_ac_login.html
#0x00007f64942d9350 File to execute: /+CSCOE+/saml_ac_login.html
saml_auth_is_valid_token: SAML ac token being looked 543152244E581AB735FF2DB
#0x00007f64942d9350 (GET). Request line:/+CSCOU+/saml_ac.css
#0x00007f64942d9350 File to execute: /[+CSCOU+/saml_ac.css
#0x00007f64942d9350 (GET). Request line:/+CSCOU+/check.png
#0x00007f64942d9350 File to execute: /+CSCOU+/check.png
#0x00007f64942d83f0 (GET). Request line:/+CSCOU+/cisco_saml.png
#0x00007f64942d83f0 File to execute: /+CSCOU+/cisco_saml.png
#0x00007f64942d9870 (GET). Request line:/+CSCOU+/csr.itf
#0x00007f64942d9870 File to execute: /+CSCOU+/csr.ttf
#0x00007f64942d9b00 (POST). Request line:/

#0x00007f64942d9b00 File to execute: /ICSCOSSLC/config-auth
/CSCOSSLC/config-auth

Processing client request

XML successfully parsed

Processing request (auth-reply)

auth-reply: aggauthHandle unknown

Found tunnel group (Finance) alias Finance
saml_ac_v2_process_auth_request: SAML ac token being looked 543152244E581AB735FF2DB
SAML AUTH: authentication success

SAML auth request finished

Opened AAA handle 4777034

Making AAA request

webvpn_session_add() -> key = 0x1900058000

AAA request finished

Send auth complete

saml_ac_token_entry_reset_saml_session: SAML ac token being looked 543152244E581
AB735FF2DB

Verification complete stop timer for token 543152244E581AB735FF2DB
Private archive directives retrieved from cache for index 1.

Public archive directives retrieved from cache for index 1.

rcode from handler = 0

Sending response

Closing AAA handle 4777034

SAML AUTH: SAML hash table cleanup periodic task
#0x00007f64942d8160 (CONNECT). Request line:/CSCOSSLC/tunnel
#0x00007f64942d8160 Hand-off to webvpn.

CSTP read buffer allocated successfully

Successfully added 27 bytes from block to CSTP read buffer

Successfully added 1634 bytes from block to CSTP read buffer

CSTP read buffer updated successfully

Anyconnect STRAP[Peer:172.2.203.169]: new public key received for session



Anyconnect STRAP[Peer:172.2.203.169]: client/server upgraded to STRAP supported version,
successfully stored the public key received

ASA show

‘Show’ command to look at user connection:
show vpn-sessiondb detail anyconnect

365# sho vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : cfo@k120365.mcnc.org Index : 88

Assigned IP :10.2.3.4 Public IP  :172.2.203.169

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License  : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1) AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing  : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA1

Bytes Tx : 14640 Bytes Rx : 15760

Pkts Tx :10 Pkts Rx  :225

Pkts Tx Drop : 0 Pkts Rx Drop : 0

Group Policy : Finance Tunnel Group : Finance

Login Time :13:00:33 EST Thu Dec 30 2021
Duration : 0h:00m:35s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN :none
Audt Sess ID : c0a846010005800061cdf3c1
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 88.1

Public IP  :172.2.203.169
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:
Tunnel ID : 88.1
Public IP  :172.2.203.169
Encryption : none Hashing :none
TCP Src Port : 51180 TCP Dst Port : 443
Auth Mode : SAML
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes



Client OS : mac-intel

Client OS Ver: 12.0.1

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Mac OS X 4.10.01075

Bytes Tx :7320 BytesRx :0

Pkts Tx :5 PktsRx :0

Pkts Tx Drop : 0 Pkts Rx Drop : 0
SSL-Tunnel:

Tunnel ID :88.2

Assigned IP :10.2.3.4 Public IP  :172.2.203.169

Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384

Encapsulation: TLSv1.2 TCP Src Port : 11496

TCP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client OS :Mac OS X
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Mac OS X 4.10.01075

Bytes Tx :7320 Bytes Rx :2710

Pkts Tx :5 Pkts Rx  :32

Pkts Tx Drop : 0 Pkts Rx Drop : 0
DTLS-Tunnel:

Tunnel ID :88.3

Assigned IP :10.2.3.4 Public IP  :172.2.203.169

Encryption : AES256 Hashing : SHA1

Ciphersuite : AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 60604

UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes

Client OS : Mac OS X
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Mac OS X 4.10.01075

Bytes Tx :0 Bytes Rx :13174
Pkts Tx :0 Pkts Rx  :195
Pkts Tx Drop : O Pkts Rx Drop : 0

365 certificate expiration

When the 365 certificate expires, you will need to generate a new .pfx certificate using openssl, upload to
the Enterprise Apps, make that certificate active, download a .pem file from one of the apps, and replace
the old certificate in the ASA (i.e. do that part of the previous process over again).



Due to a Cisco bug - https://quickview.cloudapps.cisco.com/quickview/bug/CSCvi23605 - it may be
necessary to remove the “trustpoint idp Azure” from the webvpn area, remove the “crypto ca trustpoint
Azure”, add the “crypto ca trustpoint Azure” and new certificate, re-add “trustpoint idp Azure” to the
webvpn area, then remove and re-add the saml setting under the tunnel-group for example:
tunnel-group Finance webvpn-attributes

no authentication saml

no saml identity-provider https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/
authentication saml

saml identity-provider https://sts.windows.net/ed3fe6d3-252d-4214-a808-15a4def117e2/

Basically the ASA does not seem to do well with clearing the trustpoint - due to the bug, this
sequence-sensitive process needs to be followed to ensure continuity. The bug is fixed in extremely
current releases.

Dianne Dunlap
ddunlap@mailbox.mcnc.orq
1/2022
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