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Pre-requisites: Basic knowledge of algorithms

Course Outcomes:
At the end of the course, a student should:
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UNIT I: Introduction to Computer Networks: Lectures:S

Network Software Architecture: layers and protocols, OSI vs. TCP, Network Model,
Connection Oriented and Connectionless services, Network Topology, Delay.

UNIT II: Physical Layer: Lectures:6
Transmission Terminology, Analog and Digital Signal, Transmission Impairments,
Transmission Media (Guided and Unguided), Signal encoding techniques, Modulation,
Switching and Multiplexing Techniques. X.25, ISTN,

Study of DTE-DCE in brief: Digital data transmission, DTE-DCE interface, modems, 56K
modems, cable modems.

UNIT III: Data Link Layer: Lectures:6
Introduction and services to Data Link layer, Error detection and Correction techniques, Bit
and Byte stuffing, Bit/Byte oriented protocol, Flow Control Mechanism, Multiple access
protocols, Hubs and switches, Router and Gateways, Ethernet, including Gigabit Ethernet and
WiFi (802.11), Token Ring.

UNIT IV: Network Layer: Lectures:7
Network service model, Virtual circuit and Datagram networks, Logical Addressing and
Sub-netting, Internet protocol: IPv4 and IPv6, ARP vs RARP, DHCP, Routing algorithms and
standards, Internetworking, The network layer in the internet, Broadcast and multicast routing.

UNIT V: Transport Layer: Lectures:6
Transport layer services and principles, End-to-end protocols: Issues and services,
Multiplexing and De-multiplexing, Connectionless transport: UDP, Principles of reliable data
transfer, Connection-oriented Transport: TCP, SCTP, Principles of congestion control, TCP
Congestion Control, Quality of services.

UNIT VI: Application Layer: Lectures:S
Principle of application layer protocols, WWW and HTTP, FTP, Telnet, SMTP, DNS etc.

UNIT VII: Network Security: Lectures:7

Concepts of symmetric and asymmetric key cryptography. Sharing of symmetric keys - Diffie
Hellman. Public Key Infrastructure. Public Key Authentication Protocols. Symmetric Key
Authentication Protocols. Pretty Good Privacy (PGP), IPSec, Firewalls.
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