
Timeline Summary and Findings: 
An employee named John Doe, working in a sensitive department, recently got put on a performance 
improvement plan (PIP). After John threw a fit, management has raised concerns that John may be planning to 
steal proprietary information and then quit the company. Your task is to investigate John's activities on his 
corporate device (edr-andres) using Microsoft Defender for Endpoint (MDE) and ensure nothing suspicious is 
taking place. 
 
John is an administrator on his device and is not limited on which applications he uses. He may try to 
archive/compress sensitive information and send it to a private drive or something. 
 
_____ 
 
 
I will first begin by looking at DeviceFileEvents in Microsoft XDR since we do have John’s device onboarded as 
“edr-andres”. I like to look at the ProgramData section of a FolderPath since that is where new files are 
commonly created into.  
DeviceFileEvents 
| where DeviceName == "edr-andres" 
| where FolderPath contains "ProgramData" 

 
Here we are seeing some suspicious .zip files named “employee-data” along with a file created as 
“exfiltratedata.ps1”  

With the given time stamp of when these suspicious files were created I will now look at other system events 
such as DeviceProcessEvents that revolved around this same timeframe. 
DeviceProcessEvents 
| where DeviceName == "edr-andres" 
| where Timestamp between (datetime(2025-09-25T15:30:09.8915317Z) .. 
datetime(2025-09-25T15:32:09.8915317Z)) 
| order by Timestamp desc 



 
Looking into the metadata within unfamiliar 7z.exe, I noticed the InitatingProcessCommandLine being from 
“exfiltratedata.ps1” 

 
We now know 7z.exe involvement with exfilrateddata.ps1  
 
_____ 
 
 
I searched around the same timestamp for any additional evidence on the Network level and found some 
ConnectionSuccess’s in an unfamiliar RemoteIP. Query used:  
DeviceNetworkEvents 
| where DeviceName == "edr-andres" 
| where Timestamp between (datetime(2025-09-25T15:30:09.8915317Z) .. 
datetime(2025-09-25T15:33:09.8915317Z)) 

 



 
Here looking into the metadata of this remoteIP connection we notice a successful connection to a URL over 
the internet at the same time exfiltratedata.ps1 was created. Turns out this connectivity was in fact initiated by 
powershell exfiltratedata.ps1. I can hypothesize this connectivity was made to gather more data to further 
promote the execution of this file.  
 
____ 
 
 
Response:  
Immediate system isolation upon discovering archiving intentions.  
I relayed the findings and information to the employee's manager where I will be on stand by for further 
instructions from management.  
 
____ 
 
 
MITE ATT&CK Framework TTP’s:  
-T1059.001 - Command and Scripting Interpreter: Powershell  
-T1071.001 - Application Layer Protocol: Web Traffic 
-T1560.001 - Archive Collected Data: Archive via Utility. Zip file compressed 
-T1105 - Ingress Tool Transfer. Silent installation of 7-Zip tool onto target computer 
-T1027 - Obfuscated Files or Information. Silent installment of 7-Zip to obfuscate and avoid detection  
 
____ 
 
 
Improvements:  
-Create alerts for silent installs  


