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Luan van duoc hoan thanh tai:

HQC VIEN CONG NGHE BU'U CHINH VIEN THONG

Nguoi huéng dan khoa hoc: PGS. TSKH Hoang Ding Hai

Phan bién 1:

Luéan van s€ duoc bao vé trudc Hoi déng chdm luén vin thac si tai Hoc vién
Cong nghé Buu chinh Vién thong
Vao ltc: ....... gio ....... ngay ....... thang ....... .. nam ...............
C6 thé tim hiéu luan van tai:

- Thu vién ctiia Hoc vién Cong nghé Buu chinh Vién tho.
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1
MO PAU

Cong nghé thong tin 1a mot trong nhitng nganh phat trién trong diém ctia nhiéu Qudc
gia trén Thé gi6i boi ing dung ciia n6. Clng véi cong nghé thong tin; mang Internet ciing da,
dang va s& dong gop rat nhidu trong cong cudc phat trién cua xa hoi loai nguoi. Ngay nay moi
hoat dong cua con ngudi hau nhu déu co thé thyuc hién qua mang Internet. Internet da dem lai
loi ich cho nhiéu nguoi su dung, khai thac nd. Cung v6i nhitng loi ich to 16n ma Internet dem
lai; ciing nay sinh nhiing van dé phirc tap. Cac thong tin ca nhan, thong tin kinh té, chinh trj va
quan sy quan trong cua cac to chiic, cac Qudc gia déu co nguy co bi 16 hodc bi danh cap. Tai
khoan ngan hang bi danh cip, cac hé théng luu trit, co s dit liéu quan trong bi tdn cong, pha

hoai... nhiéu cudc tdn cong cua cac tin tic da gy thiét hai hang ty do la.

Mot trong nhiing cach thirc tAn cong nguy hiém cta céc tin tic trén mang Internet d6 1a
ding cac loai sdu may tinh - worm. Sdu may tinh dwoc két hop véi mot sé ki thuat tan cong
khac s€ tao ra mot cong cu tan cong rat manh cua céc tin tic. Chung c6 thé tu dong len 161 tim
dén cac muc tiéu (may tinh duoc ndi mang) va ldy cdp nhiing thong tin tir muc tiéu nay ma
nguoi s dung khong biét gi. Vay siu may tinh 13 gi? Céach thirc hoat dong ciia nd nhur thé
nao? Vi sao né c6 thé gay thiét hai? Cach thirc, cong cu phong chéng né ra sao?. Xuit phat tir
mong mudn duoc tim hiéu vé nhitng hanh vi va hoat dong ciing nhu cach thirc phong chdng

worm em thyuc hi¢n dé tai: “Phan tich hanh vi va m6 hinh hoa lan truyén cta sau Internet”.
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Phan ndi dung
Chuong 1: TONG QUAN VE SAU INTERNET

1.1. Khai niém sau Internet

Worm — sau may tinh (sau day goi tat 1a sau) duoc hiéu nhu 1a mot loai virus dic biét
hay mot chuong trinh doc hai. Phuong thirc 1ay lan qua mang 1a khac biét co ban gitra virus va
sau. Hon nita, su c6 kha ning lan truyén nhu chuwong trinh doc 1ap ma khong can 1ay nhiém
qua tap tin. Ngoai ra, nhiéu loai siu c6 thé chiém quyén kiém soat hé thong tir xa thong qua
cac “16 hong” ma khong can ¢ su “gitp stc” nao tir ngudi dung. Tuy nhién, ciing c6 nhiing
truong hop ngoai 1€ nhu sau Happy99, Melissa, LoveLetter, Nimda...
1.2. Qua trinh phat trién

Ciing nhu cong nghé thong tin ngdy nay sau phat trién véi toc do chong mit, cing véi
cac ky thuat tién tién va cong nghé hién dai sdu da c6 nhiing budc phat trién vuot bac. Sau
day 1a mot cach nhin vé qué trinh phat trién cta sau gom 4 giai doan sau:
Thé hé thir nhit : (nim 1979 dén dau nhimg nim 1990).
Thé hé thir hai: (dau nhitng nam 1990 dén 1998
Thé hé thir ba: (tr 1999 dén 2000)
Thé hé thix tu: (tr 2001 dén nay)
1.3. Phén loai sau Internet
1.3.1. Phén loai theo muc tiéu kham pha

Mot con sidu mudn 1y nhiém vao mot may thi trude tién nd phai tim hiéu xem may do
con ton tai trén mang hay khong. Mot sé k¥ thuét cua sau dung dé kham pha nhitng sdu nhu
vay do6 1a: quét chu dong va quét thu dong. Pay chinh la céc loai sau dugc phén loai theo muc
tiéu kham ph4 nhimg nan nhan méi. Tuy vdy nhiing con sau cé thé két hop cac ky thuat khac

nhau dé dat hiéu qua cao nhét trong lan truyén cling nhu thuc hién muc dich cta sau.

1.3.1.1. K¥ thuat quét chu dong

Sau Internet c6 thé ty dong tim ki€m cac nan nhan bang viéc quét cac dia chi dugc tao

ra mdt cach ngau nhién hay c6 dugc tao ra tir trudc.

Tham khdo mién phi cac tai liéu khac tai luanvantot.com



https://luanvantot.com/
https://luanvantot.com/

Dich vu viét luin vin tron géi website: luanvantot.com Zalo/tele 0934573149

1.3.1.2. K§ thuat quét thu dong
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Mot con siu kiéu thu dong khong ty dong tim kiém céac nan nhan. Thay vao do6 hodc

1a chiing cho cho cac nan nhan tiém nang lién lac voi ching hodc loi dung hanh vi ciia nguoi
su dung dé tim dén cac muc tiéu méi.
1.3.2. Phan logi theo phwong tién lan truyén va co ché phan phéi

Nhitng phuong tién 1ay nhiém ciing c6 thé anh hudng t&i toe d6 va ky thuat tang hinh
clia mot con sau. Mot con sau co thé chi dong 13y lan tir may nay sang may khac, hodc c6 thé
dugc mang theo nhu 13 mot phan cua nhing giao tiép binh thudng.
1.3.2.1. Tu thuc hién
1.3.2.2. Kénh thir hai
1.3.2.3. Nhing
1.3.3. Phin logi theo déi twong kich hoat

Phuong tién kich hoat sdu trén mot host luwu trit anh huong dang ké toi viée 1y nhiém
clia sdu. Mot vai sau c6 thé dugc kich hoat dé 1ay nhidm ngay lap tirc, nhung ciing c6 nhiing
sau co thé phai chd vai ngay hodc vai tuan dé duogc kich hoat.
1.3.3.1. Kich hoat boi con nguoi
1.3.3.2. Kich hoat dua vao hoat dong cta con nguoi
1.3.3.3. Quy trinh kich hoat theo lich
1.3.3.4. Tu kich hoat
1.3.4. Phén logi theo chirc nang

Ngoai myc dich lan truyén trén Internet sdu con c6 thé thyc hién cac muc dich khac
nhau phu thudc vao muc tiéu cta cudc tan cong hay y dinh cua ké viét ra sdu. Cac loai sau
khac nhau s€ thyc hién nhi€ém vu khac nhau ctia nhirng ké tan cong.

1.3.4.1. Tao luu lugng gia

1.3.4.2. Piéu khién tir xa qua mang Internet

1.3.4.3. Phat tan thu rac

1.3.4.4. Chuyén huéng trang web thong qua HTML-Proxies
1.3.4.5. Tan cong tir chdi dich vy DOS qua Internet

1.3.4.6. Thu thap thong tin
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1.3.4.7. Pha huy dit liéu
1.3.4.8. Biéu khién thiét bi vat 1y tir xa

1.3.4.9. Tan cong 16p vat Iy
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1.3.4.10. Duy tri va cap nhat phién ban maéi
1.4. Vi du vé mét so loai sAu dién hinh
1.4.1. Sdu Morris 1988

Sau Morris 13 sdu dau tién dugc phat tan qua Internet. Tac gia ctia Morris 1a Robert
Tappan Morris (hién 6ng la gido su tai MIT), mot sinh vién Dai hoc Cornell. Sau Morris dugc
tha 1én mang vao ngay 2 thang 11 nam 1988 tir hoc vién MIT, n6 duoc phét tan tir MIT dé che

dau thyc té 13 con sdu nay di dugc bat ngudn tir Cornell.

1.4.2. Sau Melissa 1999
* Kién triic, cach thirc hoat dong cia sdu Melissa:

Sau Melissa nam 1999 da d4nh vao tam 1y hiéu ky ctia phan dong nguoi ding Internet.
R4t nhiéu ké to mo dd download mét file co tén List.DOC tir dién dan "nguoi 16n" khi tuong
rang file nay chira cac thong tin gitip ho truy cdp mién phi 80 trang web khiéu dam. Ho dau

hay biét da bi 1ay nhiém mét trong nhitng sdu méy tinh nguy hiém nhat moi thoi dai.

1.4.3. Virus Code Red 2001

Code Red xuét hién vao ngay 13/7/2001; loi dung mdt 16i tran bd nhd dém trén cac
may chu IIS (Internet Information Server - tinh nang ciia Windows cho phép nguoi dung tu

1ap mot may chi web cé nhan.
1.4.4. Sdu Mydoom 2004

MyDoom xuét hién (2004) c6 hon 20 bién thé: Chi mat vai gio (26/1/2004), "lan séng"

MyDoom da c6 mit trén toan thé giéi bang phuong thirc phét tan truyén thong: qua email.

1.4.5. Storm worm 2007

Stom worm lgi dung cac 16 hong trong chuong trinh send mail va outlook dé lan
truyén trén Internet v6i téc d6 16n vao giita nim 2007
1.4.6. Stuxnet 2010

Stuxnet 1a mot con sdu may tinh song trong méi truong hé diéu hanh Windows, khai
thac triét dé nhimg 16 hong cua hé diéu hanh nay dé pha hoai mot muc tiéu vét chat cy thé. No

duoc tao ra dé hay diét mét muc tiéu cy thé nhu nha may dién, nha may loc dau hodc nha may
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hat nhan sau khi bi mat xdm nhap hé thong diéu khién quy trinh cong nghiép, viét lai chuong

trinh diéu khién nay theo huéng tu huy hoai.
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1.5. Tinh hinh sau Internet ¢ Viét Nam

Co s6 ha ting may tinh va mang ciing dd phat trién tai Viét Nam; Internet dong mot vai
tro0 quan trong trong nhiéu linh vuc cia doi séng xa hoi va ciing 1a mdt by phan cua mang
Internet toan cau. Trong lich sir lay lan va tan cong cta cac sdu trén Internet; hé théng mang
Viét Nam ciing khong phai 1a mot ngoai 1& nhu: Ngay 12/8/2003 sau W32.Blaster. Worm bit
dau tran vao Viét nam trong khi né bat dau phat tan trén toan cau vao ngay 11/8/2003. Cac

sau Code Red hay Slammer ciing 1iy lan vao mang Viét Nam thong qua hé théng email...

1.6. Tém tit chwong

Chuong 1 da trinh bay khai niém va cac déc trung co ban cua sau Internet. Céac loai sau
da dugc phan loai theo cac tiéu chi gém: muc ti€u kham phd, phuong tién lan truyén va co
ché phan phéi, chirc nang hay hanh vi tin céng. Chuong di gidi thiéu mot s sau dién hinh,

tinh hinh phat trién cta sau Internet tai Viét Nam.
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Chwong 2: MO HINH HOA LAN TRUYEN CUA SAU INTERNET

2.1. Cac chu trinh cua sau Internet
2.1.1. M6 hinh lan truyén theo kiéu bénh dich

Virus may tinh va worms giong nhu virus sinh hoc ¢ hanh vi nhan ban va lay lan cta
chiing. Nhiing thuat toan duoc phat trién cho viéc nghién ciru nhitng bénh truyén nhiém cé
thé dugc diéu chinh cho phu hgp véi viéc nghién ctu virus may tinh va sy lan truyén cia

worm.

2.1.1.1. M6 hinh bénh dich c6 dién don gian

Trong mé hinh dich bénh ¢ dién don gian [4], mdi may chii & mot trong hai trang thai:
dé bi lay nhidm hodc truyén nhiém. M6 hinh gia dinh ring mot may khi dé bi virus 1ay nhiém,
thi n6 s& ¢ trang thai truyén nhiém mai mai. Chinh vi vay sy bién do6i ctia bat ky may nao ciing

chi co thé tir d& bi lay nhiém sang trang thai truyén nhiém.

2.1.1.2. M5 hinh bénh dich tong quat Kermack-Mckendrick

Trong linh vuc dich t& hoc, mo hinh Kermack-Mckendrick [4] xem xét qua trinh loai
b6 nhitng may da bi 1ay nhidm. N¢ gia dinh rang trong mot dai dich cia mot bénh dich truyén
nhidm, mot vai may 1ay nhidm hodc dugc phuc hdi hodc 1a chét; mot may duge phuc hoi tir
may da chét, n6 s& duoc mién dich véi bénh mai mai — nhitng may duogc trong trang thai loai
b6 sau khi chiing duoc phuc hdi hodc chét do bénh dich. Do vy mdi may chi c6 thé & mot

trong 3 trang thai tai moi thoi diém: d& bi 1ay nhiém, lay nhidm va bi loai bo. Bat ky may nao
trong hé thdng hodc chuyén tir trang thai “dé bi lay nhiém 0 lay nhidm O bi loai bo” hodc
trong trang thai “dé bi lay nhiém” mai mai.

2.1.2. M6 hinh lan truyén hai thanh to

Qua trinh lan truyén thyc su ciia sdu trén Internet 14 mot qua trinh phirc tap. Trong
phén nay, bai s chi dé cép td1 nhitng sau duogc lién tuc kich hoat. Theo cach nay, mot sau trén
mot may truyén nhiém lién tuc c¢b ging tim kiém va lay nhiém cho nhitng méy c6 nguy co lay

nhiém, gidng su c¢b cia sdu Code Red vao ngay 19 thang 7 nim 2011.

2.1.2.1. Hai yéu t6 anh huong t6i sy lan truyén cua Sau Internet (Code Red worm)
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Qua viéc phan tich lan truyén cta sdu Code Red; thdy ring c6 hai yéu t6 khong xudt
hién trong mé hinh theo kiéu dich bénh. Hai yéu t6 nay anh hudng toi qua trinh lan truyén cua

Code Red:

+ Két qua cac bién phap ddi pho cua con ngudi trong viée loai bo ca hai may tinh
da lay nhiém va may d& bi lay nhiém. S6 luong ngudi din nhan thirc vé mirc do nguy hiém

cua
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Code Red ngay cang gia ting va ho thuc hién cac bién phap dbi pho nhu: 1am sach may tinh
bi nhiém, va hoidc nang cép phﬁn mém bao vé cho may dé bi lay nhiém, thiét 1ap bo loc dé
ngan chan luu lugng truy cap sau trong tuong Itra hoac bd dinh tuyén bién, tham chi ho con

ngat ca két ndi Internet.

+ Ty 1& nhiém (1) giam xubng chir khong phai 1a mot ty 1¢ khong doi. Code Red lan

truyén voi quy md 16n trong Internet rong 16n da lam un tic va cc thiét bi dinh tuyén trén

Internet cling bi qua tai, do d6 chinh viéc quét cua Code Red cling da bi cham lai.

2.1.2.2. Mb hinh hai thanh t&

Nhu chiing ta thay viéc lan truyén ctia worm 1a mot qua trinh roi rac. Tuy nhién dé mo
hinh hoéa lan truyén cta sau Internet thi viéc st dung phuong trinh vi phéan lién tuc ciing cho
két qua gan dung. Phuong trinh vi phan lién tuc sir dung phii hop cho qué trinh lan truyén trén

dién rong véi quy mé mang 16n nhu Internet.

2.2. Phén tich mé hinh hai thanh t6 trong lan truyén ciia Code Red worm

Qua trinh loai bé tir may chu dé bi ldy nhiém phitc tap hon trong md hinh
Kermack-McKendrick. Vao Iic bat dau lan truyén cta sau; hau hét moi ngudi déu chua biét
vé su ton tai ciia Code Red worm. Két qua 1a viéc loai bo nhitng méy nhay cam 1a nho va ting
cham. Khi c¢6 nhiéu va nhiéu hon nita nhitng may tinh bi nhiém bénh, con nguoi da cé nhan
thitc vé& Code Red worm va tAm quan trong cua viéc chéng lai né. Do d6 téc d6 tiém ching
tang nhanh trong thoi gian tiép theo d6. Toc d6 giam khi sb lwong méay nhay cam co lai va hoi

tu vé khong khi khong c6 may nhay cam nao.

2.3. T6m tit chwong

Chuong 2 di trinh bay va phan tich v& mé hinh hoa lan truyén cua sau Internet. Luan
van tip trung vao phan tich hai mé hinh dién hinh 13 lan truyén kiéu bénh dich va lan truyén

hai thanh t4.

Qua trinh lan truyén thyc sy cta siu trén Internet 1a mot qua trinh phirc tap. Mt khac,
cac bién phap ddi phé cta con ngudi dong vai trd quan trong trong viée bao vé va chdng lai
sau Internet. Do viy, viéc mé hinh héa lan truyén cia sau Internet 1a mot viéc hét sirc khod
khan. Cac mé hinh ngau nhién va xac dinh trong linh vuc dich t& hoc c6 thé sir dung dé mé

hinh hoéa su lan truyén cua sau Internet nhu kiéu lan truyén 14y nhidm bénh dich c6 dién. Tuy
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nhién, cic md hinh nay ciing khong thé hoan toan phi hop cho mé hinh hoéa lan truyén cta

sau Internet, doi hoi phai c¢6 su diéu chinh phu hop.
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Chwong 3: MO HINH VA KY THUAT PHONG CHONG WORM
3.1. Cac k¥ thuat phat hién worm

Cung véi sy phat trién cta cac k¥ thuat trong md hinh cta sau cac k¥ thuat nham phat
hién va phong chong siu Internet ciing di dugc nghién ctru va ap dung. Sau ddy 1a mot vai k¥
thuat phat hién worm dua vao viéc phéan tich luu lugng truyén thong, giam sat nhitng cong
nhay cam, nhiing 16 hong cua hé thong va phat hién dua vao dinh danh. Nhitng phuong phap
nay 1a nhimg phuong phip quan trong va cbt 16i dé phat hién Hacker va dic biét 1a sau

Internet.

3.1.1. Phédn tich luu luong

Phuong phép phan tich luu lugng di duoc phat trién dé theo ddi cac Hacker, phuong
phap nay ciing di dugc ap dung dé thiét ké va thyc hién trong nhiéu phian mém theo ddi va

giam sat hoat dong cta sau; vi vay nod cling dang tin cdy.

3.1.2. Gidm sdt nhitng hé den trong mang va nhiing cong nhay cim

Hai phuong phap hiéu qua dé xac dinh sdu mang va theo doi hanh vi cia chiing 1a sir
dung hé thong giam sat h den va nhiing cong nhay cam. Cac hé thong nay c6 kha ning theo
ddi hanh vi cta sau va ghi lai nhitng gi quan sat dugc. Nhitng phan tich dir li¢u sau do sé
mang lai nhirng manh mbi c6 gia tri nhu tde do tang trudng cua sau, hodc tham chi ca sy hi¢n

dién cua nhiing agent méi xadm nhdp vao mang.
3.1.2.1. Honeypots

3.1.2.2. Giam sat hd den

Phuong phép theo ddi sdu khong can sir dung khong gian IP da dugc ching minh 14 c6
hi€u qua trong viéc theo doi va phat hién sau.

3.1.3. Phat hién dwa vao dinh danh

M0 hinh phat hién worm dua vao dinh danh str dung co s dit li¢u bao gom cac thong
tin vé nhitng con sau da duoc biét dén trudec d6 dé doi chiéu voi ké la mat xam nhap vao hé
thong tir d6 dua ra cac canh bdo vé mot con sau. Co ba loai chinh cia h¢ thong phat hién dua

vao dinh danh.

3.1.3.1. M6 hinh truyén théng trong phan tich dinh danh
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Phén tich dinh danh 1a phuong phap phan tich ndi dung cia dit liéu bi bit dé phat hién

su hién dién cta nhitng chudi di dugc biét dén. nhitng chit ky duogc luu trir trong co so dir liéu
va da duoc chi ra tir ndi dung ctia nhing file doc hai duoc biét dén. Nhimg file nay thuong 1a

nhitng chuong trinh thyc thi dugc két hop voi sau.
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3.1.3.2. Phéan tich dinh danh tai trong mang

Bai vi siu ton tai thong qua céc hoat dong mang, sy hién di€n ctia chung cé thé duogc
phat hién bfing cac sur dung bd giam sat mang thu dong va bo gidm sat dinh danh tai trong.
Worm thudng c6 nhimng dinh danh dic biét khi chiing tan cong cic may chu trén mang. Bang
cach xdy dung thu vién nhitng dinh danh doc hai duoc biét dén, mot b giam sat mang co thé
canh bdo cho mot quan tri vién biét vé su xuat hién cia mot hoat dong bat thuong va cua mot

worm mang.

3.1.3.3. Phan tich dinh danh logfile

Nhiéu sdu tan cong tat ca cac may chi ma khong c6 su chon loc co thé bi phat hién
bang viéc trién khai cac may chu co hé thong an ninh tot. Khi cac con sdu d6 tin cong céac
may chii d6 khong hé bi ton thuong; nguoc lai chiing con thu thap dugc thong tin vé con siu
d6 nhu: tai trong, kich thudc hay may ngudn cua siu ... tit ca cac thong tin nay déu dugc luu
trong file log ciia may chi d6. Viéc phan tich nhirng thong tin trong file log d6 c6 thé cho
chung ta nhitng dinh danh vé mot con sau. Tir d6 c6 thé cap nhat cho cac may chil khac biét

ve chung va loai trir hay ngan chdn nhiing yéu cau cua céc sau.

3.1.3.4. Phan tich dinh danh file

Kiém tra noi dung cua mot hé¢ théng file chung c6 thé duoc st dung dé phat hién su c6
mit ciia mot con sau. Bai vi hau hét cac sau déu thuc thi nhi phan va déu nam trén 6 dia cua
hé théng. Pay 1a phuong phap phd bién nhat duoc sir dung dé tim kiém sdu, va ciing 13 co s&
cho viéc cai dat cac phﬁn mém antivirus. Dé kiém tra su hién dién cua sau, mot cong cu phat

hién sau s& duoc thuc thi dé quét bo nhé cua hé théng.

3.2. Mot s6 mé hinh phong chéng worm

Phong chéng sau Internet 1a mot cong viéc dugc cac nha an ninh mang quan tdm vi
thiét hai do sdu Internet gdy ra la rat 1on. D3 c6 nhiéu nghién ctru, dé xut vé mo hinh va
phuong phap dé phong chong sau. Phan sau day s& gidi thiéu mé hinh dién hinh 13 “Friends
Model”.

3.2.1. M6 hinh Friends

Mo hinh (tam dich 1d m6 hinh bé ban) ndy dua trén su sin sang hgp tic cia cac may

chu trén giao thirc duoc sép xép tur trudc. Khi mét con sau dugce phat hién 1ap tirc no s€ duoc
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thong bao dén tat ca cac may trong mang bai mot giao thirc. Canh bao nay c6 thé duoc giri di

tor mot may do toan cuc hay tor mot may do cua mdt tap hop cadc may chu tham gia hé
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thong. Diéu nay con phu thudc vao kha ning ctia may do. Muc tiéu ciia phuwong phap nay la

toi da hod cac may chu dugc bao v¢ khoi sau.

3.3. Mot s6 cong cu phong chéng worm
3.3.1. Cong cu Kuang

Kuang 1 mot hé thong dua vao nhitng quy tic; nd tim ra nhitng mau thun trong thiét
1ap cua cac quyét dinh bao v¢ dugc thuc hién bdi nguoi st dung va ngudi quan tri cia mdt hé
théng UNIX. N6 cho phép ngudi quan Iy hé thdng thuc hién phan tich diéu gi s& xay ra trong
twong lai cia mot cdu hinh bao vé, va trong ché do d6 nod gitip ngudi quan 1y tao ra nhiing
quyét dinh bao vé. Cong cu Kuang ngam dinh rang khi da truy cap dugc vao hé thong thi co
thé trd thanh cha nhan cia hé théng do. Vo1 mot tap cac dac quyén ban dau va muc tiéu cudi
cung, thé théng nay phan tich cau hinh bao vé va dua ra thir ty nhitng budc thyc hién nhiing

cong viéc dé dat dugc nhitng muc ti€u cuoi cung dé néu co the.

3.3.2. Cong cu NetKuang

NetKuang [7] 1a phan mé rong cua Kuang. N6 chay trén mang cta nhitng may tinh sir
dung UNIX va c6 thé tim thdy 16 héng dugc tao ra boi nhitng cdu hinh hé thong yéu kém &
mirc 46 mang cho phép ké tdn cong c6 nhau tir mot hé théng sang cac hé thdng khac. LS hong
dugc phat hién béng cach tim kiém dua trén muc tiéu ban dau; d6 1a trén mot host va song

song khi nhiéu hosts dugc kiém tra.

3.3.3. Cong cu NOOSE

NOOSE (Networked Object-Oriented Security Examiner) [7] 1& mot hé théng phan
tich 16 hong phan tan dira trén mé hinh ddi trong. N6 két hop may quét cua host va ctia mang,
luu trit cac két qua vao trong mét s6 16p d6i tugng. N6 c6 thé thu thap cac 16 hong bao mat tir
nhiéu ngudn khac nhau, bao gdm ca céc két qua dau ra ciia cic chuong trinh phan tich khac.
NOOSE trinh bay cac thong tin vé 16 héng nhu mét co s¢ dit lidu tich hop, va dé& dang cho

viéc tich hgp vao chudi két ctia tir nhiéu tai khoan va hé thong khac.

3.3.4. Cac cong cu khac

C6 nhiéu bién phép, cong cu cua nhiéu hang khéac nhau nham bao mat hé théng mot

cach t6t nhat. Mot vai hé théng bao mat tdt nhat duoc PC_World My phdi hop cung

AV-Test.org thuc hién dot “sat hach”, danh gid vao nam 2012 1a nhitng hé théng sau:
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G-DATA _InternetSecurity 2012, Norton Internet Security 2012, Bitdefender Internet Security
2012, Kaspersky Internet Security 2012, Trend Micro Maximum Security 2012.
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3.4. Tém tit chwong

Trén co so nhitng phan tich trong chuong 2 vé hanh vi, mé hinh héa cic dic trung lan
truyén cia sau Internet, Chuong 3 ciia luan vin trinh bay vé mé hinh va cac k¥ thuat phong
chéng sau Internet. Noi dung chuong tip trung vao cac k¥ thudt phat hién sau Internet nhu
phan tich luu luong, giam sat hd den dja chi IP; mot s6 mé hinh va coéng cu phong chong sau

Internet dién hinh d3 c6 tdi nay.
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Chwong 4: MOT SO KET QUA MO PHONG THU NGHIEM

Chuong 1 cua luin vin d3 nghién ctru tong quan vé sau Internet, phan tich hanh vi va
co ché lan truyén cta siu Internet. M6 hinh héa qua trinh lan truyén ctia sau Internet da duoc
trinh bay va phan tich trong chwong 2. Chuong 3 da trinh bay vé cac k¥ thuat phat hién va mot
s6 mo hinh, cong cu phong chdng siu Internet. Noi dung chuong 4 sé& trinh bay mot sb két qua
md phong thu nghiém kha nang phat hién sau Internet thong qua by cong cu moé phong
NeSSi2. Trong phﬁn tiép theo, luan van s& lan luot gidi thiéu vé bd cong cy, kha nang sur dung
dé mo phong tan cong mang, trinh bay mé hinh va kich ban mé phong phét hién sau Internet
v6i NeSSi2.
4.1. Cong cu sir dung cho m6 phéng sau Internet
4.1.1. Gigi thiéu vé bj cong cu mé phéng NeSSi2

NeSSi2 13 mot bo cong cu md phong tin cong mang méi duge phat trién tai Truong
bai hoc TU Berlin (CHLB Dburc) tir vai nam nay. Luan van st dung b cong cu nay dé thuc
hién md phong do kha nang mo6 phong hi€u qua cta no.
4.1.2. Cdc thanh phan ciia by cong cu NeSSi2
4.1.2.1. Giao dién nguoi dung
4.1.2.2. Thanh phan c6t 16i cta bd cong cu md phong (Simulation Backend)
4.2.1.3. Co s0 dir liéu (Database).
4.2. Quy trinh tao va thyc hién kich ban mé phong sau Internet
4.2.1. Thiét Igp mang.
4.2.2. Thiét lgp Profile
4.2.3. Thiét Igp kich ban mé phong
4.2.4. Thiét lap phién kich ban
4.2.5. Thuc hién mo phong
4.3. M0 hinh va kich ban m6 phéng siau Internet véi NeSSi2
4.3.1. So do mang mé phong, chirc ning cdc thanh phin

* S0 do mang co ban:
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Véi md phong qua trinh quét tim kiém cdc host cua sdu Code Red; ¢ ddy chi sir dung
mo hinh mang co ban véi sd lugng host han ché. Trong tim cta viéc mo phong 1a theo ddi

luu lugng mang, s6 lugng cac goi tin dugce gui tdi cac host va céc server trong qué trinh quét

cua sau Inetetnet.
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WebServer

Server
0.1.0.12

101040

ke

10.1.0.11 £0.1.0.9 10405 Maisever
. IDIIIDI?
E 10.1.0.21 10:1.0.22 g G 10,1013 10,1014 :

Worm AccessRouter? AccessRouter] Firewall

10.1.0.18 10.1.0.16 10.1.0.1
10.1.0.20 10.1.8.15 0.1.0.2
q________*
10,1.0.17 1010018

CareRaouter? CoreRouterl Host1

Hinh 4.10: So' @0 mang co ban dung trong md phéng.

* Cdc thanh phén co béin trong mang mé phéng:

- worm: mot host truyén nhiém.

- AccessRouter2: Router bién ctia nha cung cap dich vu.

- CoreRouterl, 2: Cac bd dinh tuyén cua cac mang.

- AccessRouterl: Router bién cia mang.

- Firewall: Tuong Itra cua mang.

- Hostl, Host2, Host3: Céc host dang online trong mang.

- Server, Webserver, MailServer: Cac server dich vu.

- Cac duong ndi giita hai thiét bi bat ky: Céac két ndi giira cac thiét bi trong mang.
4.3.2. Tao nguén lwu lwong

Pé tao ngudn luu lugng cho viéc md phong; can thiét 14p cac profile va cac tham sd
ctia chung thyc hién chirc ning, nhiém vy ciia mdi thanh phan trong mang. Trong bai st dung

Profile cho siu c6 cac thong sb gidng nhu mot sdu Code Red.
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4.3.3. Kich ban mo phong
Kich ban 1: Do luu lugng mang gia ting khi mang chua xuét hién sdu Code Red.
Kich ban 2: M6 phong qua trinh quét, thu thap va vé biéu dd vé luu lugng gia ting

ctia mang khi sau Code Red bét dau quét.
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4.3.4. Cdc két qud mé phong
4.3.4.1. Kich ban 1: Mang chua bi lay nhiém sau Code Red

bé do luu lugng mang gia ting khi mang chua xuét hién sau Code Red; mang duoc

thiét 1ap binh thuong chua c6 cac ung dung profile cho worm ciing nhu cac thanh phan khac

trong mang.
1 etz £ (+) Rurning Smudstons | [ Properties | 5 Progress | Gl T F
Eveny o Statistics for worm - AccessRouter2

Interval Lengthc 1

Select an event from the eventiist to display its contents here.
Ifthere is no event available, please selact a component in the network.

Amount

Tiek

Hinh 4.11: Trang thai luu lrgng mang khi chwa xuét hién sau Code Red.

4.3.4.2. Kich ban 2: Sau bt dau quét trong mang

- Hinh 4.12 mo ta bang hinh anh céc géi tin dugc giri bdi worm t6i cac host.
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Hinh 4.12: Cac géi tin dwgc giri béi worm t6i cac host.

Hinh 4.12 duogc thuc hién khi st dung phén mém Advanced Structured Graphical

Agent Realm Display (ASGARD) truy xuét dit liéu mé phong tir phan mém NeSSi2. Hinh
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thé hién cac ddi twong trong mang va qua trinh giri cling nhu nhén goi tin giita cac thanh phan
trong mang. O ddy cac goi tin duge giri tir worm tdi cac host va cac server mot cach lién tuc

va ngay cang gia tang.

- Du6i day 1a biéu do thé hién sb luong cac goi tin ma sau Code Red da giri qua

AccessRouter2

SEEEEET S e e U P e s e T

(1

Hinh 4.13: Cac goi tin giri tdi cac Host.

Trong hinh 4.13: ¢6 hai loai goi tin 1a IP4 packet va packet duoc guri di bodi worm. Tai
thoi diém t = 90 (tick) cac goi tin dd bit dau dugc giri di. Luc nay sdu da khoi tao va thiét 1ap
dugc gai dia chi IP dé thyc hién qua trinh quét. SO goi tin dugc giri di tang rat nhanh. Mdi khi
cac host nhan duge cac goi tin cia sau thi cac host nay lai giri phan héi lai nguoc trd lai. Moi
host khi da bi sau phat hi¢n va lay nhiém lai tr& thanh mot con sdu va bat diu thuc hién qua

trinh quét va 1y nhiém trong mang.
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- Theo ddi luu luwong tai cac host thay rang s luong cac goi tin ma cac host phai

nhan tir qué trinh quét cia siu ting dot bién ké tir khi sau tim thay host dang online trén

mang.
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4.4. Nhan xét, danh gia

Viéc m6 phong su 12 mot van dé rat kho boi nhiéu yéu té nhu méi trudng mang thuce
té ludn bién d6i nhu cac hé thong bao mat va cac host ciing nhu server luén dugc cap nhat cac
phan mém béo v&, sdu ludn dugc duy tri va cip nhat phién ban méi... Luan vin cling di sir
dung cong cu NeSSi2 dé mé phong qué trinh quét cua sdu Code Red. Do dic diém cua bo
cong cu nén sau Code Red, cling nhu cac thiét dat cua cac thanh phén mang la it dugc cap
nhat nhu trong thyc té. Chinh vi vy mé phong phan nao danh gia duoc mic do 1ay lan cua

sau nhung khong c6 dugc do chinh xac tuyét ddi so voi thuce té.
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KET LUAN

Sau Internet 1a mot loai hinh tin cong nguy hiém do sy lan truyén nhanh chong, strc

tan pha rong khap va nhitng hau qua ning né do né mang lai cho cong déng mang.

K§ thuat san sinh sdu, lay lan va tin cong... ngay cang tinh vi, phuc tap cung véi su
phat trién ctia cong nghé méi. Do d6, viéc nghién ciru, phan tich hanh vi, mé hinh héa lan

truyén cua siu Internet 1a mot diéu khé khan, c¢6 nhiéu thach thic.

Mong muébn cia luan van 1a nghién ctu tim hiéu ban chét cta siu, cach thiac hoat
dong, kha ning va phuong thirc 1ay lan, hanh vi va hoat dong cua chung dé c6 thé mé hinh

hoa, dua ra cac bién phap phong chdng, ngan chin c6 hiéu qua.

Luan vin da dat duoc cac muc tiéu nghién ctru dé ra, cy thé gom:

+ Nghién ctru ban chét cua sau Internet, phan loai, phan tich hanh vi va co ché lan
truyén cuia chung, trinh bay 1 sb loai sau dién hinh.

+ Mo hinh héa qua trinh lan truyén cua sau Internet dua theo 2 mé hinh lay nhiém
c6 dién va md hinh sau hai thanh t6.

+ Nghién ctru vé mo hinh va cac k¥ thuat phat hién, phong chéng va ngan chin
sau Internet dua trén cac k¥ thuat phan tich luu luong, sir dung by nhu Honeypot/Honeynet,

ky

thudt giam sat hd den dia chi IP, mot s mo hinh va cong cu phat hién, phong chong siu.
+ Pé xuit mo hinh mé phong thir nghiém sau Internet v6i bd cong cu md phong
NeSSi2. Xay dung mang mé phong, kich ban mé phong thir nghiém tin cong va phat hién sau

Internet.
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