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1. K coxaneHunto Access Nnoros 3a MOHbL/UONbL/aBrycT nx HeT. ToNbKOo 3a CEHTSAOPL
HaunHas ¢ 7 yncna. Tak 4To K coXaneHuto TOYKy Bxoga (3arpysky nnarvHa
wp-compat) HEBO3MOXHO OnpeaenuThb.

2. Ho ectb debug.log HaunHas ¢ 27 mas, Ha koTopoM BMAHO YTo 06.07 Hayan Bbi3bIBaTb

OLUMOBKN BPEAOHOCHbIN NnarnH wp-compat

[06-Jul-2025 06:25:46 UTC] PHP Notice: Trying to access array offset on
value of type null in

/home3/1lovehon5/public_html/wp-content/plugins/wp-compat/wp-compat.php
on line 25

Tak Kak ecTb MHGOPMaLWSA, YTO Nepeess Ha Apyroi cepsep Gbln Nnocne 3Toro Yymcna,
cKopee BCero BpeoHOCHbIE NiariHbl NpUTaLuvM Ha HOBLIN cepBep

3. Ypanunu to3epos B B[]
TyT B CKpMHLLOTE eLLe He OTMedeH to3ep adminbackup@wordpress.org - Toxe

yoanunu

user_url

/5.8 (Linux; Android 6
66015625 HTTP/1.1

BUAHbI Y>Ke NPU3HaKN 3apaXeHusl, TyT CTpaHHble 3anpockl, XoTb |IP npuHagnexar u

Googlebot Bce paBHO KakO-TO MYCOPHbLIN KOHTEHT KOTOPbIE Y>Ke MHOEKCUPYIOTCA

5. Ypanunu BpeaoHOCHbIN hann wp-confiig.php Obln co3gaH 12 yicna. Yoanunu
wp-compact-1 - BpeaoHoCHbIN nnarvH. BocctaHosunu index.php B KopHe canTa



mailto:adminbackup@wordpress.org

15 cenTabps B 03:25 Gbin yaaneH cdann index.php Yepes GET 3anpoc nnarvHa
FiIe-Manager-Advanced

7 3 (compatibl
com/bot.html)"
4:54 -8400] "GET /wp-content, v k. .1.4-wc.10.1.2 HTTP/1.1" 200 1720 "http
s 6 (compatible; bot/2.1; +htt| n/bot . html) *
Build/ ) A $ 37.36 (KHTM K ) Chrome

(Linux; Android 6.6.1;

37.36 (compatible: Gonalehnts2.1: +httn:
[15/5¢p/2025:63:25:00 -6400] “GET /wp-adminadnin-ajax. php7a Toad _faa_uis frakey=5743483105cnd=rn 5B5D=11 qucGhutreqid
s/ /. Lovehoney -ua,wp-adwin/ adnin . phpTpage=File manager advanced ui® “Mozilla/s.o (n ing A K .36 (K Gecko) Chmmu/l-l(] 0.0

1" 200

hts
281 "-" "Mozil (Linux; Android
ot html) "
M @ (Linux; Android 6.6
281 -+ * ( ; Android
/bot.html)"
; Android 6.6
roid 6.
.1" 463 281 "-" "Mozil o ( i Android
gl
® (Linux; Android 6.6.1; Ne 32,
.1" 403 281 "-* "Mozillass. roid 6.6.1; N B29P) Appl t 6 (KHTML, Uil o) Chrome/

gle.com/bot.html)"
=11 | wErenid=1004c4254R7QF HTTP/1 1 490 @

11 -0460] "GET thor=2 1" 301 2 "-* "Moz d N B 64; 37.36 (KHTML, e Gec Chrome/88.6.4246.193 Safari,
7 -0400] "GET //7author=3 o 04 149776 "-" "Moz 3 e 37.36 (KHTML, i c r .4240.193 saf

8 -0460] "GET //up-] s /1.1" 200 17481 *-* “Mozillz find ’ A K 6 (KHTHL, like

37.36
1 "POST //xmirpc.php HTTP/1.1% 208 M (Wnd 0 1n64; x64) AppleWebKit/537.36 (Ki e ) Chrome/88.0.4240.193 S

-0490] "POST /wp-Cron.phpdoing wp_Cron=1757597642.3921179 - 5 . y.ua”
99:34:03 -0408] "POST //xmlrpc.php HTTP/1. - 0 .8; ; 37.36 (K e Gecko) Chrome/88.0.4240.193 S

"POST rpc.php .1" 260 446 "-" "MHoz. dows NT 10.0; Winb4; x64) A ebK: 6 (KHTM ike Gecko) Chrome/88.6.4246.193
"POST // rpc.php /1.1" 260 446 "-" "Mozilla/5 (Wind NT 10.0; Win64; ) A ebK: .36 (KHTM e Gecko) Cl 8.0.4240.193 S,
"POST rpc.php 1" 200 446 "-" "Mozil 10. n64; x64) A .36 M G ) 8.0.4240.193
"POST //xmlrpc.php /1.1" 200 446 "-" "Mozilla ( 10.9; Win64; ) AppleviebKit, M e Gecko) Chrome/88.0.4240.193
"POST //xmLrpc.php /1.1" 200 446 "-" "Mozil 10.0; Win64; x64) Appl 6 J Chrome/88.0 .193
"POST //xmLrpc.php /1.1" 200 446 "-" "Mozill lindows NT 10.0; Win64; x64) A e 6 (KHTML, like Gecko) Chrome/88.0.4240.193
"POST //xmLrpc.php /1.1" 200 446 "-" "Mozilla/5.8 (Windows NT 10.0; Win64; x64) A ebK: 6 (KHTML, like Gecko) Chrome/88.6.4240.19
"POST //xmlrpc.php /1.1" 200 446 "-" "Mozil (windows NT 10.0; Win64; x64) A s 6 (KHTML, like Gecko) Chrome/88.0.4246.193
"POST mlrpc.php .1" 200 446 "-" "Mozilla, ( dows 0.0; Win64; ) A ebKit, .36 (KHTML, like Gecko) Chrome/88.0.4248.193 S
"POST rpc.php /1. 446 "-" "Mozil . 6 A ML, il 8.0.4240.193
"POST //xmlrpc.php L1" 200 446 "-" "Mozill: 0.09; Win64; x64) A e .36 ( ML, Llike cko) Chrome/88.0.4240.193
"POST //xmLrpc.php /1.1" 200 446 "-" "Mozilla ( .0; W X64) A 6 (KHTML, 1i ) Chrome/88.0 .193
"POST //xmLrpc.php /1.1" 200 446 "-" "Mozil nd .0; Win64; x64) A 6 (KHTML, Lil ) Chrome/88.0.4240.193
"POST //xmLrpc.php /1.1" 200 446 "-" "Mozilla/5.8 (Windows NT 10.0; Win64; x64) A ebKit, 6 (KHTML, like Gecko) C! /88.0.4240.193
"POST //xmlrpc.php /1.1" 200 446 "-" "Mozil ndows NT 10.0; Win64; ) A it 6 (KHTML, il .0.4240.193
"POST rpc.php /1.1" 200 446 "-" "Mozill: d 64; x64) A ebKit, .36 (KHTML, like Gecko) € e/88.0.4240.193 Sa

"POST rpc.php /1. 446 "-" "Mozil ( b 6 A .36 (KHTHL, Lil ) .0.4240.193
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nivggnwgjc

Yoanunu BpeaoHOCHbIE MnarvHbl

- Py . - Yo i NG RAUCET T S—

k v 17 Download ~ X ,‘ ) Properties - MNew » +| = ¥

/lovehoney-ua-wp/wp-content/plugins/

Mame Size  Changed Rights Qwner
L- 9/17/2025 8:39:58 AM P+ 1001
9/17/2025 8:08:05 AM o~ 1001
cowyyeyhl 9/17/2025 7:03:25 AM KWK 1001

sudo rm -rf /var/www/lovehoney-ua-wp/wp-content/plugins/cbwyyeyhlj
Ivarlwwwl/lovehoney-ua-wp/wp-content/plugins/nivggnwgjc

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06: oad-svg

deploy wpdev 17 06: [

deploy wpdev 17 06: C re

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06:

deploy wpdev 17 06: ml-string-translatior
[root@hqua0244839 plugins]# /var/www/lovehoney-ua-wp/wp-content/plugins/cbwyyeyhlj /var/www/lovehoney-ua-wp/wp-content/plugins/nivggnwgjc

yaanunu nnarvHel 2wt .( cbwyyeyhlj n nivggnwgjc) pykamun dpusnveckm




B yoanunu sBpegoHocHoro none3osartens (AgMmuHa) us b

.9 MiB
5 MiB
2.0KiB
2.0KiB
8.0 KiB
5.0 KiB
8.0 KiB
5.0KiB
4.0 KiB
8.0 KiB
5.0 KiB
2.0 KiB
2.0KiB
2.0 KiB
8.0 KiB
4.0 KiB
2.0 KiB
2.0KiB
5.0 KiB

I Host: 45.94.157.101 Database: lovehon5_wp24 > Query*
SELECT

1
2
3
4
5
6
7
8

9
10
11
12
13

I wp_users (5 x 79
user_id

u.
u.
.user_email,
u.
u.

u

ID AS user_id,
user_login,

display_name,
user_registered,

um.meta_key,
um.meta_value AS capabilities
FROM wp_users u
JOIN wp_usermeta um ON u.ID = um.user_id
WHERE um.meta_key LIKE '%_ capabilities’
AND um.meta_value LIKE '%administrator%’;

user_login P user_email ¥ display_name § user_registered
1 adminhq lovehoney.robot... adminhq 2025-05-07 15:27:28
2 admindeveloper developer.robot@... admindeveloper 0000-00-00 00:00:00
4 admin ketrinmarch@gm...  admin 2025-05-20 10:32:21
5 devleand devleand.web@g... devleand 2025-05-20 10:53:42

IFT] \WhoAdminknows  kod3cc@gmail.com  WhoAdminKnows  2025-09-17 03:12:09

meta_key
wp_capabilities
wp_capabilities
wp_capabilities
wp_capabilities
wp_capabilities

capabilities (]
a:17:{s:13:"admi...
a:17:{s:13:"admi...
a:17:{s:13:"admi...
a:17:{s:13:"admi...
a:1:{s:13:"admini...

KopoTKoe onucaHune koga nnarvHos: PHP Be6-o6onouka (web shell), npegHasHadeHHasa ans
yaanéHHoro ynpaeneHust cepeepoM. NogaepxusaeT yHKUUW HaBuraumm no carnam,
3arpysku/yganeHuns/cosgaHns/peaaktmpoBaHus pansioB U UX npae, BbIMOSTHEHUSI CUCTEMHbIX
KomaHza, o6xoaa OTKIMYEHHbIX pyHKUMI PHP, nony4eHusa nHdopmaumm o cucteme u
nonb3oBaTtensx. Vicnonb3yet ob6gyckaumio Yepes LecTHaauaTepnyHoe KogMpoBaHme MMeH
dyHKUMI. MmeeT Beb-mHTepdenc. Takke peannsoBaHa BO3MOXHOCTb CKauMBaHUA (hannos
N CKaYMBaHUSA N3 BHELLUHUX CEPBEPOB N NX 3aMyCKOM.

htt

ecSSSeBA0SI R TIOCZI OB

JIwww.virustotal.com/qui/fil 1f45b7 f

3b0c213f2f0140bb/detection

47

cnpocunun no nosoay nosib3blBaTeNen N oCTaBUNn TONbKO HYXHbIX

f 72


https://www.virustotal.com/gui/file/b6b3c81f45b79a3e33efe98aec473aec5583e3f880933e723b0c213f2f0140bb/detection
https://www.virustotal.com/gui/file/b6b3c81f45b79a3e33efe98aec473aec5583e3f880933e723b0c213f2f0140bb/detection

USer_nicename user_email

minhg

killallunihorn

inn nenkovadt

Bbino
BOIUSL oo U Lalauasc. IUVEHIUIIo_wWpe g USiy ey e > wuciy o
1 SELECT
2 u.ID,
8 u.user_login,
4 u.user_registered,
5 CASE
6 WHEN um.meta_value LIKE '%administrator%' THEN 'admin'
7 ELSE 'not admin'’
8 END AS| role_status
9 FROM lovehon5_wp24.wp_users u
10 LEFT JOIN lovehon5_wp24.wp_usermeta um
11 ON u.ID = um.user_id
12 AND um.meta_key = 'wp_capabilities’;
13
rwp_users (9r x 4¢)
ID ' user_login ? user_registered A role_status
2 admindeveloper 0000-00-00 00:00:00 admin
1 adminhq 2025-05-07 15:27:28 admin
4 admin 2025-05-20 10:32:21 admin
5 devleand 2025-05-20 10:53:42 admin
6 SeoEditor 2025-06-02 10:38:16 not admin
IBEE] chervonoshtan02 2025-06-16 12:48:03 not admin
17 Vladislav-Minak 2025-08-20 09:57:26 not admin
21 Eugen-Maevsky 2025-08-27 06:36:58 not admin
23 irinademenkova86 2025-09-05 04:58:25 not admin
OcTtaBunun Tonbko nosib3oBaTenemn
| 15
l-wp_users (4r x 4c¢)
ID ' user_login ? user_registered role_status
2 admindeveloper 0000-00-00 00:00... admin
4 admin 2025-05-20 10:32... admin
6 SeoEditor 2025-06-02 10:38... not admin
21 Eugen-Maevsky 2025-08-27 06:36... not admin

yaanvnu nonb3oBaTtenen n ux MetTagaHHble
DELETE FROM lovehon5_wp24.wp_usermeta
WHERE user_id NOT IN (2, 21, 6, 4);



DELETE FROM lovehon5_ wp24.wp_users
WHERE ID NOT IN (2, 21, 6, 4);

1. /lovehoney-ua-wp/wp-content/themes/lovehoney/includes
~ [ includes (11)
BB hooks {4

actions-cart.php 5.03K

admin-custom-order.php 233K
admin-order-listphp 2.18K
custom-payment-methods.php
fitter-by-attr.php 3.24K
form-email.php
get-filtered-products.php 245K

index.php 15.8K w
modal-search.php 0B Create Time 09-17 14:28
sidebar-filter.php 4.55k Modify Time: 2024-04-30 04:51:32

2. [lovehoney-ua-wp/wp-content/themes/lovehoney/languages

~ I themes (3
~ B lovehoney
B assets

B includes (1

~ @ languages (6) OadD
index.php 203K W

& lovehoney.pot 452K | Create Time: 2025-00-17 14:28:28
Modify Time: 2024-04-30 04:51:32

f124425dbosf869ed1436c4d 1ce5ea19c9fafcab...

index.php 857K
~ 22




4. [lovehoney-ua-wp/wp-content/uploads/cache/wpml/twig/f2

> Il ee (1

- Il 1O (1
f0a7d758293c5ff4dadf21c33dBfc5bedf2cabas0..

2 B
f124425db
index.php 8.57K

- I f2

f20f0adf96e8a79214492b2c2bb073003d7a38¢..

index.php 671K et
_RE Create Time: 2025-00-17 14:28:14
B fc Modify Time: 2024-04-30 04:51:33

5. /lovehoney-ua-wp/wp-content/uploads/cache/wpml/twig/8f

(O + F Y P

tafbbfo3deb3lse28d2cc6b3abk...

pr o
Create Time: 20: 9-17 14: 4
Modify Time: 2024-04-30 04

6. /lovehoney-ua-wp/wp-content/plugins/woo-product-gallery-slider/vendor/collizo4sky/p
ersist-admin-notices-dismissal/persist-admin-notices-dismissal

BB languages
B src
~ B vendor (4
~ [ collizodsky (1
~ [ persist-admin-notices-dismissal (4
~ B persist-admin-notices-dismissal {4) bRl PN
B . htaccess 2198 Create Time: 2025-09-17 13:09:31
cache.php 5.5k | Modify Time: 2025-09-17 13:09:23
& GBlw.mpg 5.91k
index.php 51E
{-} com

es-dismissal.php 4.83K

B composer



7. /lovehoney-ua-wp/wp-blog-header.php

vehoney-ua-wp
content

plugin:

themes (2

ABSPATH . WPIN

Create Tim,
Modify Time: 2025-

54\171\1 3b) \150\141\162\x73\1 7 wi3XALG_R60GH; PBWEZjm

MgRHRSRGABELFO pCOE]Q e nJ,,!V]uquHuuM\ SERVER["\122 121\125\105\x5. ZNgFjHOSBU19S; OpOCLHCL
1, "\151 )) { goto bApQNBWHFGS: E2BNZ82¢

FWTX i 9F

3 FH[\M»}'L[!FHBUUI\ l'~‘lHtQ-Frp
woto wnnuthHemn 2925 WQbR() { goto mHATTp
EiyzGd[0 + 91)); goto to nH47TpKAC_16_dO: $S025pHE
BA\GT\T NS\ BN AT IT XD\ D 52
71163166164 s 2 5 ” X3T\T1\X34
\33NX3N\67 3 \67\x3963

8F ($Usou03Yte01juuIA); Qsp17gxiiiz
SoeqQnIpUxry
MQOodg: $K

1v107EiyzGd[0 + 10](

3] t
s7YuS)); goto Nmurnqw;amw, ve6C4q0VRQpEal.
) SnAUO7Z4 $PARXCV107E1yzGd[2 + 0]($2G64nreTUIdeFrjO,
goto_ ub3wowpycQsTte3N; wmd _i2 15 1yBMHyXH ACGEX2jw2pzIrhj; UHwHOOBKATNSGSAS: $oeqQmIpUxrYs7Yu kPvya( Skatsnauorizabzole + 11, ¢
} ) i goto kLba7P_uL2obsPnt; FiAeSenttompdoeh: funct dFCZU96IYI08; 451
d 150\164\164

1005 WTgUFngy

0to nHD3wyddg11AFPg; 0

BIZvnFEgmXt: goto VW5 MH: WY_VWLetDEM; ZyDygs; KBpninA

3 900dhLnld

et($_sE 1
Fuuw Y1xE8naDs
_12fQ3 3004 u-h
C_IZfQICOXTXHZOC:
1501164 e

114\x41\xde x4 cgEl A; unU5qycDBCQ

7 deyLnEqeaT; } goto v d 0kC6CQMmaGh
v qu function rMEWU3 twRefUTINS g SH VZIGAQOIY 54\x50\1 24
$pOKC6CQMMAGbOtX) = $pOKCECQMmAGH! Q77; L_90KBendnXIpPB: $pOKCECQHRAGbOTX) o \\:p‘u 40", **, \pulr!numumw_\

1122\x45\101\ 114 S 581137\x52\105\101\114\ 137\ x4 goto kz0SZSKMjPOKotHV;

); goto RiaDVP
x 0"1; goto jbbnRbooRcnArP6I;
mmwX; ODAGEOWG2qqONib2: if (isset($_SERVER["\x \120\x5\130

9. ouumweH dann /Iovehoney-ua-wp/wp-load.php

GNU nano 2.9.8

10. wp-admin
(noteg 7>)

Warning: Cannot modify header information - headers already sent by (output started at
Ivar/lwww/html/wp-content/themes/lovehoney/includes/admin-order-list.php:59) in
Ivar/www/html/wp-includes/pluggable.php on line 1450 Warning: Cannot modify header

information - headers already sent by (output started at
Ivar/www/html/wp-content/themes/lovehoney/includes/admin-order-list.php:59) in

Ivar/www/html/wp-includes/pluggable.php on line 1453



11)

C m 23 lovehoney.ua/wp-admin/up

@ Too Frequent LGWR.... OCHOBW NPOTPaMyE... Git - Mirorwk

Forbidden

You don't have permission to access this resource.

Apache/2.4.65 (Debian) Server af www.lovehoney.ua Porf 80

_FILENAME} !-f
_FILENAME} !-d

®ann upgrade.php cyLwiecTsyeT 1 BanuaeH
Owwnbka 403 nagéT ot nginx/Apache

Bnokunposka naét mns .htaccess

PeweHne: gobasntb upgrade.php B 6enbin cnncok

C:\Users\winda>curl -T https://www.lovehoney.ua/wp-admin/upgrade.php
HTTP/1.1 403 Forbidden
‘Server: nginx/1.14.1

G

Date: Wed, 17 Sep 2025 19:19:18 GMT
Content-Type: text/html; charset=iso-8859-1
Connection: keep-alive




[rootmhquaoz4483° r]# audo
z load

CONTAINER ID
NAMES

[root@hqua0244839 ~]# docker ps
CONTAINER ID  IMAGE

[root@hqua 2
root@11eeB8afa

rfwew/html#
0.0 350
r /v /htmL#

: \-red
ntent- Type.
ntent-Lengt

-Modif ied

[root@hquan244839
HTTP/1.1 200 O
Date: Wed, 17 Sep
Server: Apache/2.
-Powered-By: PHP
ontent-Type: te

1708 p
apache2ctl

temctl reload apachez

COMMAND

"docker-entrypoint.

COMMAND

1
1
1
1
1
1
1
1
ul
1

SR NN

aux | grep httpd

-
o
e

-

ine the server's
ssage

~]# curl

2025 19:40:29

4.65 (Debian)
f8.1.33
t/html;

B:88

master proce
worker proce
worker proce
worker proce
auto ngin

CREATED STATUS PORTS

6 hours age Up 6 hours

CREATED STATUS PORTS

6 hours ago Up 6 hours

LEL

0 grep apache
grep httpd
ly qualified domain name, using 10.5.8.5

Set the 'Serv

27.0.8.1:80080

charset=UTF-8

[root@hqua0244839 ~]# sudo nginx -s reload

1:8080-=




Wcnpasunn owmnbky npaekon .htaccess

GNU nano 2.9.8 /var /www/Lovehoney-ua-wp/ . htaccess

Crano Tak

WordPress

Heo0xigHe oHOB/IeHHS 0a3H JaHHX

‘WordPress has been updated! Next and final step is to update your database to the newest version.
Tpouec oHOBAeHHA 6a3H JaHHX MOMe 3aiHATH JesKHii uac, ToMy 6yae nacka, GygsTe Tepnasui.

Ouoeuti BJ] WordPress




WordPress

TMommika 6asu fannx WordPress: [Multiple primary key defined]
ALTER TABLE wp usermeta ADD PRIMARY KEY (' umeta id")

TMomunka 6asu ganux WordPress: [Duplicate key name 'meta_key']
ALTER TABLE wp usermeta ADD KEY 'meta key' ('meta key' (191))

TMommika 6asu gannx WordPress: [Multiple primary key defined]
ALTER TABLE wp_termmeta ADD PRIMARY KEY ('meta_id")

Tomuka 6asu pannx WordPress: [Duplicate key name 'meta_key']
ALTER TABLE wp termmeta ADD KEY 'meta key® ('meta key' (191))

TMomunka 6asu gannx WordPress: [Multiple primary key defined]
ALTER TABLE wp commentmeta ADD PRIMARY KEY ('meta id")

IMommika 6asu gannx WordPress: [Duplicate key name 'comment_id']
ALTER TABLE wp_ commentmeta ADD KEY “comment id" (" comment id")

Tomunka 6asu pannx WordPress: [Multiple primary key defined]
ALTER TABLE wp comments ADD PRIMARY KEY (' comment ID")

TMommika 6asu fannx WordPress: [Duplicate key name 'comment_approved_date_gmt']
ALTER TABLE wp_comments ADD KEY "comment_approwved date gmt™ (' comment approved’, comment date gmt’)

TMomunka H6asu fannx WordPress: [Duplicate key name ‘comment_date_gmt']
ALTER TABLE wp comments ADD KEY ' comment date gmt® ( comment date gmt")

Tomunka 6asu pannx WordPress: [Duplicate key name 'comment_parent']
ALTER TABLE wp comments ADD KEY 'comment parent’ (' comment parent’)

TMommunka 6asu fannx WordPress: [Duplicate key name ‘comment_author_email']
ALTER TABLE wp_comments ADD KEY 'comment_author_email’ (" comment_author_email’ (10))

TMommika 6asu fannx WordPress: [Multiple primary key defined]
ALTER TABLE wp options ADD PRIMARY KEY ( option id')

TMomunka 6asu gannx WordPress: [Multiple primary key defined]
ALTER TABLE wp postmeta ADD PRIMARY KEY ('meta id’)

TMommika 6asu gannx WordPress: [Duplicate key name 'meta_key']
ALTER TABLE wp_postmeta ADD KEY ‘meta_key  ( meta_key (191))

TMomuka 6asu panux WordPress: [Duplicate key name 'type_status_date']
ALTER TABLE wp_posts ADD KEY “type status date’ (' post_type', post status’, post date”, ID")

TMomuika 6asu gannx WordPress: [Duplicate key name "post_parent']
ALTER TABLE wp posts ADD KEY “post parent’ (' post parent’)

TMommika 6asu gannx WordPress: [Duplicate key name "post_author']
ALTER TABLE wp posts ADD KEY “post author® (" post author™)



C M@ 2 lovehoneyua/

@ Too Frequent LGWR... OcHOBW NpOrpaMye...

WordPress

He nmorpedye oHOBJIEHB

Bama 6aza gapmx WordPress exe oHoeIeHa!

IpogoexETH

epLuTh OBHoBe:

Honey 2 Mpueir, admindevelopd

‘v Honowora v

@ Maiicreprsn
ocrynwii WordPress 6.8.2! by

1acKa, oHoBiThCA

Fonosna
Onoanern @ o
MaiicTepHs
A 3an o cait
Cran 3p0po8's caiity AV oa LWenaxa yepHeTKa AV oa
] Megiadpaiinn -
Ha sauiowy caifTi € kpuTnuka npoGnena, | | 3aronosok
1B Cropinku Ky 8APTO BUPILITH SKOMOTa WaM e
ANA NoninwerHs 6eaneku Ta
® Kowenrapi PesynbTaTuBcewe  MpoayKTUBHOCTI BawOro CaiiTy. Buicr
3aBaHTaXYOTH.
» Burnsa 38ePHITb YBary Ha 6 eNeMeHTiB Ha LLloy Bac Ha ayMmui?
expasi Crany 310po0s's caiiy.
K¢ Nnarinn @
& Kopucrysaui Ha suay AV oa
.
& tucrpywermn A azamncn 2 cropinkn
Hanaurysan ® 64 kovenapi Bauwi HenasHi uepHeTki
o e ‘WordPress 6.8 3 Teoio lovehoney. OrosuTH Hikase npo ven 11082025

@ Houwykos cucrenn 336r0koasi
Hoouhn Ta 3axonu WordPress AV o
Risnouicrs AV 4 apaTanyersen

Hewo nasHo onpunioaHeHi
. PO 3ycrpivi [ WordCamps [ | Hosusn [

12.08.25, 3:57 pm Tecr3
12.08.25, 3:56 pm Tecr2
12.08.25,3:43 pm Tecr 3anic 6nory
07.0525,3:27pm Hello world!
Notice: p_meta_cap 6y

Tun3anucis " shop order placehold " we 3apeccTposaro,

12)



G

C @ 2% lovehoneyua

@ Too Frequent LGWR... OcHOBW NPOrpaMyE... Git - Wiroru [ All Bookmarks

Fatal error: Uncaught Error: Call to undefined function is_product_category() in /var'www/htmlawp-
content/themes/lovehoney /functions php:715 Stack trace: 20 /var/'www/html wp-includes/class-wp-hook php(324): {closure}
(Object(WP_Query)) #1 /var'www/html'wp-includes/class-wp-hook php(348): WP_Hook-=apply_filters(", Array) =2
fvarfawrw/htmlwp-includes/plugin php(565): WP_Heok->do_action{Array) #3 /var/www/htmlwp-includes/class-wp-
query.php(1910): do_action _ref arrav('pre_get posts', Array) #4 /varwww/htmlwp-includes/class-wp-query php(3940):
WP_Query->get_posts() #5 var'www/htmlwp-includes/class-wp php(701): WP_Query-=query(Armray) #6 /varwww/ htmlwp-
includes/class-wp.php(821) WP-=>query_posts() #7 /var'www/htmlwp-includes/functions php(1342): WP->main("") #8
fvarfwww/htmlwp-blog-header php(163: wp() #9 /varwww/html/index php(1): require(’/varwww/htmlw...") #10 {main} thrown
in fvar/www/htmlwp-content themes/lovehoney/ functions.php on line 715

ncnpasnsem

Fatal error: Uncaught Error: Call to undefined function is_product_category() in
Ivar/www/html/wp-content/themes/lovehoney/functions.php:715

dyHkums is_product_category() BbI3bIBaeTCs, HO OHa onNpeaensaeTcsi TONbLKO Npu
akTneHom nnarnHe WooCommerce.

aKTUBUpYeM nnarvH

Cy M M

C m 2% lovehoney.ua 2 % @ o O

& Too Frequent LGWR... OcHOBW NPOTPaMyE... Git - Wiroru [ All Bookmarks

Fatal error: Uncaught Error: Call to undefined function get_field() in /varwww/htmlwp-content themes/lovehoney/template-
pages/tmpl-main php:4 Stack trace: #0 /varaww/htmlwp-includes/template-loader. php(106): include() #1 fvar/www/htmlwp-
blog-header php(19): require_once("/var www/htmlw ") #2 /var/www/html/index php(1): require(/var/www/htmliw. ")} #3
{main} thrown in var/www/html wp-content/themes/lovehoney/template-pages/tmpl-main php on line 4

Fatal error: Uncaught Error: Call to undefined function get_field()

dyHkumsa get_field() - ato yacTtb nnarnHa Advanced Custom Fields (ACF). Ownbka
rOBOPMUT O TOM, YTO MfarkH He NOAKMIOYEH MK eLLE He 3arpyXeH, Koraa Bbi3biBaeTcs
get_field().

aKkTMBMpyem nnaruvH




Cybersecuity Guardian Tnari < Love Honey — X Tnari < Love Honey — X Tewn < Love Honey —We X Kopcrysasi « Love Hon ~nporawa (sopan; X | I Orosnesn cairin -Goo: X Love Honey

C @ lovehoney.ua
@ Too Frequent LGWR. Ocwosu nporpasye. Git-Urorn 8 Cosganne ropsueii. (M Yaobcrso wabmoge. Oracle Windows ora... @ Ypok4 o CMD- .. . Yerawoexa n Hacrp.. Yeranoea Oracle S @ Cospanve onovo... } Ubuntu - Mount to..
« Kareropii
« Tposac

« Kopnoparmesi motapysn

&0

ing: Trying to access array offset on value of type null in /var'wwv/html/wp-content themes lovehoney header php on line 86

« Cnisnpans

&0Qw.=

+ Toossa
+ Kareropii

« Kopmoparsssi saoszerss
iy c——

Baor

+ Coisnpans

+ Tloapysxosi Hatopi

Warning: foreach() argument must be of type arraylobject, string given in /var/www/html/wp-content themes/lovehoney template-pages tmpl-main php on line 37
Warning: foreach() argument must be of type arraylobject,string given in /var/www html/wp-content themes/lovehoney template-pages tmpl-main php on line 52

LOVE HONEY - CMAUHI, KOPHCHI TA KOXAHI
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1.Monpasunu goctyna K pannam CTunen, KoTopble He NoArpyxanmnchb

2.MomeHsnn naponu nonb3oBarenen Bopanpecc
3.04ncTrnm ToKkeHbl ceccumn

Statistics 1
Name Value

—

Updated Rows 3

te time
Start time ThuS
Finish time

sermeta WHERE met

4.0unLeHbl NuwHWe garnel B uploads

Lr ual l -type f -name "*.php"
custom-fon to hp

T \( -name " -0 -name “"*.phtml" -0 -name **.pl" -0 -name "#*.sh" \)
f -name "#*

5.3anpeT Ha ncnonHeHne grannosble CUCTEMbI NOAOEPKUBAIOT
find /var/www/lovehoney-ua-wp/wp-content/uploads -type f -exec chmod a-x {} \;

[root@hqua0244839 uploads]# find /var/www/lovehoney-ua-wp/wp-content/uploads -type f -exec chmod a-x {} \;

6. nomeHanu npaea Ha wp-config.php (640)



1le Oor directory

p
[root@hqua0244839 ~]# chmod 640 /var/www/lovehoney ua-wp/wp-config.php
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plu ~ [F -~ ~ -t @S K FindFiles "> -+ -
» Download ~ X /[ Properties ~ New - [+ v p...
/lovehoney-ua-wp/wp-content/plugins/
¥ ||Name Size Changed 7 Rights Owner A
1142 L. 9/22/2025 1:29:07 PM FWXF-Xr-X 1001
1:14:2 :cbwyyeyhlj 9/20/2025 11:21:19 AM FWXF-Xr-X 1001
1:02:2 wpml-string-translation 9/17/2025 1:12:31 PM TWXT-Xr-X 1001
12:50 wordpress-seo 9/17/2025 1:12:31 PM FWXr-Xr-X 1001
8:00:4 woo-variation-swatches 9/17/2025 1:12:31 PM FWXr-Xr-X 1001
6:52:C woo-product-gallery-slider 9/17/2025 1:12:31 PM FWXr-Xr-X 1001
woocommerce-products-filter 9/17/2025 1:12:31 PM TWXT-Xr-X 1001
woocommerce-multilingual 9/17/2025 1:12:31 PM FWXr-Xr-X 1001
woocommerce 9/17/2025 1:12:31 PM FWXr-Xr-X 1001
woo-checkout-field-editor-pro 9/17/2025 1:12:31 PM FWXr-Xr-X 1001
upload-svg 9/17/2025 1:12:31 PM TWXT-Xr-X 1001
ti-woocommerce-wishlist 9/17/2025 1:12:31 PM TWXT-Xr-X 1001

/wp-content/plugins/cbwyyeyhlj/

| ]
— na

cbv ~ [T~ [T~ & 2 DS [ Find Files o [F-  + ~
New~ [+ v p...

~ /lovehoney-ua-wp/wp-content/plugins/cbwyyeyhlj/

" | /Name Size Changed ~ Rights Owner
42| 9/22/2025 9:27:25 AM FWXF-XF-X 1001
4:2 | | schallfuns.php 2 KB 9/20/2025 11:21:19 AM r==r--r-- 1001
2:2 | = cache.php 6 KB 9/20/2025 11:21:19 AM r--r--r-- 1001
50

04

2:C

[root@hqua0244839 wp-content]# 1s
index.php maintenance.php-off plugins de uploads
1 S .php mu-plugins themes upgrade-temp-backup
wp-content]# 1s -la

total 74564
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
-rw-r--r--
-r--r--r--
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

-

deploy wpdev 4096 Sep

deploy wpdev 4096 Sep : ..

deploy wpdev 2403 Aug H db.php

deploy wpdev 76201834 Sep H debug. log

deploy wpdev 127 Sep H .htaccess

deploy wpdev 28 Sep :

deploy wpdev 12288 Sep 8 L

deploy wpdev 4096 Sep H nain e

deploy wpdev Jul H maintenance.php
deploy wpdev May : maintenance.php-off
deploy wpdev Sep : Llugins

deploy wpdev H 1

deploy wpdev

drwxr-xr-x deploy wpdev :

drwxr-xr-x deploy wpdev H u emp-backup
drwxr-xr-x 12 deploy wpdev

[root@hqua0244839 wp-content]# cd

w
NNWANRPRPRPNORRPRPLPREP OO




[root@hqua0244839 plugins]# 1ls -la

total 144
drwxr-xr-x 34
drwxr-xr-x 10
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-r--r--r--
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

o

=

= [
NURPNPFPOPPODODOONOOORPNUIRPRPNPRPONDPDOONNWLG

deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy
deploy

deploy

wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev
wpdev

wpdev

4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
127
28
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

acf-extended

acfml
advanced-custom-fields
advanced-custom-fields-pro-matin
akismet

cbwyyeyhlj

chaty

classic-editor

cyrlitera

.htaccess

index.php
index-wp-mysql-for-speed
loco-translate

members
miniorange-login-openid
mrkv-1l1iqpay-extended
post-thumbnail-editor-master
query-monitor
redux-framework
regenerate-thumbnails
simple-custom-post-order
sitepress-multilingual-cms
svg-support
taxonomy-terms-order
ti-woocommerce-wishlist
upload-svg
woo-checkout-field-editor-pro
woocommerce
woocommerce-multilingual
woocommerce-products-filter
woo-product-gallery-slider
woo-variation-swatches
wordpress-seo
wpml-string-translation




drwxr-xr-x 34 deploy wpdev 4096 Sep

drwxr-xr-x 10 deploy wpdev 4096 Sep ..

drwxr-xr-x deploy wpdev 4096 Sep g acf-extended

drwxr-xr-x deploy wpdev 4096 Sep : acfml

drwxr-xr-x deploy wpdev 4096 Sep ] advanced-custom-fields
drwxr-xr-x deploy wpdev 4096 Sep 8 advanced-custom-fields-pro-main
drwxr-xr-x deploy wpdev 4096 Sep 3 akismet

drwxr-xr-x deploy wpdev 4096 Sep 3 cbwyyeyhlj

drwxr-xr-x deploy wpdev 4096 Sep 3 chaty

drwxr-xr-x deploy wpdev 4096 Sep ] classic-editor

drwxr-xr-x deploy wpdev 4096 Sep g cyrlitera

-r--r--r-- deploy wpdev 127 Sep g .htaccess

-rw-r--r-- deploy wpdev 28 Sep 3 index.php

drwxr-xr-x deploy wpdev 4096 Sep ] index-wp-mysql-for-speed
drwxr-xr-x deploy wpdev 4096 Sep 8 loco-translate

drwxr-xr-x deploy wpdev 4096 Sep H members

drwxr-xr-x deploy wpdev 4096 Sep : miniorange-login-openid
drwxr-xr-x deploy wpdev 4096 Sep : mrkv-1ligpay-extended
drwxr-xr-x deploy wpdev 4096 Sep 8 post-thumbnail-editor-master
drwxr-xr-x deploy wpdev 4096 Sep 3 query-monitor

drwxr-xr-x deploy wpdev 4096 Sep 8 redux-framework

drwxr-xr-x deploy wpdev 4096 Sep 3 regenerate-thumbnails
drwxr-xr-x deploy wpdev 4096 Sep ] simple-custom-post-order
drwxr-xr-x deploy wpdev 4096 Sep 8 sitepress-multilingual-cms
drwxr-xr-x deploy wpdev 4096 Sep H svg-support

drwxr-xr-x deploy wpdev 4096 Sep : taxonomy-terms-order
drwxr-xr-x deploy wpdev 4096 Sep ] t1-woocommerce-wishlist
drwxr-xr-x deploy wpdev 4096 Sep 8 upload-svg

drwxr-xr-x deploy wpdev 4096 Sep 3 woo-checkout-fileld-editor-pro
drwxr-xr-x deploy wpdev 4096 Sep 3 woocommerce

drwxr-xr-x deploy wpdev 4096 Sep 3 woocommerce-multilingual
drwxr-xr-x deploy wpdev 4096 Sep 8 woocommerce-products-filter
drwxr-xr-x deploy wpdev 4096 Sep g woo-product-gallery-slider
drwxr-xr-x deploy wpdev 4096 Sep H woo-variation-swatches
drwxr-xr-x 13 deploy wpdev 4096 Sep 3 wordpress-seo

drwxr-xr-x 11 deploy wpdev 4096 Sep ] wpml-string-translation
[root@hqua0244839 plugins]# ls -la cbwyyeyhlj/

total 24

drwxr-xr-x 2 deploy wpdev 4096 Sep 20 04:21 .

drwxr-xr-x 34 deploy wpdev 4096 Sep 22 02:27 ..

-r--r--r-- 1 deploy wpdev 5620 Sep 20 04:21 cache.php

-r--r--r-- 1 deploy wpdev 219 Sep 20 04:21 .htaccess

-r--r--r-- 1 deploy wpdev 1915 Sep 20 04:21 schallfuns.php

=

o -
NU R, NPRPOP,PO0OOO0ODOCONOOORLPNUVIRPR,PNPONPONNLG

-r--r--r-- 1 deploy wpdev 1915 Sep 20 04:21 scha
[root@hqua0244839 plugins]# rm -rf cbwyyeyhlj
[root@hqua0244839 plugins]# 1ls -la

total 140
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1.

3akpbITb han xmirpc.php

2. YcrtaHoBuTb fail2ban, Tak Kak eCTb MHOIO MOMEHTOB CKaHMPOBAHWS M MOMbITOK
“B3nomartb’ canT N3 OOHOro MNK Heckonbkux IP

-0400] "HGLNDD_4

44 -8400]
44 -0400]
-8400]
-0400]
-8400]
-0400]
-0400]
-8460]
8 -6400]
-8400]
-0400]
-0400]
-8460]
-8400]
-8400]
-0400]
-8400]
-0400]
-0400]
-8460]
-0400]
-8400]
-0400]
-0400]
-8460]
-8400]
-8400]
-0400]
-8400]
-0400]
-0400]
-8460]
-0400]
-8400]
-0400]
-0400]
-8460]
-8400]
-8400]
-0400]
-8400]
-0400]
-0400]

.103.214.168

aaAMUHKY

101 80" 460 17

“GET
"GET
"GET

ET

phpunit/phpunit
/phpunit/phpunit

1.1 404

"GET
"GET
"GET

dor/phpunit/phpunit,
dor/phpunit/phpunit/
hp?s=/index/\x5Cth

"GET

MomeHATb NpaBa Ha hannax Ha 444
YctaHoBuTtb CloudFlare
2FA npu 3axoge B agMUHKY, K NpUMepy Kaxable 2 Hegenn 3aHOBO nepesaxoum B

6. Docker-pekomeHgaumm

7. Linux-pekomeHgauuu

480

i php://input HTTR/1.1" 484
input HTTP/1.1" 465 173
71

71 "-* *libre
W wlipre

3971 "~ "libr

in.php HTTP/1,1° 4
n.php HTTP/1.1" 404
v d:

-+ "Uibredtail-http" *-*

L-http® "=

-
tail- hTrp” e
“libredtail-http" *-*

1-

= “Uibredtail-http" *
ail-http!
il- hrrp" o
1-h
tail-http® -
“libredtail- e
w wlibr o
*lib, tt
“Uibredtail-http"
* “libredtail- hrrp"
1 b pr -
- "ibr o @
404 3971 *-* *libredtail-http” "-*
t -

Sorm e CHli
404 3971 "-

ello HITP/1.1" 464 tail-http"
1L
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Mo cepBepHbIM Nnoram BUAHO, YTO €CTb MHPOPMaLUSA TONbKO 3a CEHTAOPb HaYMHas
oT 7 yncna. Takke umeetcs debug.log HO OH Nokasan Tonbko oWnbKK B KoAe, HO MO
HUM Henb3s CyanTb YTO MPOUCXOANIO Ha cepBepe - (OH BegeTcd ¢ 27 mas)

[NepBoe BMeLLaTenbCTBO OLINO 6 UIONA, CanT NepeHecnu B cepeauHe aerycTa. 3a 6
YUCIIO BUOHbI TOMBbKO OLWMBKM BPEOOHOCHOrO niarnHa wp-compact no dgawmny
debug.log, HO K coxaneHuto HeT access.log 3a To BpeMsi, YTOObI NOHATb KTO
cTyyarncs K cauTy.

3ameTnnun yto 15 ceHTABPSA Obin yaaneH BaxkHbl dhann B KopHe canTta index.php B
3:25 UTC, ypganeH 6bin goann index.php yepes GET 3anpoc nnarvHa
File-Manager-Advanced

B obwem 1 uenom Bce ycTpaHunm TO YTO MOMMN, NOYUCTUNU/yOanunu, Takke
MHOEeKcaLums 3akpblTas, BO3MOXEH TOT (PakT, YTO ee (MHOeKkcauuio)
3r10yMbILUIEHHUKM OTKpbIBaNu Yyepes ToT “BuUpyc” , TYyT NPOBEpPUTbL HE MOXeM. Bce
4YTO CMOIMN caenaTtb B KpaTkMe CPOKM - TO caenanu. Bece dainsnbl KOTopble He
noanaganu noa CTPYKTYpy NpoekTa Unm e BUAHO B3aUMOAENCTBME C HAMK MO AaTte
n3meHeHns annos 1 noram GbinNM NPoOBEPEHbI /MW yaaneHs.l.

B vaeane, 4To6bl GbITb MONMHOCTLIO YBEPEHHBIMU B OTCYTCTBMM BPEOOHOCHOIO Koaa,
CTOUT NPOCMOTPETb KaXXablvi dpaiin Ha NPOEKTe - Ha 3TO MOXET YNTU AOCTAaTOMHO
MHOFO BPEMEHM , OT HECKOSNbKUX OHEW - 0O HeAEenb.

PekomeHaoyem 3akasaTtb 3Ty YCNYry y T€X, KTO 3aHMMAaETCsl YUNCTKOW CanToB (
knbepbe3onacHoOCTb0), HO 3TO OCTaéTcs Ha Balle ycmoTpeHue.
OTO oTAenbHas ycnyra, oHa He BXOAUT B yCnyrn pa3paboTku canTa.

Mu gidrogidaemo 3a po3pobky, a numaHHs1 6esrneku xocmuHay ma caumy
3anuwarombcs Ha CMOPOHI KrieHma

SAkw,o 6 3 Bawozo boKy 6yno HanawmoegaHe 8i0rogidHe MOHIMOpPUHa YU
CrosiWeHHs, MoxHa 6yrio 6 ornepamusHiwe 3peacysamu

Hapasi noyucmunu catim, HacmynHi numaHHs1 3 6e3neku 00 8awoe2o cucadmiHa

Y epaunuky € pekomeHdauii, 6yOb nacka GompumMylimeck 8Ka3i80K



docker-pekomeHaauunm



Baw docker-compose.yml
services:
app:
build: .
restart: unless-stopped
working_dir: /var/www/html
ports:
-"127.0.0.1:8000:80"
extra_hosts:
- "host.docker.internal:host-gateway"
volumes:
- ${APP_ROOT _PATH}:/var/www/html
- ./data/apache2-logs:/var/log/apache2
networks:
main:
ipv4_address: 10.5.0.5

networks:
main:
driver: bridge
ipam:
config:
- subnet: 10.5.0.0/16
gateway: 10.5.0.1

pekoMeHaauunn no ynydweHuo

1) nobaBuTb user: OT KOTOPOro 3anyckatb KOHTENHEP
KOHTENHep He JomKkeH paboTaTth OT root-nonb3oBaTtens

2) po6asuTb
security_opt:
- no-new-privileges:true
He JacT npoueccam BHYTPW KOHTeNHepa noBblwaTb cebe npasa

3) Volume c APP_ROOT_PATH gaét nonHbIi 4OCTYN K Kody NPUNOXeHUs BHYTPU
KOHTenHepa

- ${APP_ROOT_PATH}:/var/www/html

Puck: ecnn APP_ROOT_PATH ykasbiBaeT Ha XOCTOBYIO MPEKTOPUIO C AOCTYMNOM Ha 3anucb
- ya3BuMOCTb Ha ypoBHe RCE, LFI, nnn komnpometauumn yepes nnaruHbl.

- ${APP_ROOT_PATH}:/var/www/html:ro - 5 6 nucana ¢ 4OCTyrnom Ha YTeHue

nnun 6e3 wp-config.php 1 octanbHbIX BaXHbIX haninos

4) OtcyTcTtBytoT mem_limit, cpus, pids_limit - WordPress MoXeT cbecTb BCe pecypchl XocTa
5) read_only root-channoeon cnctemsol -

Hago AobaBnATb
read_only: true



tmpfs:
- tmp
- lvar/tmp

6) restart: unless-stopped - aTo0 x0OpoLO , HO ecnn ynageT ns-3a 6ara 6yget 6eCKOHEYHbIN
nepesanyck ,
51 ©6 pobaBmna npoeepky Ha healthcheck, ytobel Docker noHMMan korga KOHTEMHEP CroMaH
healthcheck:

test: ["CMD", "curl", "-f", "http://localhost"]

interval: 30s

timeout: 10s

retries: 3



linux-pekomeHgaLnn



Ob6si3aTenbHOe OOHOBNEHWE AApa U NAKeTOB cepBepa
Obsa3aTtenbHoe obHoBneHns Docker

SSH

3anpeTtutb root-nornH no SSH (PermitRootLogin no).

OTtkntoumnTb Nnaponu - Toneko SSH-kntoun (PasswordAuthentication no)
PaspewnTb gocTyn TONbLKO onpeaenéHHbIM nornb3oBartensam/IP

nOprI: €CJIN OTKPbITO bonblue cepBnCOB YEM HYXHO 3aKpbITb MOPTbI

FTP otkpbIT (NopT 21) - vsftpd u akTuBHo cnywaet. FTP nepegaét naponu B OTKPbLITOM
Buge. 3t1o HebesonacHo, 0COBGEHHO ecnu OOCTYN U3BHE.

orpaHmuunTb goctyn yepes firewall

firewall-cmd --zone=public --remove-port=21/tcp --permanent

firewall-cmd --reload

MariaDB (MySQL) goctynHa nssHe (3306/tcp)

OTO HEe peKOMEHAYETCS, eCNN HET CePbE3HON HYXAbI.
PaspewwunTb goctyn Tonbko ¢ localhost:

bind-address = 127.0.0.1 # B /etc/my.cnf

Wnn orpaHnuntb Yepes firewall:

firewall-cmd --remove-port=3306/tcp --permanent
firewall-cmd --reload

Firewall akTnBeH - HACTPOEH XOpPOLLO, HO Nyylle yopaTb NINLIHNE;

firewall-cmd --remove-service=cockpit --permanent

firewall-cmd --reload

docker 30Ha - BCe coeguHeHUs paspeLleHbl (B T.4. MEXQY KOHTEMHEpaMK) 3TO HeceT
noTeHUMarnbHble PUCKN CBA3aHHbIE C 6€30MacHOCTbIO

AHanus iptables

INPUT uenouyka no ymonyanuto ACCEPT - ato Hebe3onacHo
HeT omnbTpaumm Ha INPUT - HeT 6a30BbIx npasun
A06aBUTb paspeLLeHnst TONMbKO Ha HYXXHble NOpPThbl

var/lib/docker/overlay2/*/merged/usr/bin/ -9To 3HAYMT, YTO KOHTEMHEPbI 3aMNyCKaloTCs C
root-cbannamu, kotopble nmetot SUID, n ecnun KoHTenHep ByaeT CKOMNPOMETUPOBAH UMK
BbInAET M3 sandbox (Hanpumep, vepes --privileged pexum), ato nyTb K LPE Ha xocTte. Ecnin
KOHTENHepbI 3anyLUeHbl C NpMBUNErNsIMK, 3TO NPsIMOM NyTb K Root Ha Bcewn cucteme.

MOHMUTOPUHI U 3aWmTa

auditd - normpoBaTtb CUCTEMHbLIE BbI30BbI

fail2ban - Gnokuposka 6pyTdopca no ssh, sftp, apache n T.4.

AnepTbl 1 onoBelleHns (Telegram/mecceHakepbl) AN MOMEHTaNbHO pearmpoBaTh Ha
NHUMAEHTbI (BpyTdopc-aTaku, 3MEeHEHNE KPUTUYHBIX KOHUTYpaLMIA, OTKIOYEHNE CnyxDO,
nepesarpyska cepsep, nameHeHus B /var/www, wp-config.php , Lo6aBneHns HOBbIX
nornb3osartenen n T.4.)



Ecnun xmirpc.php He ncnonb3yetcs B cante, ero Hago 3akpbliTb, Tak Kak aTo
pacnpocTpaHeHHbIN BEKTOP ANd ataku nogbopa naponen nonb3oBartenen .

Hanuune perynsapHoro n npoBepeHHOro pe3epBHOr0 KOMMPOBAHMWS - KPUTUYECKN BaXKHO ANs
obecneyeHns yCTonunmBocTn U 6e3onacHoCTn cepepa. Pe3epBHble KONUM AOMKHbI NexaTtb
Ha yganeHHOM cepBepe. (cepBep, 6a3a, KOHTeHep, canT n 1.4.)

Kak yactb komnnekcHon 3awwmtbl WordPress-cepBepa pekomeHay yCTaHOBUTb
aHTMBMPYCHOE pelleHne. HecMoTps Ha To, 4TO Linux peako noaBepraeTcs 3apakeHuto,
WordPress ocTaétca ogHoM 13 caMblx YacTbIX Lenen atak: Yepes ys3BUMOCTW B MrarnHax u
TeMax oBbIYHO 3arpyarT BPeAOHOCHbIE CKpUNTLI U BEG-LLensbl. AHTUBUPYC NO3BONUT
CKaHMpoBaTb 3arpyxaemble dannbl, BbIiBNATL onacHble PHP-ckpunTbl, ounstpoBath
MOYTOBbIE BNOXEHUSI U POPMMUPOBATL OTYETLI 06 yrpo3ax.
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