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Terms of use for Service Providers

You are reading this because You wish to rely on the Life Science Authentication and
Authorisation Infrastructure (“LS AAI”) for user authentication and authorisation in your Service.
These Terms of Use govern Your use of the LS AAI. By using LS AAI You accept that Your use
of LS AAI will be subject to these Terms. These Terms will be binding and enforceable on You
as contractual obligations. If You do not accept these Terms, then You must not use LS AAl.

Compliance with applicable legislation
You are obliged to ensure that You hold all necessary licenses, permits and rights and that You
comply with any and all applicable laws in connection with the use of LS AAI.

Compliance with LS AAI policies
You are obliged to ensure that you recognise and comply with the following LS AAI policies and
procedures:

e Service Operations security policy
e Incident response procedures

e Policy for processing personal data

Users’ compliance
All users of the LS AAI are subjected to the Acceptable Use Palicy.

Liability
Your use of LS AAl is entirely at your own risk. Nothing in these Terms of use creates any
liability on the part of LS AAI.

Other agreements

If You have a direct agreement with LS AAI Service Owner, that agreement shall take
precedence over these Terms. In any other case, the provisions of these Terms shall take
precedence.

Governing law and jurisdiction

These Terms and any dispute or claim arising out of or in connection with them or their subject
matter or formation (including non-contractual disputes or claims) shall be governed by and
construed in accordance with the legislation of the Czech Republic. The courts of the Czech
Republic will have exclusive jurisdiction over any such dispute or claim.

Eligibility


https://docs.google.com/document/d/1TKczGc_9U-i3XTT3pVqy8EpHyMrTZ9m9rMFFwhlFMtg/edit#
https://docs.google.com/document/d/1Jw6feJHwDEkJ5w0hUMNAekvb8rNDrU0T8pO_NEkXC8E/edit
https://docs.google.com/document/d/15-bIJ2lK_KfjMfkugKZsn6Gno4H5jaLMmeP2TTsRrok/edit#
https://docs.google.com/document/d/1y75Rn-1yhgD_XxaIstMBNMZ9AvGIlcTRWum6m-P8QUw/edit#heading=h.mk2j2nccjzj0
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You confirm that you are a duly authorised representative of Your organisation for approving
these Terms of Use as a contractual obligation for Your organisation.

Definition of terms used in this and referenced documents
LS AAI Life Science Authentication and Authorisation Infrastructure, a service operated
by the LS AAI service owner and potentially uses the brand LS Login for the Users.
LS AAI Service Owner. The LS AAI data controller. Masaryk University for the duration
of EOSC-Life project or its post-project successor.
Service (also: Relying Service) A service that relies at least partly on the LS AAI for
authenticating its users and managing their access rights.
Service Provider (also: Relying Party) An entity responsible for the management,
deployment, operation and security of a Service.
User An individual authorised to access and use Services.
Virtual Organisation A group of users, organised with a common purpose, and jointly
granted access to one or more Services. It may act as the interface between individual
Users and Services.
Participant A Service Provider, the LS AAI service owner or a Virtual Organisation.
Security Contact A group or individual responsible for operational security of the LS AAI
or a Service.
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