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What is 2 factor authentication

e Two-factor authentication (2FA) adds an extra layer of security when accessing
our online portalTaxDome. The additional step of authenticating your identity
makes it much harder for an attacker to access your data, even if your credentials
have become compromised.

e This is optional and can be turned on and off at any time.

How to turn on 2 factor authentication

1. Log into the online portal
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https://quickguidetax.taxdome.com/login

2. Click on “settings”
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3. Toggle on the “Turn on two-factor authentication” button
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4. Type your password
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Authentication

In order to change your login detsils you must provide

your current password.
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5. Follow the instructions to download an 3rd party authenticator app

o Download app Scan QR code Enter code from app

Download app
Download and configure an authenticator app. Thiz will allow you to generate security codes

to sign in to your account.
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6. Use the QR code provided to connect our online portal to your selected

authenticator app (you will be given your own unique QR code- do not use the
example QR code below)

° Download app e Scan QR code Enter code from app

Scan QR code

Open your Authenticator App. Usze the authenticator app to scan the QR code below or enter
the secret key manually.

Secret Key:
YPYFEBQISTXINZWKGHXIEAUZRSYMXKLGD

Next Step
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7. Inside your authenticator app, you will see a 6 digit code assigned to our online
portal (called “Taxdome”). Type in the 6 digits.

° Download app ° Scan QR code e Enter code from app

Enter code from app

After the application is configured, enter the &-digit code in the box below and click Verify.

How to turn off 2 factor authentication

1. Log into the online portal

2. Click on “settings”
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https://quickguidetax.taxdome.com/login

3. Toggle on the “Turn off two-factor authentication” button
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4. Type your password
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