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ABSTRACT

The Internet of Things (IoT) rapidly evolves, presenting challenges and opportunities. This study emphasises the critical role of
software in advancing IoT technologies, focusing on machine learning (ML), fog computing, and process optimisation for security
and resiliency. ML is pivotal in IoT for predicting equipment failures, evaluating process efficiency, and enabling informed
decision-making through real-time data analysis. By integrating ML models directly into IoT devices (edge computing), latency is
reduced, and data transmission needs are minimised. Fog computing and cloud computing address latency issues by moving
computational resources closer to IoT devices, enhancing scalability and optimising network resource usage. Security remains a
paramount concern due to the increasing number of connected devices and their vulnerabilities. IoT software must balance efficiency,
security, and performance, employing deep learning for anomaly detection, blockchain for data transparency, and optimised
encryption protocols. The trend towards distributed architectures like Edge Computing enhances system resilience by reducing
latency and increasing fault tolerance. The proposed IoT system architecture is a three-tier structure consisting of Edge, Fog, and
Cloud levels. At the Edge level, initial data processing occurs directly on IoT devices, reducing latency and network load. The Fog
level processes data within the local network, utilising more powerful computational resources for complex tasks and ensuring
security through advanced machine learning and encryption. The Cloud level serves as a central repository for long-term storage and
global data analysis, leveraging containerisation and orchestration technologies for scalability and reliability. This multi-layered
architecture ensures efficient data processing, high security, and adaptability, making it suitable for real-time applications. The study
highlights the importance of software in optimising data processing across these levels, ensuring the IoT system’s resilience,
scalability, and long-term sustainability.
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The study aims to highlight the essential role of software in implementing advances in the
Internet of Things (IoT) and propose a three-tier IoT architecture (Edge, Fog and Cloud levels) to
enhance system performance, reliability, and scalability.

Understanding trends is crucial for anticipating future IoT challenges and opportunities. This
paper particularly highlights the essential role of software in implementing these advances. Critical
areas in software development for IoT include machine learning (ML), fog computing, and process
optimisation for security and resiliency.

In IoT, ML analyses data from various sensors to predict equipment failures, evaluate process
efficiency, and enable informed decision-making. For instance, ML can detect patterns that signal
future problems, allowing for proactive maintenance [1]. Real-time data analysis is vital, as [oT
software uses ML models to respond quickly to environmental changes. Machine learning can be
integrated directly into IoT devices (edge computing), reducing latency and minimising data
transmission needs. Centralised approaches are also used, sending data to central servers to train
more complex models. These techniques create intelligent, autonomous systems that adapt in
real-time, enhance service quality, and optimise resources.

Traditional IoT involves physical devices collecting and exchanging data over the Internet,
generating vast amounts requiring real-time processing. Fog computing and cloud edge computing
address latency issues by moving computational resources closer to IoT devices [2]. Fog computing
reduces latency by distributing data processing across devices and local servers, while cloud edge
computing processes data at the network's edge. These approaches offer reduced latency, improved
scalability, and optimised network resource usage, leading to complex, distributed software
architectures where data processing occurs at multiple network levels.
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Security is increasingly crucial in 10T due to the growing number of connected devices and
their vulnerabilities. Each IoT device is a potential cyberattack entry point, making security a
critical aspect of modern software development. IoT software must address authentication, data
encryption, and unauthorised access under the constraints of limited computational resources.
Developers balance efficiency, security, and performance while employing deep learning for
anomaly detection, blockchain for data transparency, and optimised encryption protocols [3].
“Security by design” and continuous monitoring are essential to ensure IoT devices' reliable
operation.

The trend towards distributed architectures like edge computing enhances system resilience by
reducing latency and increasing fault tolerance. IoT software must incorporate monitoring and
recovery mechanisms to detect and recover from failures, ensuring reliable operation in dynamic
environments. Integrating these features requires thorough testing, validation, and optimisation of
energy consumption, particularly in resource-constrained IoT environments.

Currently, the core paradigms for processing data in the IoT are cloud computing, fog
computing, and edge computing. They differ in their architecture, capabilities, and typical use cases.

Cloud computing is characterised by centralised processing and storage in large data centres.
This model offers virtually unlimited computational power and storage, which can be scaled up or
down as needed. However, cloud computing often faces latency and bandwidth constraints,
especially in applications requiring real-time processing, such as health monitoring or emergency
services. Transmitting data to and from the cloud can introduce delays and increase network traffic,
making cloud computing less ideal for time-sensitive loT applications [4].

Fog computing extends cloud capabilities closer to the data source by creating a layer of
intermediary nodes between the cloud and IoT devices. These nodes can perform processing,
storage, and networking functions locally. This hierarchical structure reduces latency and bandwidth
usage by processing data closer to where it is generated. The fog nodes act as local data processors,
filtering and analysing data before sending only the necessary information to the cloud for
long-term storage or further processing.

Edge computing pushes the boundary even further by performing data processing at the very
edge of the network, directly on the IoT devices or nearby infrastructure, such as gateways or
routers. This approach minimises latency to the greatest extent by processing data almost
instantaneously. Edge computing is essential for applications that require immediate data processing
and low-latency communication, such as autonomous vehicles, augmented reality, and industrial
automation. It reduces the dependency on central data centres, ensuring that operations can continue
even with intermittent or unreliable internet connections [5].

In general, each computing option has its advantages and disadvantages. Oversized systems
will undoubtedly require cloud computing more often than small IoT systems. However, with
proper separation, each type of computing will complement the other, creating the necessary level
of functional interaction to accomplish the tasks at hand.

The architecture of the proposed IoT system (Fig. 1) is a three-tier structure consisting of the
Edge level, Fog level, and Cloud level. IoT devices perform initial data processing at the Edge level
using embedded machine learning models [6]. These devices minimise latency and reduce the
volume of data that needs to be transmitted to higher levels. After initial processing, the data is
encrypted and sent to microservices for further processing, preparation, and forwarding. Modular
components are employed to allow flexible adaptation of software interfaces to the system's
evolving requirements.

At the Fog level, data from IoT devices is processed further. More powerful machine learning
algorithms and authentication mechanisms are utilised here, ensuring higher security and more
accurate data analysis. Microservices at this level are designed according to software abstraction
principles, enabling efficient management of localised tasks and interaction with cloud services for
forwarding results to the Cloud level.

2 Software engineering ISSN 2522-1523 (Online)



Chumachenko D. K., Liubchenko V. V. / Informatics. Culture. Technology. 2026; Vol.3 No.2 (4): —

The Cloud level serves as a centralised data repository and manages complex machine learning
models, providing long-term storage and global data analysis. Centralised authentication
management and security assurance for the entire infrastructure are also handled at this level,
ensuring the system's resilience and scalability [7]. Containerisation and orchestration technologies
are used to guarantee the flexibility and reliability of the software components at this level. This
architecture ensures the efficient distribution of computational and analytical tasks, enhancing the
overall performance and reliability of the IoT system. In contrast, software solutions ensure its
adaptability and long-term sustainability.

The Security module in the IoT architecture is about keeping the system safe by handling
unusual data and managing the data we store across different (Edge, Fog and Cloud) levels. It’s
constantly watching and analysing the data, looking for anything unusual that might hint at security
issues. Part of the system also makes sure that the data we store is not only secure but also easy to
access whenever it’s needed. If the system picks up on anything strange or unusual with the data, it
acts immediately. This might mean isolating or flagging the suspicious data so someone can take a
closer look.

Security
Module

Anomaly Data Security Data

Edge Level |—Processed Data—{ Fog Level P2 fg{;g;g'term* Cloud Level

Fig. 1. The high-level schema of a proposed architecture
Source: compiled by the authors
Let's detail each component of the proposed architecture, enhancing system resilience and
scalability.
At the Edge level (Fig. 2a), loT devices initially process data directly on their computational
resources, reducing latency and easing network load. More powerful devices perform additional
operations optimised by efficient software.
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a b
Fig. 2. The schema of Edge (a) and Fog (b) levels of the proposed architecture

Source: compiled by the authors

Devices at the Edge level generate and process raw data using embedded machine learning
models [8], minimising latency and reducing the volume of data needing higher-level processing.
Optimised algorithms enable high performance with minimal resources.

Processed data undergoes authentication and encryption, ensuring security before being passed
to microservices for further processing. These microservices integrate with various devices and
protocols, ensuring system versatility and scalability [9]. This software reduces cloud dependency
and latency by processing data closer to its source, supporting a resilient and scalable IoT
architecture.

At the Fog level (Fig. 2b), in-depth data processing occurs within the local network to which
IoT devices are connected. This allows the use of more powerful computational resources than at
the Edge level, enabling more complex tasks. Processed data undergoes authentication and
encryption, ensuring security and confidentiality [5]. This software-integrated process protects data
from unauthorised access and tampering. This practice is mandatory at all architecture levels, as
each data modification requires repeated decryption and encryption.

After encryption, refined data is passed to advanced machine learning models, which perform
complex analyses to improve data quality for predictive analysis. These components flexibly adapt
to different data types and efficiently handle large volumes.

Predictive algorithms analyse data, forecast failures, and enable proactive management,
reducing risks and downtime. If the vulnerability is detected, it’s addressed at the Fog level. Finally,
processed data is transmitted to microservices for distributed task management and cloud
interaction, ensuring scalability and resilience.

At the Cloud level (Fig. 3) of the IoT architecture, centralised storage, management, and
analysis of data collected from various system levels are conducted [7]. The primary element here is
long-term storage, where data from multiple sources, including raw and processed data, is stored for
extended periods. The software solutions responsible for managing this storage are designed to
ensure high availability and reliability of the data, which is crucial for long-term retention.

Cloud Level
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Fig. 3. The schema of the Cloud level of the proposed architecture

Source: compiled by the authors
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This level involves various types of resource-intensive processing on server machines, whose
capabilities allow for complex and computationally demanding operations. By leveraging
containerisation and orchestration technologies, the system can efficiently distribute computational
tasks across available resources, ensuring scalability and fault tolerance.

Data stored in the cloud undergoes stages of backup and recovery, as well as authentication and
encryption. The backup and recovery processes are integrated into the software architecture to
guarantee the reliability of data storage and protection against loss or damage. Software components
provide the capability for automatic data recovery in case of failures, enhancing the system’s
resilience.

The secured and stored data is then transferred to centralised machine learning models, where it
undergoes in-depth analysis and processing. These models, implemented using cloud computing
power, can identify complex patterns and perform tasks that require significant computational
resources. The software solutions managing these models employ scalable algorithms and
distributed computing, enabling the efficient processing of large data volumes.

The analysed data is passed on to microservices at the cloud level for management tasks,
further analysis, and integration with other system components. Microservices at the Cloud level
play a key role in ensuring interaction and coordination between different parts of the system. They
integrate data and analysis results from centralised machine learning models and enable various
scenarios for data manipulation. This may include incorporating external services through APIs and
interaction with mobile, web, or desktop applications, providing comprehensive support and
scalability for the IoT system.

The proposed IoT architecture emphasises the importance of software in optimising data
processing across the Edge, Fog, and Cloud levels. At the Edge level, devices perform initial data
processing, reducing network load and minimising latency by handling data close to its source. The
Fog level utilises more powerful computational resources for deeper analysis and enhanced security
through advanced machine learning and encryption. At the Cloud level, data is centralised for
storage and management, supporting complex computational tasks and long-term data retention.
The use of containerisation and orchestration technologies ensures scalability and reliability. This
multi-layered structure allows the IoT system to adapt to changes, efficiently process large volumes
of data, and maintain high levels of security, making it well-suited for real-time applications.
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AHOTAIIA

Inrepuer peueit (IoT) cTpiMKO pO3BHUBAETHCS, CTBOPIOIOYM SIK BHUKIMKH, TaK i MOXIHMBOCTI. Lle mocimimkeHHs migkpecioe
B)XJINBY POJIb IPOTPaMHOr0 3a0e3IEUeHHsT y PO3BUTKY TEXHOJOTIH [HTepHeTy pedeil, 30CepemKyouuch Ha MAaIIMHHOMY HaBYaHHI
(ML), TymMaHHHX OOYMCIICHHSX Ta ONTHMIi3auii mpouecis aist 3a0e31eueHHs Oe3MeKH Ta BiIMOBOCTIMKOCTI. ManIHHE HaBYaHHS Ma€e
KiouoBe 3HauyeHHs B [oT s mporHosyBaHHs 300iB oOnagHaHHS, OLIHKA €(EKTUBHOCTI MPOLECIB 1 MPUUHATTS OOIPYHTOBAHMX
pillieHb 3a JIOMOMOIOK aHaNi3y JaHUX B PEXUMI peanbHoro 4acy. Interpauiss momeneir ML 6esnocepennso B mpuctpoi loT
(mepudepiiini oO4YHMCIEHHS) 3MEHINYE 3aTPUMKH Ta MiHIMI3ye moTpeOu B mepenadi gaHux. TymMaHHI OOYMCIEHHS 1 XMapHi
00YnCIICHHST PO3B'SI3YIOTh MPOOJIEMHU 3aTPUMOK, MEPEMIIIYIOYH OOYHCITIOBaNbHI pecypcu Ommkde 1o npuctpoi loT, miaBumryoun
MacIITabOBaHICTh 1 ONTHMI3yIOUH BHKOPHCTAHHS MEPEXKEBHX pecypciB. besmeka 3anumiacThesi MEPIIOUEProBUM 3aBIaHHIM Yepe3
30UIBIICHHS KUIBKOCTI IIAKITIOYEHHX IPHUCTPOIB Ta ix Bpasnmusocteil. [Iporpamue 3abe3neuenns [HTepHeTy pedeil Mae moeqHyBaTH
e(eKTHBHICTb, O€3MeKy Ta IpPOAYKTUBHICTb, BHKOPHUCTOBYIOUM INIMOOKE HABYaHHS JUIS BUSIBICHHS aHOMAIl, OMOKYeHH uIs
NIPO30POCTi JAaHWX Ta ONTHUMI30BaHI HPOTOKOIM MH(pyBaHHS. TEHICHIsI 0 PO3MOALICHHX apXITEKTyp, TaKuX sK mepudepiiiHi
OOYMCIICHHS, MiJBUINYE CTIHKICTh CHCTEMH IIUISIXOM 3MCHIICHHS 3aTPUMOK 1 MiJBHINCHHS BiIMOBOCTIMKOCTI. 3amporoHOBaHA
apxitektypa cuctemu loT — me TpupiBHEBa CTPYKTypa, LIO CKIIQJaeThesi 3 mepudepiiiHoro, TyMaHHOro i xmapHoro piBHiB. Ha
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nepudepiiiHoMy piBHI IepBHHHa 00poOKa ITaHMX BifOyBaeThes OesmocepenHbo Ha HpHCTposx [oT, mo 3MeHmIye 3aTpUMKy Ta
HaBaHTa)XCHHS Ha Mepexy. TyMaHHUiT piBeHb 00po0IIsic HaHi B JIOKAIBHIN MepesKi, BAKOPUCTOBYIOUH O1IbII IOTYXHI 0OUMCITIOBANIBHI
pecypcu Ul CKIaJHMX 3aBlaHb i 3a0e3nedyroud Oe3leKy 3a JIOIOMOIO II€PEOBOrO MAlIMHHOTO HABYaHHA 1 IMM(pPYBaHHS.
XMapHUil pIBEHb CIYrye LEHTPaJbHHUM DEIO3UTOPIEM IJIsl JOBrOCTPOKOBOTO 30epiraHHs Ta KIOOAJBHOTO aHalidy HaHHX,
BUKOPHCTOBYIOUM TEXHOJIOTii KOHTeifHepu3alil Ta OpKecTpyBaHHs Ui MaciuTaboBaHocTi Ta HapiiHocTi. Taka GararopiBHeBa
apxitekTypa 3a0e3neuye epeKTUBHY 00pOOKYy AaHHX, BUCOKY O€3IeKy Ta aJalTHBHICTb, 110 POOUTH ii NPUAATHOO IS 32CTOCYBaHHS
y PEKHMI peanbHOro 4acy. JJocmikeHHs MiAKPEeCToe BaXXIUBICTh MPOTPaMHOro 3a0e3MeueHHs sl ONTUMi3alii 0OpOOKH JaHWX Ha
BCIX [IUX PiBHSX, 3a0€3MEUYI0YH BiIMOBOCTIIKICTh, MACIITa0OBAHICTh 1 JOBFOCTPOKOBY CTilKicTh cuctemu [oT.

Kunrouosi cioBa: Inrepuer peueii (IoT); mMammHHe HaBYaHHS, TyMaHHI OOUYMCIICHHS; NepH(epiifHi oOUHCIeHHs; TpUpiBHEBa
apXiTeKTypa; MacTaboBaHICTh; BiIMOBOCTIHKICTh; 00pOOKa JaHNX; IPOEKTYBAHHS IIPOrPAMHOTO 3a0e3NeYeHHS
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