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Confidentiality Statement

This document contains confidential and privileged information from Rekall Inc. (henceforth known
as Rekall). The information contained in this document is confidential and may constitute inside or
non-public information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or
its parts is prohibited.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 2



Rekall Corp

Table of Contents

Confidentiality Statement
Contact Information
Document History
Introduction
Assessment Obijective
Penetration Testing Methodology
Reconnaissance
Identification of Vulnerabilities and Services
Vulnerability Exploitation
Reporting
Scope
Executive Summary of Findings
Grading Methodology
Summary of Strengths
Summary of Weaknesses
Executive Summary Narrative
Summary Vulnerability Overview
Vulnerability Findings

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.

Penetration Test Report

© 0 0 N O O O O 6o oo o AN

- A A
A W O ©



Rekall Corp Penetration Test Report

Contact Information

Company Name The Acme Pen Testing Lab LLC
Contact Name Jaco Kirsten
Contact Title Chief Pen Tester and Bottlewasher

Document History

10/21/2022 Jaco Kirsten Final
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Introduction

In accordance with Rekall policies, our organization conducts external and internal penetration tests
of its networks and systems throughout the year. The purpose of this engagement was to assess the
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted
testing methodology and best practices.

For the testing, we focused on the following:

e Attempting to determine what system-level vulnerabilities could be discovered and exploited
with no prior knowledge of the environment or notification to administrators.

e Attempting to exploit vulnerabilities found and access confidential information that may be
stored on systems.

e Documenting and reporting on all findings.

All tests took into consideration the actual business processes implemented by the systems and
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual
exposure levels to online hackers. This document contains the results of that assessment.

Assessment Objective

The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s
web applications, networks, and systems. This assessment was conducted to identify exploitable
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to
provide a greater level of security for the environment.

We used our proven vulnerability testing methodology to assess all relevant web applications,
networks, and systems in scope.

Rekall has outlined the following objectives:

Objective

Find and exfiltrate any sensitive information within the domain.

Escalate privileges.

Compromise several machines.
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Penetration Testing Methodology
Reconnaissance

We begin assessments by checking for any passive (open source) data that may assist the
assessors with their tasks. If internal, the assessment team will perform active recon using tools
such as Nmap and Bloodhound.

Identification of Vulnerabilities and Services

We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain perspective
of the network security from a hacker’s point of view. These methods provide Rekall with an
understanding of the risks that threaten its information, and also the strengths and weaknesses of
the current controls protecting those systems. The results were achieved by mapping the network
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities,
attempting to discover unexpected hosts within the environment, and eliminating false positives that
might have arisen from scanning.

Vulnerability Exploitation
Our normal process is to both manually test each identified vulnerability and use automated tools to

exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us
unauthorized access to the system or the sensitive data.

Reporting

Once exploitation is completed and the assessors have completed their objectives, or have done
everything possible within the allotted time, the assessment team writes the report, which is the final
deliverable to the customer.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 6
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Scope

Prior to any assessment activities, Rekall and the assessment team will identify targeted systems
with a defined range or list of network IP addresses. The assessment team will work directly with the
Rekall POC to determine which network ranges are in-scope for the scheduled assessment.

It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled

by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization).
In-scope and excluded IP addresses and ranges are listed below.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 7
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Executive Summary of Findings

Grading Methodology

Each finding was classified according to its severity, reflecting the risk each such vulnerability may
pose to the business processes implemented by the application, based on the following criteria:

Critical: Immediate threat to key business processes.

High: Indirect threat to key business processes/threat to secondary business processes.
Medium: Indirect or partial threat to business processes.

Low: No direct threat exists; vulnerability may be leveraged with other vulnerabilities.

No threat; however, it is data that may be used in a future attack.

As the following grid shows, each threat is assessed in terms of both its potential impact on the
business and the likelihood of exploitation:

Critical

High

Exploitation Likelihood

Medium

Low

Informational

Informational Low Medium High Critical
Potential Impact
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Summary of Strengths

While the assessment team was successful in finding several vulnerabilities, the team also
recognized several strengths within Rekall’s environment. These positives highlight the effective
countermeasures and defenses that successfully prevented, detected, or denied an attack technique
or tactic from occurring.

e The input validation areas block some malicious scripts.
e Encrypted passwords
[ ]

Summary of Weaknesses

We successfully found several critical vulnerabilities that should be immediately addressed in order
to prevent an adversary from compromising the network. These findings are not specific to a
software version but are more general and systemic vulnerabilities.

e Too much valuable information available through open source intelligence.
e Weak passwords and unsecure credentials
e Open ports

Vulnerability to the following:

e Cross-site scripting on web app
SQL injection on web app
Local file inclusion on web app
Command injection on web app
Brute forcing on web app
Remote code execution
Arbitrary code execution
User enumeration

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 9
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Executive Summary

We performed an indepth penetration test of the following components of Totalrekall: The web app,
as well as the Linux and Windows servers.

We started by trying to gather as much open source intelligence as we could gain. It turned out that
there were indeed some valuable information that could be gleaned this way - and which allowed us
a way into some of the servers.

On the web app there were a number of ways in which we could compromise the security and gain
access to privileged information. See screenshot:

Stare €r, the venaor 115t ot our
located in the file: vendors.txt

DNS Check

d
Servel 0.0.11 Add 0.0.11#53 Non-authoritative answer:
Name: www.example.com Addre 4.216.34 SIEM: splunk Firewalls:

barracuda CLOUD: aws Load balan

Congrats, flag 10 is ksdnd99dkas

MX Record Checker

ple.com Check your MX |

We were able to ascertain that quite a number of ports on the Linux machines were open. Through
the use of Metasploit, we were able to deploy a number of exploits that allowed us a concerning
level of access to the system, including that of root user. See screenshot:

drwxr-xr-x -

-rW-r-—-r—- .bashrc
.flag7.txt
.gnupg

-rw-r--r-- .profile

whoami

root

1s -la

total 24

drwx

drwxr-xr-x %

-rw-r--r-—- .bashrc

-rW-r——r— .flag7.txt

drwx .gnupg

-rw-r-—-r— 1 .profile

cat flag7.txt

head flag7.txt
cat .flag7.txt
8ksb6sbhss
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We also ran a couple of other exploits, succeeding in gaining access to sensitive directories such as
/etc/sudoers and /root/, as well as targeting the machines with reverse shells - a technique whereby
your machines communicate with ours, making it very hard for your information security department
to detect it. See screenshot:

14 -0400

We were able to gain relatively easy access to the Windows machines, by cracking an encoded
password found on a public website. See screenshot:

View Help

root@kali: - +

ed for performance.

After doing an nmap scan on the Windows machines, we found numerous ports open. Through
Metasploit we were once again able to access these machines, from where we accessed a number
of highly sensitive files and directories. Through user enumeration we gained further access to
root/admin directories. See screenshot:

Using default input encoding:
Loaded 1 password hash (mscash2 S Cache 2 (DCC2) [PBKDF2-SHA1l 5 12 AVX512BW 16x])

Warning: Onl indida or ed for performance.
Almost don i

'3 (2022-02-14 @ 3.125g/ fil f i 6..flipper
rmat=mscash2” options to display all c : asswords reliably
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Summary Vulnerability Overview

Vulnerability

XSS Low

Sensitive data exposure

Local file inclusion Medium
SQL injection Medium
Command injection High

Brute force attack

PHP Injection High
Session Management High
Directory Traversal High

Sensitive data exposure

Apache Tomcat Remote Code Execution Vulnerability (CVE-2017-12617) Critical
Shellshock Remote Code Execution Vulnerability (CVE-2014-7169) Critical
Struts Remote Code Execution Vulnerability (CVE-2017-5638) Critical

Drupal Remote Code Execution Vulnerability: CVE-2019-6340

Sudo Vulnerability - CVE-2019-14287 Critical
Compromising SLMail - CVE-1999-0272 Critical
Elevation of privilege - CVE-2021-1733 Critical

The following summary tables represent an overview of the assessment findings for this penetration

test:

Hosts 5 Linux, Windows 3

Linux: 80, 443, 5901, 6001,
10000, 10001.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 12
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Windows: 21, 25, 79, 80, 106,110

Critical

Medium

Low

8
5

Vulnerability Findings

Web Application vulnerabilities

Vulnerability 1 Findings

Title XSS reflected on Welcome page
Type Web app
Risk Rating Low

in your choosing your VR experience!

CONGRATS, FLAG 1 is
f76sdfkg6sjf

CLICK HERE TO

Description We successfully entered an XSS payload into the “Enter your name here field.”
REKALL CORPORATION
[ wscome |
Begin by entering your name below! Adventure Planning
Climb a m ain on Mars. Walkthrough a
Welcome | t midnight. Take partin a
Images Click the link below to start the next step

corner of the world: a tropical
ing metropolis, the deepest

Affected Hosts

totalrekall.xyz

Remediation

Ensure best input validation possible

Vulnerability 2 Findings

Title

XSS reflected on Memory-Planner page.

Type

Web app

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Risk Rating Low

We successfully entered an XSS payload into the “Choose Your Character”
oy field on the Memory-Planner page, resulting in a pop up appearing. The input

Description L ; ; - .
validation automatically protects against the word “script” to prevent malicious
payloads running, but we got around it by wrapping “script” in “scriscriptpt”.

Who do you want to be?
Images

Affected Hosts

totalrekall.xyz

Remediation

Ensure best input validation possible

Vulnerability 3 Findings

Title XSS stored in the Comments page.
Type Web app
Risk Rating Low
Description xVe e’:’nfcered a sirr_1p|e. Javascript payload_ into the “Please leave your comments
ere” field, resulting in a pop-up appearing
Please leave your
comments on our website!
CONGRATS, FLAG 3 is sd7fkTnctx
Images

]

Submit| Add:® Showal: @ Delete: @

# Owner Date Entry
2022-10-14
01:58:55

1 bee

Affected Hosts

totalrekall.xyz

Remediation

Ensure best input validation possible

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 14
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Vulnerability 4 Findings

Title Sensitive data exposure on the About-Rekall page.
Type Web app
Risk Rating Low

Description

In Kal-Linux we used a Curl request to look at the HTTP traffic and was easily
able to view sensitive data.

Images

url http://192.168.14.35/About-Rekall.php
Trying 192.168.14.35:80 ...
Connected to 192.168.14.35 (192.168.14.35) port 80 (#0)
GET /About-Rekall.php HTTP/1.1
Host: 192.168.14.35
User-Agent: curl/7.81.0
Accept: */*

*

*

>

53

>

>

>

* Mark bundle as not supporting multiuse
< HTTP/1.1 200 OK
<
4
<
3
<
3
<

Date: Fri, 14 Oct 2022 03:12:10 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: Flag 4 nckd97dk6sh2

Set-Cookie: PHPSESSID=0dbdgosicme9j82linuqobvf61; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Affected Hosts

192.168.14.35

Remediation

Sensitive data should be encrypted

Vulnerability 5 Findings

Title Local file inclusion on Memory-Planner field.
Type Web app
Risk Rating Medium

Description We were able to upload a .php file to the TotalRekall site.
Please upload an image:
No file selected.
Images

Your image has been uploaded here.Congrats, flag 5 is mmssdi73g

Affected Hosts

totalrekall.xyz

Remediation

Sanitize user-supplied inputs

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 15
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Vulnerability 6 Findings

Title Local file inclusion

Type Web app

Risk Rating Medium

Input validation looks for .jpg files, so we cloaked our malicious script by

Description adding .jpg to the filename. This allowed the script to bypass the check.

Images

Upload Your File!

Your image has bee Congrats kd62hdd

Affected Hosts | totalrekall.xyz

Remediation Ensure best input validation possible

Vulnerability 7 Findings

Title SQL injection in the Login page.

Type Web app

Risk Rating Medium

Description We were successful with inserting an SQL payload into the login page.

Exploit-DB @ Nessus

REKALL CORPORATION

User Login
Please login with your user credentials!
Images Login:

Password:

Congrats, flag 7 is bcs92sjsk233

Affected Hosts | Ensure best input validation possible

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 16
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Remediation

Vulnerability 8 Findings

Title Sensitive data exposure
Type Web app
Risk Rating High

Description

Not only are both the username and password in the HTML code, but one can
also view them by simply highlighting fields on the web page with a cursor.

Images

Affected Hosts

totalrekall.xyz

Remediation

Better encryption

Vulnerability 9

Findings

Title Sensitive data exposure
Type Web app
Risk Rating Low

Description

By simply replacing Login.php in the URL with ‘robots.txt’ we were able to
access sensitive information.

Images

User-agent: GoodBot
Disallow:

User-agent: BadBot
Disallow: /

User-agent: *
Disallow: /admin/
Disallow: /documents/
Disallow: /images/

Disallow: /souvenirs.php/
Disallow: flag9:[LAA kR

Affected Hosts

totalrekall.xyz

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 17
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Remediation

Better encryption

Vulnerability 10 Findings

Title Command injection
Type Web app
Risk Rating High

We were able to insert commands into www.welcometorecall.com and view

Description e .
sensitive information.
UST a reminder, the venaor (1St of OUT LOP-Secret Networking
located in the file; vendors.txt
Looku_i
Server: 127.0.0.11 Address! .0.11#53 Non-authoritative answer:
Images Name: www.example.com Address: 93.184.216.34 SIEM: splunk Firewalls:

barracuda CLOUD: aws Load balancers: F5

Congrats, flag 10 is ksdnd99dkas

MX Record Checker

Affected Hosts

totalrekall.xyz

Remediation

Ensure best input validation possible

Vulnerability 11 Findings

Title Command injection
Type Web app
Risk Rating High

We were once again able to access sensitive data by injecting commands into

Description , i
P input fields
Networking Tools
Just a reminder, the vendor list of our top-secret networking tools are
located in the file: vendors.txt
DNS Check
Im ag es fww com

MX Record Checker

www.example.com Check your MX |

SIEM: splunk Firewalls: barracuda CLOUD: aws Load balancers: F5

Congrats, flag 11 is opshdkasy78s

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 18
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Affected Hosts | totalrekall.xyz

Remediation

Vulnerability 12 Findings

Title Brute force attack

Type Web app

Risk Rating Critical

We were able to use vulnerabilities 10 and 11 to view the /etc/passwd file. This

Description allowed us to get a username and password for an admin.
Password:
Login
Images J

Affected Hosts | totalrekall.xyz

Limit failed login attempts, limit logins from a specific IP address, 2FA, make

Remediation root user inaccessible via SSH.

Vulnerability 13 Findings

Title PHP injection

Type Web app

Risk Rating High

This hidden webpage was identified in the robots.txt file found in exploit 9. The

Description page is then exploited by changing the URL to include a malicious payload.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 19
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Images

Get custom designed merchandise from your favorite experiences like
t-shirts and photo S

root:x:0:0:root:/root:/bin/bash daemo

ws:/var/spool/news:/usr/sbin/nologil
/nologin
data./var/www./usr.
/backups:/usr/shin/nologin list.x:38:.
/nologin ir¢ cd:/va
Bug-Reporting System (admin,

./home/syslog:/bin/faise
/bin/false

Congrats, flag 13 is jdka7sk23dd

Affected Hosts

totalrekall.xyz

Remediation

Use a php php security linter, code serialization, use a SAST tool to identify
code injection issues.

Vulnerability 14

Findings

Title Session Management
Type: Web app
Risk Rating High

After performing exploit 12 we discovered a link to a page. Using Burp Suite

Description we were able to discover a particular high value session.
REKALL CORPORATION
Admin Legal Documents -
Restricted Area
Images

Welcome Admin...

Affected Hosts

totalrekall.xyz

Remediation

Use an up-to-date web-server framework to generate and manage the session
identifier token.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 20
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Vulnerability 15 Findings

Title Directory traversal

Type Web app

Risk Rating High

Using the information from exploits 10 and 11 we were able to view older
Description directories and change site information from a current disclaimer to and older
version.

Weicome

‘New" Rekall Disclaimer

Going to Rekall may introduce risk:

Images

- Nausea
Congrats, flag 15 is dksdf7sjd5sg

Affected Hosts | totalrekall.xyz

Keep web server and operating system updated. Validate user input before
Remediation processing. Non superusers should only have read-only rights. Run web
server from a separate disk from system disk.

Linux vulnerabilities:

Vulnerability 1 Findings

Title Sensitive data exposure

Type Linux OS

Risk Rating Low

We were able to view confidential data about totalrekall.xyz through open

Description : .
source investigation.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 21
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Images

Registrar WHOIS Server: whois.godaddy.com
Registrar URL: NEtps://wm.godaddy.con

Updated Date: 2022-02-02T19:16:107

Creation Date: 2022-02-02T19:16:16Z

Registrar Registration Expiration Date: 2023-02-02T23:50:507

Registrar: GoDaddy.com, LLC

Registrar TANA ID: 146

Registrar Abuse Contact Enail: abusedgodaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/eppéclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/eppiclientUpdateProhibited
Domain Status: clientRenewPronibited https://icann.org/eppéclientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/eppiclientDeleteProhibited
Registry Registrant ID: CR534509109

Registrant Name: sshUser alice

Registrant Organization

Registrant Street: has692hskasd Flagl

Registrant City: Atlanta

Registrant State/Province: Georgia

Registrant Postal Code: 30309

RKegistrant Country: US

Registrant Phone: +1.7702229999

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext

Registrant Email: jlowg2u.com

Registry Adnin ID: CR534509111

Admin Name: sshiser alice

Admin Organization

Admin Street: hes692hskasd Flagl

Admin City: Atlanta

Admin State/Province: Georgia

Admin Postal Code: 30309

Admin Countr,

Admin Phone: +
Admin Phone Ex
Admin Fax

us
1.7702229999
t:

Affected Hosts

totalrekall.xyz

Remediation

Limit open source information.

Vulnerability 2

Findings

Title

Sensitive data exposure

Type

Linux OS

Risk Rating

Low

Description

We were able to get access to sensitive data by simply searching for
totalrekall.xyz on crt.sh

Images

c e
Exploit-08 @ Nessus

[crt.sh) > .
Gt | Type enity Wlch 1UKESeach il

Matching identities ssuer Name
5 =zer0SSL RSA Domain Secure Site CA

L RSA Domain Secure Sie CA
(0SSLRSA Domain Secure Sie CA

Gertfcates | crtahiD  Logged At ¢ Notisfore NotAfier Commen Name
otsrekall gz

otsrekall gz
6095704753 2072:02.02 2022:02.02 20220503 otaekallyz totlekall yz
v otalekall gz

6095204153 202202-02 2022:02-02 20220503 totalrekallayz otarekallyz (C=AT.0=7er0SSL. CN=ZeroSSL RSA Domain Secure Site CA
v totalrekall yz

50

Affected Hosts

totalrekall.xyz

Remediation

Try to limit open source data exposure where possible.

Vulnerability 3

Findings

Title

Apache Tomcat Remote Code Execution Vulnerability (CVE-2017-12617)

22
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Type

Linux OS

Risk Rating

Critical

With Metasploit we were able to use an exploit to create a reverse shell on a

Description . . .
P machine. This gave us root access to the machine.
drwxr-xr-x =
-rw-r--r-—— .bashrc
-rw-r—r— .flag7.txt
drwx .gnupg
-rw-r--r-—- .profile
whoami
Images LR

1s -la

total 24

drwx il

drwxr-xr-x 1 -
-rw-r—r-— 1 .bashrc
-rw-r-—-r— 1 .flag7.txt
drwx 1 .gnupg
-rw-r--r-—— 1 .profile
cat flag7.txt

head flag7.txt
cat .flag7.txt
8ks6sbhss

Affected Hosts

192.168.13.10

Remediation

Update all security patches

Vulnerability 4 Findings

Title Shellshock - CVE-2014-7169
Type Linux OS
Risk Rating Critical

We were able to run a Shellshock exploit with Metasploit. We then used a shell

Description to get access to the /etc/sudoers directory.
=" fusr/local/sbin: 1/bin: :/usr/bin:/sbin:/bin:/snap/bin"
specification
ecification
ecification
lege specification
(ALL:ALL) ALL
Images # Members of the admin group may gain root privileges

%admin ALL=(ALL) ALL

i Allow memb group sudo to execute any command
%sudo ALL=( LL) ALL

nformation on "#include" directives:

(ALL:ALL) /usr/bin/less

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Affected Hosts

192.168.13.11

Remediation

Update all security patches

Vulnerability 5

Findings

Title Struts - CVE-2017-5638
Type Linux OS
Risk Rating Critical

We determined via a Nessus scan that this host was vulnerable to Struts.

Description Using Metasploit, we used a Struts exploit to create a Meterpreter shell and
gain access to the /root/ directory from which we extracted a file.
Everything is 0Ok
Images LinEnum.sh script.jpg.php b

Affected Hosts

192.168.13.12

Remediation

Update all security patches

Vulnerability 6 Findings

Title Drupal - CVE-2019-6340
Type Linux OS
Risk Rating Critial

Description

Through Metasploit we used a Drupal exploit to create a Meterpreter shell.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Images

tent-Type
must be

Affected Hosts

192.168.13.13

Remediation

Update all security patches

Vulnerability 7 Findings

Title

Sudo Vulnerability - CVE-2019-14287

Type

Linux OS

Risk Rating

Critical

Description

We were able to SSH into the server using credentials we gained through
OSINT research, as well as guessing the password of the user ‘Alice’ - which
turned out to be ‘alice.’"We then conducted privilege escalation to access a file
that only the root user should have access to.

Images

Could not chdir to home directory /home/alice: No such file or directory
$ sudo -u#-1 pwd

/
$ sudo -u#i-1 find / -iname xflags*
/sys/devices/platform/serial8250/tty/ttyS2/flags
/sys/devices/platform/serial8250/tty/ttySe/flags
/sys/devices/platform/serial8250/tty/ttyS3/flags
/sys/devices/platform/serial8250/tty/ttyS1/flags
/sys/devices/virtual/net/eth@/flags
/sys/devices/virtual/net/lo/flags
/sys/module/scsi_mod/parameters/default_dev_flags
/proc/sys/kernel/acpi_video_flags
/proc/sys/kernel/sched_domain/cpu@/domain@/flags
/proc/sys/kernel/sched_domain/cpul/domain@/flags
y/proc/kpageflags

$ sudo -u#-1 cat /root/flagl2.txt

d7sdfksdf384

Affected Hosts

192.168.13.14

Remediation

Update all security patches

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Windows Vulnerabilities

Vulnerability 1 Findings

Title Unsecure credentials

Type Windows

Risk Rating High

We were able to quickly crack the password for user trivera, a weakly encoded

Description version that was easily obtained on Totalrekall’s Github repository.

256/256 AVX2 i

Images

23456 .. hammer

Affected Hosts

Remediation Don'’t store passwords - even encrypted ones - on a public platform.

Vulnerability 2 Findings

Title Open port 80

Type Windows

Risk Rating High

Using an nmap scan, we found an open http port (80) on one machine. Using
Description its IP address and the cracked username and password from Vulnerability 1,
we were able to gain access to a file with code.
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0 & 172221720

Index of /

Name Last modified Size D¢ iption

flag2.txt 2022-02-15 13:53 34

Apache/2.4.52 (Win64) OpenSSL/1.1.1m PHP/8.1.2 Server at 172.22.117.20 Port 80

Affected Hosts

172.22.117.20

Remediation

Close port 80

Vulnerability 3 Findings

Title Open port 21
Type Windows
Risk Rating Critical

An nmap scan showed an open ftp port (21). It also showed that anonymous

Description access is possible to the ftp server. This was accessed to discover a certain
file.
32 bytes received in 0.00 secs (63.6456 kB/s)
ftp> 1s
200 Port command successful
150 Opening data channel for directory list.
b e ieside= L A i) 32 Feb 15 2022 flag3.txt
226 Transfer OK
ftp> exit
221 Goodbye

Images

file2 flag3.txt LinEnum.sh script.jg
echo.php file3

o -
cat flag3.txt
89cb548970d44f348bb63622353ae278

Affected Hosts

172.22.117.20

Remediation

Close port 21

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 27



Rekall Corp Penetration Test Report

Vulnerability 4 Findings

Title Compromising SLMail - CVE-1999-0272

Type Windows

Risk Rating Critical

Through our nmap scan we discovered open ports (25 and 110) on which the
SLMail service is running. Using Searchsploit on Metasploit we found a
module to exploit the target and establish a reverse Meterpreter shell on
172.22.117.20. This allowed access to system files where we located flag4.txt.

Description
After this, we dropped a command shell within Meterpreter to access the
directory with all scheduled tasks.
Size Type Last modified Name
100666/ rw-rw-rw- 32 fil 2022-03-21 11:59: -0400 flagh.txt
100666/ rw-rw-rw- 3358 fil  2002-11-19 13:40: -0500 listrcrd.txt
100666/ rw-rw-rw- 1840 fil  2022-03-17 122:48 -0400 maillog.000
100666/rw-rw-rw- 3793 fil  2022-03-21 :56:50 -0400 maillog.001
100666/rw-rw-rw- 4371 fil 2022-04-05 1491 -0400 maillog.002
100666/rw-rw-rw- 1940 fil 2022-04-07 106: -0400 maillog.003
100666/rw-rw-rw- 1991 fil 2022-04-12 136: -0400 maillog.004
100666/rw-rw-rw- 2210 fil 2022-04-16 47 -0400 maillog.@05
100666/rw-rw-rw- 2831 fil  2022-06-22 130: -0400 maillog.006
100666/ rw-rw-rw- 1991 fil  2022-07-13 :08:13 -0400 maillog.007
100666/rw-rw-rw- 2366 fil  2022-10-13 :53:33 -0400 maillog.008
100666/rw-rw-rw- 2366 fil  2022-10-14 17:03:47 -0400 maillog.009
100666/rw-rw-rw- 2147 fil  2022-10-17 :51:43 -0400 maillog.0@0a
100666/rw-rw-rw- 7928 fil 2022-10-18 100: -0400 maillog.00b
100666/rw-rw-rw- 6293 fil  2022-10-18 22:29:57 -0400 maillog.txt
> s5sS||
Images
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Affected Hosts | 172.22.117.20

Remediation Close port 110.

Vulnerability 5 Findings
Title Elevation of privilege - CVE-2021-1733
Type Windows

Risk Rating Critical

After the SLMail exploit, we loaded kiwi in the Meterpreter shell. This allowed
us to perform user enumeration and check for both local and domain users.
We then managed to crack the password of a few users.

One of them has access to the Server2019 machine (172.22.117.10). By using
his credentials and employing the PsExec module in Metasploit, we created a
new shell on this computer - and gained access to its root, or C:\ drive.

Description
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g
foot@alt~ x  root@iali

OldCredentia
e (4096)
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(4096) : 94F4e331081F3443
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ord hash (m
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Almost done: Processi ini r andidate password: f
eeding with

flippe!
reliably

meterprete
Listing

]

0500
8500
500

0500

Affected Hosts

172.22.117.20 and 172.22.117.10

Remediation

Update all security patches
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