
App Owner’s Checklist 

Ensure you’ve implemented all these measures to guarantee that you 
never lose control of your app and codebase 

 

Source Code Repository 

​Open a personal account on the repository platform (e.g., GitHub, GitLab, Bitbucket) 
​ Link your personal email to the repository account 
​Ensure that you have admin rights to your app’s codebase 

Databases 

​ Locate the file that contains database access credentials (usernames and passwords) 
​Confirm these credentials with your developers to ensure they are correct 
​Store this document in a secure location, such as a password manager 

Third-Party Services 

​ Identify all third-party services used by your app (e.g., payment gateways) 
​Obtain access credentials (API keys, usernames, passwords) for each service 
​Store these credentials securely, such as in a password manager or encrypted file 

App Hosting 

​Find the access credentials for all app hosting platforms (e.g., Firebase, DigitalOcean, 
AWS) 

​Store these credentials in a secure, backup location 
​Regularly ensure that all the credentials are up-to-date  
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