Vi tien ma hoa (Crypto Wallet): Hi¢u biét va
bdo v¢ tai san so cua ban
Vi tién ma héa 1a gi va ching hoat dong nhw thé nao?

Vi tién ma hoa (crypto wallet) 1a phan mém hogc thiét bi vat ly duoc thiét ké dé luu trit, giri, va
nhan tai sén‘sf) nhu Bitcoin (BTC), Etherqum (ETH), stablecoin (USDT, USDC), hoac NFT. Vi
hoat dong bang cach quan ly hai thanh phan chinh:

e Khéa cong khai (Public Key): Tuong tu nhu s6 tai khoan ngan hang, day 1a dia chi vi
cong khai ma ban chia s¢ dé nhén tai san s6. Vi du: Mot dia chi Bitcoin ¢ dang nhu
1A1zP1eP5QGefi2DMPT{TL5SLmv7DivENa.

e Khéa riéng (Private Key): Tuong tu mat khau bi mat, dung dé ky giao dich va truy cap
tai san. Néu mat khoa riéng, ban mét quyén truy cap vi; néu bi 19, ké khac co thé 1iy cip
tai san.

Vi khong thyc sy “luu trir” tién ma hoa, vi tai san sd duge ghi trén blockchain. Thay vao do, vi
luu trir khoa riéng dé ban tuong tac véi blockchain (gui, nhan, hodc quan 1y tai san). Co6 hai loai
vi chinh:

e Vinong (Hot Wallet): Két ndi internet, tién loi cho giao dich thuong xuyén nhung dé bi
tan cong néu thi€t bi khong an toan. _y

e Vilanh (Cold Wallet): Ngoai tuyén, an toan hon nhung it tién l¢i, phu hop dé luu trir lau
dai.

Ngudi mdi nén chon vi tir cdc nha cung cap uy tin nhu MetaMask, Trust Wallet, hodc Ledger dé
dam bdo an toan va dé sir dung. Hi€u rd cach vi hoat dong va lya chon dung loai vi s€ giup ban
quan 1y tai san s6 hiéu qua va an toan.

Cac vi pho bién va két qua khai thac sir dung

Dudi day la cac vi phd bién, kém theo dic diém, truong hop sir dung, va két qua khai thac thuc
te dé nguoi doc dé hinh dung:

1. MetaMask (Vi néng - Phin mém)

e M0 ti: Vi nong mién phi, hoat dong dudi dang tién ich mo rong trinh duyét (Chrome,
Firefox) hodc ing dung di dong. Ho tro Ethereum va cac mang twong thich (Polygon,
Arbitrum).

e Truong hop sir dung:

o Kétndi véi DApps nhu Uniswap, OpenSea dé giao dich DeFi hoic mua NFT.
o Nhén token tir airdrop hoac giri USDT cho ban be.
e Két qua khai thac:



o Uu diém: D2 cai dat (5 phut), giao dién than thi¢n, hd tro nhiéu blockchain
(Ethereum, BNB Chain). Vi dy: Ban c6 thé mua 0.01 ETH (~$25) trén Binance,
chuyén vao MetaMask, va dung dé mua NFT trén OpenSea trong 10 phit.

o Nhwoc diém: D& bi tdn cong néu may tinh nhiém virus hoic ban nhap vao link
phishing. Vi du: Mot nguoi ding mat $100 USDT vi nhap seed phrase vao
website gia mao.

e Phu hgp véi: Nguoi méi mudn thir DeFi, NFT, hoic GameFi véi sb tién nho ($5-50).

2. Trust Wallet (Vi nong - Phin mém)

o Mo ta: Ung dung di dong mién phi, ho tro hang nghin loai tién ma hoa (BTC, ETH,
USDT, SOL) va nhiéu blockchain (Bitcoin, Solana, BNB Chain).
e Trwong hop sir dung:
o Luu trit da dang tai san s6, tr BTC dén token GameFi nhu AXS.
o Két ndi v6i PancakeSwap hoic cac vi khac qua ma QR.
e Két qua khai thac:

o Uu diém: HJ tro nhiéu coin/token, tich hop trinh duyét DApp, dé sir dung trén
dién thoai. Vi du: Ban nhéan 10 token tir airdrop trén Solana, luu trit va staking
tryc tiép trong Trust Wallet dé nhan thém 5-7% l&i/nam.

o Nhugc diém: Phu thudc vao bao mat dién thoai; néu mét dién thoai va khong sao
lru seed phrase, ban mat tai san.

e Phii hop vé6i: Nguoi dung di dong, mudn luu trit nhiéu loai tai san s6 hodc tham gia
airdrop.

3. Ledger Nano S/X (Vi lanh - Phin cirng)

e Mo ta: Thiét bj vat Iy (USB) luu trir khoa riéng ngoai tuyén, hd tro hon 5,500 coin/token,
bao gdm BTC, ETH, USDT, va NFT.
e Truong hop sir dung:
o Luu trir 1au dai s6 luong 16n tai san s6 (vi du: $1,000+ BTC hodc ETH).
o Ky giao dich an toan khi két ndi véi MetaMask hodc Ledger Live.
e Két qua khai thac:

o Uu diém: Rét an toan, vi khéa riéng khong tiép xuc internet. Vi du: Mot nguoi
luvu 1 BTC trén Ledger Nano X va gilt trong 3 nam, tai san dugc bao vé du may
tinh bi hack.

o Nhuwgc diém: Chi phi mua ($60-150), can két n6i véi méy tinh/dién thoai dé giao
dich, khong tién cho giao dich thuong xuyén.

e Phu hgp véi: Nguoi s¢ hitu tai san ) gia tri cao, uu tién an toan hon tién lgi.

4. Trezor Model T/One (Vi lanh - Phin cung)

e M0 ta: Thiét bi phﬁn cing tuong tu Ledger, hd tro BTC, ETH, va nhiéu token khéc.
Model T ¢6 man hinh cdm tng, dé thao tac hon.
e Trwong hop sir dung:
o Luu trir lau dai hoac ky giao dich DeFi an toan.
o Quan ly tai san da dang (BTC, stablecoin, token GameF1).



e Két qua khai thac:
o Uu diém: Bao mat cao, mi nguon mo (tang do tin cay). Vi du: Nguoi dung luu
500 USDT trén Trezor va st dung dé staking trén Aave, tranh dugc cac vu hack vi
noéng.
o Nhuoc diém: Gia cao hon Ledger ($70-200), téc do giao dich cham hon vi nong.
e Phi hop véi: Ngudi mudn bao mét cao cip va sin sang dau tu cho vi lanh.

5. Vi gidy (Paper Wallet - Vi lanh)

e M0 ta: Mot to gidy ghi khoa cong khai va khoa riéng, tao mién phi qua cac trang nhu
Bitaddress.org (cho Bitcoin). Hoan toan ngoai tuyén.
e Truong hop sir dung:
o Luu trlr 1au dai vai chi phi $0.
o Phu hgp cho nguodi khong giao dich thudong xuyén.
e Két qua khai thac:
o Uu diém: Mién phi, an toan tuyét d6i néu luu trir dung cach. Vi du: In vi gidy
chtra 0.1 BTC va cit trong két sét, tai san dugc bao vé trong 5 nam.
o Nhuwoc diém: Kho st dung (can nhap khéa riéng dé giao dich), d& mét hoic hu
hong néu khong cin than.
e Phu hep véi: Nguoi mudn luu trir dai han voi ngan sach $0, nhung can can than tuyét
doi.

So sanh nhanh

Vi Loai Chi phi Bdo mat Tién lgi Phu hop véi
MetaMask Nong Mién phi Trung binh Cao DeFi, NFT, airdrop
Trust Wallet Noéng Mién phi Trung binh Cao ba dang coin, GameFi
Ledger Nano S/X Lanh $60-150 Ratcao  Thap  Luu trit lau dai, s 1on
Trezor Model T Lanh $70-200 Rét cao Thép Luu trir an toan, DeFi
Vi gidy Lanh Mién phi Cao Rét thdp Luu trir dai han, ngan sach thap

Y thirc biao mat vi dé bao vé tién ma hoa

Bd4o mat vi 1a y€u t6 song con dé bao vé tai san so, vi blockchain khong c6 co ché khoi phuc néu
ban mat khoéa riéng hodc bi hack. Duéi day 1a cac nguyén tac va meo bdo mat can ghi nhé:

1. Bao vé Seed Phrase (cum tir khoi phuc):

o Hanh ddng: Ghi seed phrase (12-24 tir) trén gidy, luu trong két st hodc noi an
toan, khong chup anh hoac luu trén cloud (Google Drive, iCloud).

o Vidu: M4t nguoi dung luu seed phrase trén dién thoai va bi hack, mét 0.5 ETH
(~$1,250). Nguoc lai, ngudi luu seed phrase trong két sit giit an toan tai san 10
nam.

o Meo: St dung tdm kim loai khic seed phrase (nhu Billfodl, ~$50) dé chong chay,
nudc.

2. Khong chia sé khéa riéng:



o Hanh dong: Khong bao gio nhdp khoa riéng hoac seed phrase vao website, email,
hodc g dung khong rd ngudn. Kiém tra URL (vi du: metamask.io, khéng phai
metamask-login.com).

o Vidu: Mot ngudi dung nhap seed phrase vao website gia mao va mat 200 USDT.
Nguoi khac chi stt dung MetaMask chinh thirc va gitr an toan tai san.

o Meo: Sir dung trinh duyét riéng (nhu Brave) chi danh cho crypto dé tranh
phishing.

. Kich hoat xic thye hai yéu t6 (2FA):

o Hanh dong: Dung irng dung 2FA nhu Google Authenticator, Authy cho cac tai
khoan lién két (san giao dich, email). Tranh 2FA qua SMS vi dé bi tin cong SIM
swap.

o Vidu: Nguoi dung bat 2FA trén Binance va tranh dugc hack tai khoan khi email
bi xam nhap.

o Meo: Luu ma khoi phuc 2FA trén gidy, khong chup anh.

Cép nhat thiét bi va phan mém:

o Hanh dong: Cai phﬁn mém diét virus (nhu Malwarebytes), cap nhat h¢ diéu hanh,
va khong tai img dung tir ngudn khéng rd (nhu APK ngoai Google Play).

o Vidu: Mot ngudi dung khéng cap nhat Windows, bj keylogger va mét $500
USDT. Nguoi dung khéc cai antivirus va gilr vi MetaMask an toan.

o Meo: Str dung may tinh hodc dién thoai riéng cho crypto, khong dung may cong
cong.

Sir dung vi lanh cho sb tién 16n:

o Hanh déng: Chuyén tai san sd gia tri cao (trén $500) sang Ledger hoic Trezor.
Chi giit s6 nho ($10-50) trong vi néng dé giao dich.

o Vidu: Nguoi dung luu 1 BTC trén Ledger Nano X, an toan du may tinh bi hack.
Ngudi khac dé 1 BTC trén MetaMask va mat khi nhap link gia.

0o Meo: Mua vi lanh tir website chinh thirc (ledger.com, trezor.i0), khong mua qua
bén thir ba nhu Shopee.

. Kiém tra giao dich truéc khi ky:

o Hanh ddng: Xem k¥ dia chi nhan va sd tién trudc khi xac nhan giao dich. Sir
dung blockchain explorer (Etherscan, BscScan) dé kiém tra lich st giao dich.

o Vidu: Mot nguoi giri nham 0.1 ETH (~$250) vi sao chép sai dia chi. Ngudi khac
kiém tra k¥ va gui dung.

o Meo: Giri thir s6 nho ($1) trude khi chuyén sb 16n.

Tranh lira ddo (scam):

o Hanh ddng: Khong nhép vao link quang cdo “nhan thudng mién phi” hoic
“airdrop dac biét”. Kiém tra du 4n qua CoinGecko, Twitter/X, hodc Vietnam
Blockchain Association.

o Vidu: Ngudi dung nhip link gia trén Telegram, mat 100 USDT. Nguoi khac chi
tham gia airdrop tir CoinMarketCap va nhan 10 token an toan.

o Meo: St dung vi phu cho airdrop hodc du an chua ro rang.

Hanh dong ngay hom nay!

Tao vi néng: Tai MetaMask hodc Trust Wallet, thiét 1ap va sao luu seed phrase trén gidy
(10 phut).



2. Thir giao dich nhé: Mua $5 USDT trén Remitano, chuyén vao MetaMask, va giri dén vi

khac (20 phut).

Kich hoat 2FA: Cai Google Authenticator cho email va san giao dich (10 phut).

4. Hoc bao mat: Xem video “Crypto Wallet Security” trén Coin98 Insights hodc Binance
Academy (20 phut).

5. Can nhic vi lanh: Néu c6 $50+, mua Ledger Nano S (~$60) dé luu trit 1au dai.

[98)

Két ludn

Vi tién ma hoa 1a cong cu thiét yéu dé quan 1y tai san sd, tir vi nong tién loi nhu MetaMask, Trust
Wallet dén vi lanh an toan nhu Ledger, Trezor, hodc vi gidy. Mbi loai vi ¢6 wu, nhugc diém riéng,
phu hop véi nhu cau cu thé nhu giao dich DeFi, choi GameF1i, hodc luu trit 1au dai. Y thire bao
mat 13 yéu t6 séng con: bao vé seed phrase, kich hoat 2FA, va st dung vi lanh cho s tién 16n s&
gitip ban an tAm trong thé gidi crypto. Bit ddu voi MetaMask hodc Trust Wallet, thuc hanh giao
dich nho, va xdy dung thoi quen bao mat ngay hom nay dé bao vé va gia ting tai san sb cua ban!



