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Surname, first name :

Prénom Nom

Date of last update :

05/07/23

e-mail address:

renom.nom@gmail.com

External service provider
information:

Date of birth: 07/06/1985

Nationality: Moroccan

Type of contract:

Employer: WESTPOLE B

O Permanent

O Non-permanent

X Freelancer:

elgium

Date of recruitment: At starting date

Number of months working for the tenderer:
O months

Comments.: N/A

Name of freelance company: HRDB

Current function :

Security Consultant, F5 specialist

Profile for which external
service provider is

F5 Specialist

Date available: 4 weeks after signing the contract

equivalent (>4 years)

O Bachelor degree

O Secondary school

Number of
(successful) years of
study after secondary
school: 5

Network and  Security
Systems Engineering at

Institute: International
Fondation Of Professional
Studies

entered:
Highest relevant Check the appropriate : | Certificate or diploma: End date of secondary school:
educational qualification: | ©Master  degree  or I Master's degree in | (mm/yy): 06/05

Start date of higher studies:
(mm/yy): 09/ 05

End date of studies (mm/yy):
06/10

Languages:

(indicate level of skill:
from 1=basic to
S5=excellent)

English:
French:

Spoken

Written
4

5

Professional experience

Date IT career started: 09/10

Number of years/months of experience
(apart from the studies): 14 years

Specific expertise(s)
(with number of months
experience for each)

Operational Security - F5 specialist consultant

Proposed level

Standard(s) or * (CCNA
certificate(s) ® Prepared F5 101
Level 10



mailto:prenom.nom@gmail.com

CV Summary

(Use this area to briefly indicate the major facts that should be known about this external service provider.)

As a Security and network engineer, | possess extensive experience in designing, deploying, and
maintaining IP, F5, for various clients and organizations.

My expertise spans across several technologies, including TCP/IP, Ethernet, VLANSs, routing protocols,

VPNs, and mainly F5, which enable me to design, implement, and troubleshoot complex
telecommunication networks effectively.

| am proficient in using specialized network management software and diagnostic tools and have strong
analytical and problem-solving skills.

My excellent communication and interpersonal skills allow me to collaborate effectively with clients,
stakeholders, and other IT professionals, ensuring project success. My commitment to delivering
high-quality work and exceeding client expectations in every project | undertake is unwavering.
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TRAINING
Training name: Company/institute | Date(s) training Exams or certificates:
organising the followed:
training:
L. CCNA CISCO February 2009 Certificate
2. 101 F5 July 2023 Certificate
3. 201 F5 In progress In progress
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111

Software expertise

Tool (when possible Competenc | Duration (in Description (reference to relevant entries under
precise manufacturer, e (rating : 1 | months) “professional experience” is mandatory)
product name and -5)
version(s))

1. F5 Big IP: 5 55 Project(s) #1;2;
LTM/ASM/APM/GTM

2. Fortigate 5 55 Project(s) #1; 2;

3. PaloAlto 3 47 Project(s) #2;

4. Cisco ASA 5 55 Project(s) #1; 2;

5. McAfee web gateway 3 8 Project(s) #1;

6. Linux 4 160 Project(s) #1;2;3,4;5;

7. Windows 4 160 Project(s) #1;2;3,4;5;

8. WALIX 4 8 Project(s) #1;

9. VASCO DIGIPASS 4 8 Project(s) #1;

10. | SCCM 5 48 Project(s) #3;

11. | Active Directory 5 48 Project(s) #3;

12. | Microsoft Exchange Server | 5 39 Project(s) #4;
2010

13. | Active Directory 5 18 Project(s) #5;

14. | DNS 5 18 Project(s) #5;
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PROJECT EXPERIENCE

Project name: Consultant Security — F5 specialist

Societe Generale African Business Services
Company (employer):

Dates (start-end): Nov 2022 to present

Effective number of 8 months
months achieved:

Client (customer): Societe Generale

Project size: 600 people

description:

e Migrate the Firewalls that connect the Annexes from VPLS to DC (ASA to Fortigate).
e Create a new Internet browsing platform for the benefit of SGABS:
v Create a new context and VDOM on the ASA and Fortigate FWs.
v Collaborate with the network and cabling team to ensure connectivity.
v Ensure the physical McAfee 4500 External proxy rack and install two McAfee internal proxy VMs. (Project in
progress....)

External service provider’s roles & responsibilities in the project:

Role:

Ensure the maintenance in operational condition of perimeter security

solutions (Administration, backup, Upgrade, etc. )

Participate in the deployment of security solutions as part of various projects (reliability, development and business)
Support and advise IS projects on security

Collaborate and work with other teams (Networks, Systems, Development) .

Ensure the management of vulnerabilities within the scope of responsibility

Contribute to security monitoring and the definition of service roadmaps

Manage production incidents and user requests (WAF Learning with ASM Module , DNS records on the GTM, creation of
S2S VPNs, Configure the LoadBalancig on the LTM, Open Stream, Administer Vasco Digipass, McAfee Proxy).

Technologies and methodologies used by the external service provider in the project:

F5 LTM/ASM/GTM, FORTIGATE, CISCO ASA, McAfee WEB GATWAY, WALIX, VASCO DIGIPASS,

CV professional experience page
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PROJECT EXPERIENCE

Project name:

Security Engineer - F5 specialist

Company (employer):

Eurafric Information

Dates (start-end):

Jan 2019 to Nov 2022

Effective number of 47 months

months achieved:

Client (customer):

BANK OF AFRICA / CFG BANK / LCB BANK / BTI BANK/ RMA ASSURANCE / Maghribail/ SALAFIN/
BOA MALI/ GNS Technlogy/ DOCUPRINT/ FINANCECOM / DAMANECASH/ MONEGRAME/ MAROC
FACTORING

Project size:

400 people

Description:

Expose the Skype solution on the Internet via GTM & ASM
Install the VCMP model on F5 Big IP i4500 series box, Create four F5 Virtual with the ASM module to ensure
non-separate flow for each partner.

External service provider’s roles & responsibilities in the project:

Role:

Writing incident reports and procedural documentation.
Analyze and process F5 BIG IP security requests//incidents.
Contribute to the study and industrialization of the deployment.
Supporting and advising F5/ASM security projects.

Debug root causes on Mutualized environments

Fix vulnerabilities on the F5 BIG IP perimeter

Ensure the upgrade of F5 BIG IP equipment.

Create WAF policies for externally exposed applications.
Administer and external DNS records on the F5/GTM
Administer F5/APM for VPN networks.

Administer F5/LTM for all internal and external applications.

Technologies and methodologies used by the external service provider in the project:

F5 LTM/ASM/GTM/APM, FORTIGATE, CISCO ASA, PALOALTO



https://www.bankofafrica.ma/fr/marocains-du-monde/votre-banque-au-quotidien/r%C3%A9seau-bank-of-africa-bank-%C3%A0-l%C3%A9tranger
https://www.bankofafrica.ma/fr/marocains-du-monde/votre-banque-au-quotidien/r%C3%A9seau-bank-of-africa-bank-%C3%A0-l%C3%A9tranger
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PROJECT EXPERIENCE

Project name:

IT Consultant

Company (employer):

“Orange / ArchosTechnology”

Dates (start-end):

Effective number of 48 months
months achieved:

January 2015 to Dec 2018

Client (customer):

Orange Maroc

Project size:

100 People

Description:

®  Setting up SCCM server.

e  Migrate IT equipment to Windows 10.

Role:

External service provider’s roles & responsibilities in the project:

Support Infra Migration Window 10 and McAfee endpoint projects
Administer SCCM to deploy system updates and patches.

Creation of images to be deployed on workstations, laptops,
Define the Active directory strategies to implement to integrate thenew images

Actively participate in the certification phase of applications on the target environment with the business
Ensure central deployment and supervise workstation technicians fordeployment in the field
Collaboration with the various technical suppliers of ORANGE.
Write procedures and operating procedures

Technologies and methodologies used by the external service provider in the project:

Window 10, Windows Server 2012, SCCM, Active Directory
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PROJECT EXPERIENCE

Project name: System administrator

ArchosTechnology
Company (employer):

Dates (start-end): October 2011 to December 2014

Effective number of 39 months
months achieved:

Client (customer): ArchosTechnology

Project size: 100 people

Description:
e Installation and upgrade of Network/System equipment (Switch/server)

External service provider’s roles & responsibilities in the project:
Role:

e Deploy software updates (Antivirus, OS patches, business applications, etc.) Administer, supervise and maintain the
company's

Servers and client workstations. Repair and install workstation or server-side operating systems.

Creation of (GPO) group policy management;

Administer and troubleshoot Microsoft Exchange Server 2010.

Ensure the installation, configuration, deployment, migration of IT infrastructures within the framework of projects.
Creation of virtualized servers with VMware vCenter.

Configure and install network equipment (switch, router, firewall).

Administer and ensure the management of the computer park,

Technologies and methodologies used by the external service provider in the project:

VMWare, vCenter, CISCO ASA, Microsoft Exchange Server 2010
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PROJECT EXPERIENCE

Project name: IT support Engineer

Action Informatique

Company (employer):
Dates (start-end): Apr 2010 to Oct 2011
Effective number of 18 months

months achieved:

Client (customer): Extern Client

Project size: 20 people

Project description:

e  Work for a consulting firm as IT support Engineer for various companies

External service provider’s roles & responsibilities in the project:

Role:
e Visiting customers to deal with software, hardware and computer or telephone network incidents
® Prepare AD servers with RAID to deploy them to customers Set up backup solutions.
e Necessary cabling installation for businesses and halls

Technologies and methodologies used by the external service provider in the project:

VMware, Active Directory, DNS




