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N

NIST SP 800-204 Security Strategies for Microservices-based Application Systems -
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-204.pdf

NIST SP800-190 Application Container Security Guide -
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf

NIST SP 800-218 Secure Software Development Framework (SSDF) Version 1.1:
Recommendations for Mitigating the Risk of Software Vulnerabilities

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218.pdf
CIS Kubernetes Benchmark

Threat Modeling: 12 Available Methods
https://owasp.org/www-community /Application_Threat_Modeling

MITRE ATT&CK Matrix For Kubernetes


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-204.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-190.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218.pdf
https://www.cisecurity.org/benchmark/Kubernetes/
https://insights.sei.cmu.edu/sei_blog/2018/12/threat-modeling-12-available-methods.html
https://owasp.org/www-community/Application_Threat_Modeling
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
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39.

12-factor

9 Box of Controls

Cloud Native Security Lexicon

Cloud Native Glossary

CNCF landscape

Four eyes principle

Common Vulnerability Scoring System
Test Pyramid

software bill of materials

OPAL -
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Opal_SSC_v
2.01_rev1.00.pdf

CNCF Storage Whitepaper

security boundaries -
https://www.oreilly.com/library/view/cissp-certified-information /978047027688
4/9780470276884_security_boundaries.html

OWASP threat modeling

STRIDE

OCTAVE

ATT&CK’s Threat matrix for containers

NIST Incident Response Guide

Secure Defaults: Cloud Native 8

Software Supply Chain Best Practices White Paper

Cloud Native Security Map - https://cnsmap.netlify.app

Center for Internet Security (CIS)

OpenSCAP

TAG-Security’s use cases listing

European Banking Authority -
[https://www.eba.europa.eu/regulation-and-policy/internal-governance /recomme
ndations-on-outsourcing-to-cloud-service-providers)

European Insurance and Occupational Pensions Authority - Guidelines on
outsourcing to cloud service providers

European Securities and Markets Authority - CLOUD OUTSOURCING GUIDELINES
github.com/cncf/surveys/security

Feedback

https://techmonitor.ai/technology/cybersecurity /ransomcloud
https://www.mcafee.com/enterprise/en-ca/security-awareness/ransomware.html
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf


https://12factor.net/
https://blogs.blackberry.com/en/2016/03/the-9-box-of-controls
https://github.com/cncf/tag-security/blob/main/security-lexicon/cloud-native-security-lexicon.md
https://glossary.cncf.io/
https://landscape.cncf.io/
https://www.unido.org/overview/member-states/change-management/faq/what-four-eyes-principle
https://nvd.nist.gov/vuln-metrics/cvss
https://martinfowler.com/articles/practical-test-pyramid.html
https://ntia.gov/page/software-bill-materials
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Opal_SSC_v2.01_rev1.00.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Opal_SSC_v2.01_rev1.00.pdf
https://bit.ly/cncf-storage-whitepaperV2
https://www.oreilly.com/library/view/cissp-certified-information/9780470276884/9780470276884_security_boundaries.html
https://www.oreilly.com/library/view/cissp-certified-information/9780470276884/9780470276884_security_boundaries.html
https://owasp.org/www-community/Threat_Modeling
https://en.wikipedia.org/wiki/STRIDE_(security)
https://www.pluralsight.com/guides/cybersecurity-threat-modeling-with-octave
https://medium.com/mitre-engenuity/att-ck-for-containers-now-available-4c2359654bf1
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://github.com/cncf/tag-security/blob/main/security-whitepaper/secure-defaults-cloud-native-8.md
https://github.com/cncf/tag-security/blob/main/supply-chain-security/supply-chain-security-paper/CNCF_SSCP_v1.pdf
https://cnsmap.netlify.app
https://www.cisecurity.org/
https://www.open-scap.org/
https://github.com/cncf/tag-security/blob/main/usecase-personas/README.md
https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_guidelines/guidelines_on_outsourcing_to_cloud_service_providers_en.pdf
https://www.eiopa.europa.eu/sites/default/files/publications/eiopa_guidelines/guidelines_on_outsourcing_to_cloud_service_providers_en.pdf
https://www.esma.europa.eu/press-news/esma-news/esma-publishes-cloud-outsourcing-guidelines
https://github.com/cncf/surveys/blob/master/security/README.md
https://github.com/cncf/tag-security/issues/new?assignees=&labels=suggestion%2C+triage-required&template=suggestion.md&title=%5BSuggestion%5D+some+descriptive+title
https://techmonitor.ai/technology/cybersecurity/ransomcloud
https://www.mcafee.com/enterprise/en-ca/security-awareness/ransomware.html
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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