JD For Network Administrator

Job Title: Network Administrator
Company: [Company Name]
Location: [City, State]

Job Description:

The Network Administrator will be responsible for designing, implementing, and
maintaining the company's network infrastructure. This includes configuring and
maintaining network hardware, such as routers, switches, and firewalls, as well as
ensuring the security, performance, and availability of the company's network systems.
The Network Administrator will also be responsible for troubleshooting network issues
and providing technical support to other teams.

Key Responsibilities:

e Design, implement, and maintain the company's network infrastructure

e Configure and maintain network hardware, such as routers, switches, and

firewalls

e Ensure the security, performance, and availability of the company's network
systems
Troubleshoot network issues and provide technical support to other teams
Stay up-to-date with the latest developments in network technology and security
Continuously improve and iterate on existing network systems
Provide technical guidance to other team members

Competency Requirements:

Strong understanding of network infrastructure and protocols
Strong experience with network hardware and software (e.g. Cisco, Juniper,
Fortinet)
e Strong experience with network security (e.g. firewalls, VPN, intrusion
detection/prevention)
Strong problem-solving and analytical skills
Strong written and verbal communication skills
Strong attention to detail
Ability to work in a collaborative environment
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Qualifications:

Bachelor's degree in Computer Science, Information Technology, or a related
field

Strong experience in network administration and support

Strong experience with one or more operating systems (e.g. Windows, Linux,
MacOS)

Strong understanding of IT trends and best practices

Strong understanding of network security principles and industry standards
Industry certifications (e.g. CCNA, CCNP, JNCIA, JNCIP) is a plus
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