
How to setup ExpressVPN on your 
Gargoyle (v1.8.1) Router 

 

The purpose of this documentation is to configure your purchased ExpressVPN service on your router running 
Gargoyle v1.8.1 firmware. Having done so, all network traffic that goes through your router, will now also pass 
through the configured VPN service keeping your browsing secure and safe. 

These steps may need slight changes for different versions of Gargoyle. 

Lastly, this documentation is a combination of: 

●​ ExpressVPN’s official DD-WRT documentation​
https://www.expressvpn.com/support/vpn-setup/manual-config-for-dd-wrt-router-with-openvpn/  

●​ How to Set Up a Gargoyle Router with PIA -post by- ooru​
https://www.reddit.com/r/PrivateInternetAccess/comments/65soyr/how_to_set_up_a_gargoyle_router_with
_pia/  

●​ Manual setup for PIA (VPN Service Provider) with Gargoyle OpenVPN -post by- encro​
https://www.gargoyle-router.com/phpbb/viewtopic.php?f=11&t=9129 ​
and 

●​ My own tweaks! 

 

>>  And the race is on!  << 

Time to get all of the files we need, together in one place. 

1.​ Go to https://www.expressvpn.com/users/sign_in and login​

​
 

2.​ Once you’ve logged in, click on Set up ExpressVPN on the Active Subscriptions page​

​
 

https://www.expressvpn.com/support/vpn-setup/manual-config-for-dd-wrt-router-with-openvpn/
https://www.reddit.com/r/PrivateInternetAccess/comments/65soyr/how_to_set_up_a_gargoyle_router_with_pia/
https://www.reddit.com/r/PrivateInternetAccess/comments/65soyr/how_to_set_up_a_gargoyle_router_with_pia/
https://www.gargoyle-router.com/phpbb/viewtopic.php?f=11&t=9129
https://www.expressvpn.com/users/sign_in


3.​ Click on Manual Config on the left side of the screen ​

​
 

4.​ Then select the OpenVPN tab on the right side of the screen​

​
 

5.​ At “1.” Click on the copy icon for Username​

​
 



6.​ Now, go to your desktop, r-click your desktop, select New, then Text Document​

​
 

7.​ Change the name of the text document from “New Text Document.txt” to “auth.txt”​

​
 

8.​ Open the text document now called “auth.txt” and paste your Username, then hit enter​
 

9.​ Go back to your internet browser with the ‘Set Up ExpressVPN On All Your Devices’ page open from Step.4​
 

10.​At “1.” Click on the copy icon for Password​

​
 

11.​Go back to the open “auth.txt” file from Step.8 and paste your Password​
 

12.​Before saving make certain that line 1 is your username from Step.5 with no extra spaces at the end and that 
line 2 is your password from Step.10 with no extra spaces or a carriage return at the end. That is to say, there 
should be no line 3; the text cursor should be at the last character of your password and not be able to move 
any further than that point! Now close and save the text document.​



​
 

13.​Go back to your internet browser with the ‘Set Up ExpressVPN On All Your Devices’ page open from Step.4 
and go to “2.”​
First click on the geographic location you want to be connected within (I chose ‘Americas’)​

​
Then click on a location within that area for your actual connection (I chose ‘USA – Los Angeles – 3’)​

​
​
Clicking on this link will start the download of an OpenVPN configuration file (*.ovpn) which you should save 
to your desktop alongside of your “auth.txt” file​
 

14.​Now, due to the way Gargoyle implements OpenVPN, we also need ExpressVPN’s optional zip file, so skip “3.” 
And go to “4.” and click on the hyperlink “ZIP file.” And save this ZIP file to your desktop also.​



​
 

15.​Go to your desktop now and extract the ZIP file here so that you have the contents of the ZIP file (4 files) plus 
the auth.txt file from Step.6 and the *.ovpn file from Step.13 all in one place.​

​
 

>>  This is where things get a little tricky!  << 

In this next section we need to upload our VPN authentication credentials and edit the *.ovpn file ready for use. 



16.​Download and install the latest version of WinSCP from https://winscp.net/eng/download.php ​

​
 

17.​Start WinSCP and connect to your router that is running Gargoyle 
a.​ File protocol: SFTP (if you can’t make a connection with SFTP, try SCP) 
b.​ Host name: Your router’s IP address (Gargoyle default = 192.168.1.1) 
c.​ Port number: Your router’s Port number (Gargoyle default = 22) 
d.​ User name: Your router’s User name (Gargoyle default = root) 
e.​ Password: Your router’s Password (Gargoyle default = password) 
f.​ Click the Login button​

​
 

18.​Once connected to your router that is running Gargoyle, on the left hand side navigate to your desktop and on 
the right hand side navigate to /etc/openvpn and drag and drop “auth.txt” from left to right​

https://winscp.net/eng/download.php


​
 

19.​On the right hand side, r-click “auth.txt” and choose properties​
 

20.​Make the properties for “auth.txt” as per below: 
a.​ Group = root 
b.​ Owner = root 
c.​ Permissions: Octal = 0600 
d.​ Click OK​

​

​
 

21.​Close WinSCP​
 

22.​Now, go back to your desktop and make a backup copy of your downloaded *.ovpn file (copy then paste 
straight away!)​
 

23.​Open the *.ovpn file in Notepad or your preferred text editor 
a.​ Delete line 7; its empty and not needed​

 



b.​ Delete line 26; its empty and not needed​

 

c.​ Delete everything starting at <cert> to </cert>, that is line 26 to 47, inclusive​

 

d.​ Delete everything starting at <key> to </key>, that is line 26 to 54, inclusive​

 



e.​ Delete everything starting at <ca> to </ca>, that is line 49 to 84, inclusive​

 

f.​ Go to what is now line 25 and change:​
From - auth-user-pass​
To - auth-user-pass /etc/openvpn/auth.txt 

g.​ Go to what is now line 22, move the text cursor to the end of “auth SHA512” and hit enter 
h.​ On the new line type in auth-nocache 
i.​ Go to line 1, move the text cursor to the end of “dev tun” and hit enter 
j.​ On the new line type in proto udp 
k.​ Check you have 51 lines and that line 51 is blank/empty 
l.​ Save and Close​

 

>>  Almost there … Stay on target!  << 

Time to upload data into OpenVPN via Gargoyle and get it ready to work. 

24.​Let’s get things setup in the router now, so head over there and login, via your preferred internet browser​

​
 



25.​When logged in, click on Connection on the left, then OpenVPN​

​
 

26.​One the OpenVPN page, from the drop down list, select OpenVPN Client​

​
 

27.​ In the OpenVPN Client section, in the drop down list for Upload Format, select Individual Configuration Files​

​
 

28.​Browse and select for the following:​
OpenVPN Config File: the *.ovpn file you downloaded from Step.13 and edited in Step.23​
CA Certificate File: extracted from the ZIP file at Step.15, downloaded at Step.14; mine was called ca2.crt​
Client Certificate File: extracted from the ZIP file at Step.15, downloaded at Step.14; mine was called client.crt​
Client Key File: extracted from the ZIP file at Step.15, downloaded at Step.14; mine was called client.key​



​
 

29.​Save Changes​

​
 

30.​Waiting…​

​
 

31.​And…​
Sorry, yeah, this will happen and its meant to, so click OK​

​
 



>>  The home stretch!  << 

The error above happened because OpenVPN via Gargoyle cannot reference the one *.key and two *.crt files we just 
uploaded in Step.28 so we need to tell it where to look now; it is because of the random name generation of the 
uploaded files, that we couldn’t do this until now. 

32.​Open up WinSCP again and log back into your router (if you need a refresher, check out Step.17)​
 

33.​On the right hand side, navigate to /etc/openvpn​
 

34.​Locate the file “grouter_client_[randomcharacters].conf” and r-click and select edit​

​
 

35.​ In the edit window, find the line “auth-user-pass /etc/openvpn/auth.txt”, move the text cursor to the end and 
hit enter​
 

36.​On this new line, type ca then hit enter​
 

37.​Then type cert and hit enter​
 

38.​Then type key​
 

39.​Now, using the file names from within WinSCP at /etc/openvpn/ add the correct file names to the correct lines 
preceded by its location so that the lines become: 

a.​ ca /etc/openvpn/grouter_client_[randomcharacters]_ca.crt 
b.​ cert /etc/openvpn/grouter_client_[randomcharacters].crt 
c.​ key /etc/openvpn/grouter_client_[randomcharacters].key​

 
40.​Save changes by clicking on the save icon in the top left corner of the Edit window​

 
41.​Close the Edit window​

 
42.​Now change the permissions on the one *.key file and two *.crt files to the same as the “auth.txt” file back at 

Step.20​
 

43.​Exit out of WinSCP​
 



44.​Go back to the WebUI of Gargoyle and reboot the router (System > Reboot > Reboot Now)​

​ ​ ​
 

45.​Wait a minute or two, should be no more than five, hit F5 to refresh if you don’t get dropped back to the page 
or login screen​
 

46.​Navigate back to the OpenVPN page within the Gargoyle WebUI and look at the top for “OpenVPN Status:” 
Hopefully it will say - Running, Connected, IP: x.x.x.x​

​
 

47.​Ta-Da! Done and working. 

From this point, if you have any other issues, best to drop a line to ExpressVPN and ask them (their customer service is 
pretty top notch!), otherwise, you can search and ask for help in the Gargoyle forums or Whirlpool forums or any 
other set of forums of your choosing I’m sure. 

Have fun. 


